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ABSTRACT:  The expansion and capability of electronic transactions within 
the country's financial and economic system are influenced by the emergence of 
online financial services and the consumers' adoption of cashless transactions. 
It's evident that consumers are shifting to digital payment methods with the 
emergence of a number of digital payment technologies that use devices bearing 
the e-wallet brand. E-wallets are of great interest due to their ability to facilitate 
mobile electronic transactions. The information that is digitally recorded includes 
the user's biometric data and banking information, such as debit or credit cards, 
as well as a simulation of the user's pocketbook (Singh, G. 2019). Prior to 
beginning the payment process, users usually need to scan the Quick Response 
or QR code that has been issued by the merchant or service provider (Widayat et 
al., 2023). Prior to finalizing a transaction, it is necessary for the user to scan a 
Quick Response (QR) code and key a security personal identification number 
(PIN).There are now several e-wallet application vendors to choose from. The 
advantage that can be derived from this healthy competition is the opportunity to 
investigate capabilities based on the selection of a variety of applications that offer 
inevitably distinct facilities. Nonetheless, the selection priority is determined by the 
user's ability to obtain the finest criteria. Among them are the ease of use, the level 
of brand recognition, and the offered benefits and features. User preferences must 
include the most important factor, which is the level of control and security when 
using the application. The purpose of this summary is to examine the involved 
security features and how they are implemented. The study encompassed four 
electronic wallet service providers, specifically Touch 'n Go, Boost, GrabPay, and 
MAE. 
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1. INTRODUCTION 
The government has introduced a one-off digital stimulus through the 

presentation of Budget 2020 with the initiative of crediting RM30 into the e-wallets 
of all Malaysians aged 18 and above who have an annual income of less than 
RM100,000 (Mahomed, 2021). In the same year, an allocation amounting to RM750 
under Pelan Pemulihan Ekonomi Jangka Pendek (PENJANA), the government also 
credited RM50 to users' e-wallet accounts (Mahomed, 2021). This government 
move indirectly benefits the increase in the number of users and merchants who 
use e-wallets. In the 2023 Budget, the government continues to support efforts 
towards the digital economy era with a combination of initiatives involving several 
national development components such as RMK-12, the Malaysia Digital Economy 
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Action Plan (MyDIGITAL), the 4IR National Policy and the implementation of 5G 
through Digital Nasional Berhad (DNB). 

The e-wallet is a mobile-based digital payment application that enables 
cashless transactions and facilitates the process of conducting financial 
transactions (Shamsuddin et al., 2022). The e-wallet application is one of the 
electronic payment mobility facilities that is implemented under the user's control 
without involving the physical use of cash (Hatamleh et al., 2023). E-wallet apps 
are the preferred option for customers nowadays due to their easy and systematic 
money management and transaction processes. The e-wallet generally contains 
financial information such as user identifying details and banking information, and 
it is enhanced with access control to ensure the security of user transactions. This 
financial mobility innovation decreases reliance on the usage of computers for 
transactions and payments. Users can also lower their fees by dealing at the 
counter or using cash withdrawal machines at the bank. One advantage of utilizing 
an e-wallet is the preservation of the user's time, as it eliminates the need for 
physical transactions and the associated waiting period. 

The use of digital wallets enables the transfer and receiving of funds, in addition 
to facilitating the acquisition of products and services. Without the availability of a 
desktop computer or laptop, this transaction can solely be completed via 
smartphone. The e-wallet application enhances the practicality of banking 
transactions by providing users with immediateaneous responses. The beneficiary 
of an e-wallet application installed on a smartphone can also benefit in the absence 
of a conventional bank account. Through the implemented e-wallet, funds can be 
transferred to the recipient using phone number reference, business registration, 
QR sharing, or other suitable forms of identification. As is customary, the bank will 
assess additional fees for banking activities such as fund transfer transactions 
conducted through user accounts (Ying et al., 2020). When performing fund transfer 
transactions via the e-wallet application, the user account is exempt from any 
additional charges. 

E-wallets enable the transmission and receipt of funds in addition to simplifying 
the purchase of goods or services. Banking transactions using this e-wallet are 
regarded as more practical because consumers receive real-time responses. 
Installing an e-wallet application on a smartphone also allows the recipient who 
does not have a regular bank account to profit. Transfers to recipients can be made 
based on phone number reference, business registration, QR sharing, and other 
acceptable identification using the installed e-wallet. Banking activities such as fund 
transfer transactions through user accounts will, as usual, incur additional bank 
costs (Ying et al., 2020).  

The use of electronic wallets also offers users the opportunity to adapt 
supplementary activities to diverse digital requirements. This covers additional 
demands that enhance social activities by utilizing e-wallets, such as entertainment, 
travel, reward collecting, and other services (Sabli et al., 2021). Users strategically 
manage and harmonize their social engagements using the advantages of e-wallet 
applications, since these platforms provide organized and methodical coordination 
of activities and leisure pursuits. The meal-ordering service garnered significant 
attention, particularly during the COVID-19 pandemic, coinciding with the increasing 
adoption of e-wallets (Ojo et al., 2022). A climate conducive to the e-economy is 



Samsudin et al. Journal of Information Systems and Digital Technologies, Vol. 5, No. 2, 2023  

157 
 

now in place. The mentality of industry players, particularly in pushing the use of 
digital technology in daily operations, continues to increase. Because there is an 
infinite amount of space and opportunity for transactions, using electronic platforms 
has become popular. 

One of the reasons for the rise in e-wallet usage as a substitute form of payment 
for products and services is this peak. Additionally, a variety of facilities that can be 
implemented through the e-wallet application are included in the transmission of 
influence using the application (Ojo et al., 2022). These facilities include 
transportation, tourism, and recreation. 

A multitude of electronic wallet applications are available in the current market. 
The market's selection of e-wallet applications indicates how seriously the service 
business takes encouraging the usage of digital payments. This potential serves as 
one of the driving forces for society's digitization through a variety of cashless 
payment methods. 

2. ENCOURAGE THE USE OF E-WALLET 
The collaboration between the government, facilitated by the Government 

Linked Company (GLC), and the commercial sector is crucial in fostering 
opportunities aimed at realizing the objective of digitalizing society. To enhance the 
proficiency in the advancement of the nation's digital economy ecosystem, the 
agreement to clarify the responsibilities of each organization is established as a 
standard. The parties involved in this development of the nation's financial digital 
sector are network service providers, banking institutions, companies that build 
applications for e-wallets, and stakeholders. 

The Financial Sector Blueprint 2022-2026 is an initiative of the Bank Negara 
Malaysia (BNM) aimed at bringing together stakeholders to encourage the growth 
of the digital economy. A necessary strategy for preserving the financial sector's 
stability in an uncertain economic environment. Disclosure of the financial system's 
use of technology necessitates direction to streamline market-based governance 
and community capacities. Strategic Core 3 of the Financial Sector Blueprint 2022-
2026 - Advance the digitization of the financial sector, which is the focus of the 
government, particularly BNM, in order to integrate the pace of technology based 
on the financial ecosystem. 

In order to effectively navigate the increasingly intricate issues and hazards 
associated with financial systems, users, and markets, it is imperative to engage in 
thorough preparation (Financial Sector Blueprint, 2022-2026, p. 68). The Financial 
Sector Blueprint 2022-2026 places significant importance on data security in digital 
transactions. It highlights the need to ensure the protection of user data and 
emphasizes the implementation of controls, such as the review of fundamental 
requirements, to safeguard user interests. The blueprint also suggests that the 
government should provide guarantees in this regard (Financial Sector Blueprint, 
2022-2026, p. 69). 

Figure 1 depicts a series of stages aimed at establishing the user's identity by 
means of an integrated identity verification mechanism, hence prioritizing the user's 
interests. The use of this measure can effectively mitigate the incidence of identity 
manipulation, a phenomenon that is increasingly likely due to the rapid 
advancement of technology. The government's proactive measure demonstrates a 
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commitment to positioning digital technology as the primary catalyst for economic 
growth, while also recognising the significance of consumers and the advancement 
of the digital financial industry. 

 

 
Fig.1. The main infrastructure layers in the digital economy 

(Source: Financial Sector Blueprint 2022-2026) 

As stated by Merchantrade Asia's Managing Director and Founder, the process 
of enhancing the digital ecosystem environment is a comprehensive endeavor that 
does not exclude the less fortunate, including B40 and people with disabilities 
(Malaysia Fintech Report 2022, p. 3). By involving the B40 and OKU groups, who 
also gain from and preserve their competitiveness in the age of the digital economy, 
this emphasis serves to further fuel the financial market's openness. The foreword 
of the Malaysian Fintech Report 2022, on page 4, expressed the hope that digital 
transformation would be integrated with efforts to streamline processes and 
enhance the customer experience, rather than being viewed as a standalone 
catalyst for the growth of the digital economy by Sean Hesh, Group Chief Executive 
Officer, GHL. 

 
Fig.2. (Source: Malaysia Fintech Report 2021) 
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Fig.3. (Source: Malaysia Fintech Report 2022) 

 
The percentage of Malaysians using fintech (financial technology) applications 

is seen in Figure 2. The analysis pertains to the proportionality of the sequence 
within the time frame encompassing the years 2021 and 2022. According to the 
Malaysian Fintech Report 2022 (p. 7), the utilization of e-wallets has attained a 
notable degree of acceptance, standing at 12%, which represents the third highest 
percentage. The proportion shown in Figure 1, which depicts e-wallet usage in 
2021, serves as a benchmark for the acceptance of e-wallet users. The increasing 
reliance of individuals on smartphone-based digital payment applications has 
resulted in the prominent adoption of this technique as the primary preference. 
According to the study conducted by Amin et al. (2022), A number of variables 
contributed to the 2022 decline in the percentage of applications used. One notable 
inclusion is the presence of digital banking applications. According to fintech news 
sources, the emergence of digital banks represents a technologically advanced 
approach to banking that provides cost-effective, efficient, and secure services. 
According to Fintech news sources, digital banks are a sophisticated technology 
that delivers banking at a cheap cost, quickly, securely, and as an option because 
it surpasses the services offered by traditional banks (Rebecca Oi. 2023 Feb 21). 

The initiative by BNM to establish a digital bank involves licensing five different 
consortiums: Boost Holdings Sdn Bhd and RHB Bank Bhd, YTL Digital Capital Sdn 
Bhd and Sea Ltd, GXS consortium Bank Pte Ltd and Kuok Brothers Sdn Bhd, AF 
Investment Bank Sdn Bhd and MoneyLion Inc, AEON Financial Service Co Ltd and 
AEON Credit Service (M) Bhd. This particular combination was chosen due to its 
ability to meet the needs of relationships with current users, infrastructure 
competence primarily in the digital economy, and—above all—financial governance 
experience. Based on the expertise and capacities of the five consortiums that were 
chosen, Digital Bank can further broaden the range of services it provides through 
the network of digital financial services (Dr. Chow Yee Peng, 2022, Oct 24). 

In order to further promote the adoption of e-wallet applications, the central 
bank, BNM, intends to enhance the utilization of digital payment technology by 
initiating an e-money campaign. As to the official statement issued by Bank Negara, 
the aforementioned campaign serves as the foundation for the objective of 
augmenting the number of e-payment transactions per capita from 221 to 400 within 
the corporate community and households by the year 2026 (Bank Negara Malaysia, 
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2022). The endeavors to incorporate digital payment systems are not solely 
targeted at individual consumers.  

The presence of finance facilities is necessary due to the existence of low-
income micro-entrepreneurs. Hence, the imperative for a financing effort that 
prioritizes social considerations and has the potential to enhance social resilience 
is paramount. Based on it, BNM translated the creation of a social finance program 
that assisted in enhancing corporate capabilities and was supported by eight 
national financial institutions. According to Bank Negara Malaysia (2023), there are 
a total of eight financial institutions available as options for individuals seeking a 
more flexible financing alternative compared to the conventional approach. These 
institutions include AmBank Islamic, Bank Islam, Bank Muamalat, CIMB Islamic 
Bank, Public Islamic Bank, RHB Islamic Bank, Bank Simpanan Nasional, Bank 
Rakyat, Agrobank, and SME Bank. ITekad has implemented initiatives aimed at 
mitigating the digital divide by enhancing its online sales capabilities. Based on the 
statement provided by BNM, it can be inferred that a significant majority, specifically 
95%, of micro-entrepreneurs affiliated with iTekad have effectively demonstrated 
the ability of the digital business landscape to enhance their sales capabilities. 

The significance of utilizing personal information as a valuable resource for 
purposes beyond user identity verification. The Government, particularly through 
the Ministry of Finance, has placed significant emphasis on the importance of 
coordinating security measures in the advancement of digital financial technology. 
This is evident in the launch of the Financial Sector Blueprint (FSB) 2022 - 2026 by 
Bank Negara Malaysia (BNM). The objective of this initiative is to enhance the 
capabilities and efficiency of all stakeholders involved in the digital economy 
ecosystem, thereby serving as a catalyst for navigating the progressively complex 
financial landscape. 

The government is placing a strong focus on its obligation to implement the best 
access control and resolve any vulnerabilities in the application of technology to 
digital banking. The implementation of FSB 2022-2026 presents an opportunity to 
enhance the efficacy of competitive application development through the alignment 
of recommendations. Users of e-wallets are guaranteed access control features 
that are thought to be able to safeguard the security of their financial and personal 
data (Hossain et al., 2022). This is demonstrated by the way that many layers of 
authentication are combined with passwords, biometric authentication, and other 
forms of interwoven access control (Sabli et al., 2021). 

3. THREATS IN THE USE OF E-WALLET 
There are a number of hazards to online financial transaction services including 

online banking and e-commerce (Busse, N. 2023). Users get disinterested in 
instances of intrusion such as online fraud, hacked user accounts, and other 
incidents affecting the digital economy. The operating system, which serves as the 
installation base for e-wallet applications, is a source of potential dangers. Threats 
to the e-wallet application installation platform include the following: 

• Attacks involving the alteration of instructions are designed to undermine the 
operating system's ability to execute the original code instructions as intended 
(Vučinić, M., & Luburić, R. (2022). The presence of a potential information incursion 
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and unauthorized access creates a vulnerability that can be exploited in the 
operations of e-wallet applications. 

• Continuous innovation and functional function enhancement are part of 
application development. The Software Development Life Cycle, or SDLC, depends 
heavily on the coding stage (Humayun et al., 2022). The pursuit of a functional 
application amidst competition may entail a potential compromise to the stability of 
the resulting code. Applications for e-wallets that involve security of usage in 
particular will be impacted in terms of operational stability. 

• Vulnerabilities in the e-wallet software itself may also provide an opening for 
penetration. The occurrence of direct threats in e-wallets, namely those related to 
access control security disruptions, pertains to the compromise of fingerprint or 
facial data of users. Biometric data is also susceptible to attacks using 
contemporary methods due to the digital environment, which puts one of the access 
control cores at risk (Adler et al., 2008). Failure to verify the authenticity of the 
biometric system can have the dual consequence of preventing users from using it 
and creating uncertainty over the identification of the true owner (Jain et al., 2012). 
Adversaries have the potential to exploit instances of system functionality failures, 
which may lead to detrimental consequences for users of the program. 

• The device used for installing applications is susceptible to being exploited 
as a means for compromising application security. In conjunction with technological 
advancements, there exists the potential for data theft through the utilization of air-
gap attack techniques, as discussed by Park et al. (2023). By altering activities 
through intermediaries inside user device components, attackers take advantage of 
remote access technologies to target devices. In the realm of smartphone 
connectivity, an ideal strategy entails the utilization of many transmission 
modalities, including radio frequency, wireless communication, infrared technology, 
and Bluetooth connectivity. 

Numerous strategies and endeavors have been undertaken to promote the 
widespread adoption of digital technology in everyday life, with particular emphasis 
on the utilization of e-wallets as a means of payment. However, there are certain 
communities that have yet to adopt methods aimed at identifying potential hazards 
that may pose risks to their economic endeavors. Despite the enhanced security 
measures implemented by e-wallet program providers, the potential for financial 
loss remains a concern. Sinar Harian (Roshila Murni Rosli, March 15, 2020) 
reported an instance of fraudulent activity involving the utilization of electronic 
wallets. The projected financial loss amounts to approximately RM600,000. The 
aforementioned figure is of considerable magnitude, encompassing a total of 50 
individuals utilizing e-wallet services who have willingly surrendered their identity 
cards to the syndicate. The operational strategy employed by the syndicate involves 
enticing individuals with the offer of RM300 credit upon registration through their 
platform. The syndicate successfully persuaded consumers to grant permission for 
the utilization of their mobile phones in the distribution of Transaction Authorization 
Code (TAC) numbers. 

The presence of manipulation in digital economic activities is a persistent 
phenomenon. However, it is crucial to recognize the significance of identifying 
potential risks and implementing suitable control measures in order to ensure the 
secure utilization of digital economic technologie. 
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4. METHODOLOGY 
The level of security provided by an e-wallet application is extremely reliant on 

the capacity for motivation and the influence of supply on development. According 
to Hatamleh et al. (2023), the role highlighted by the e-wallet brand in the market 
influences the rise in consumer acceptance based on the features provided. 
Without positioning the brand as a means of attracting the interest of consumers 
alone, the benefits of use must go beyond the desires of consumers and consider 
the advantages that merchants can obtain. 

User confidence in e-wallets can be tied to the degree to which the applied 
access control is truly effective and can protect user interests. Consumer 
acceptance is influenced by the utility of a product's defense capability, according 
to culture. The perception of security (Chong et al., 2023), one of the factors 
influencing user attitudes towards the use of e-wallet applications, is one of the 
factors influencing user attitudes positively. 

The purpose of this study is to determine the access control principles used by 
e-wallet applications. Generally, standard procedures must be completed before an 
application is available for use. To initiate the installation of an application, the user 
must have their personal information available as a reference. Banking information 
is a component of e-wallet applications because it is the primary source for making 
digital payments on mobile devices. 

The selection of electronic wallet applications consists four popular brands, 
namely Touch 'n Go, Boost, GrabPay, and MAE. In order to avoid any possibility of 
misinterpretation and preserve a level of sensitivity among application providers, 
each of the brands is referred to as Brand A, Brand B, Brand C, and Brand D. 
Furthermore, the brand arrangement is not translated in the ordered sequence. 
4.1. Installation of e-wallet application 

Prior to the completion of installation and configuration, the initial phase entails 
the use of user-related data and information. Users must ensure that the application 
provider complies with applicable laws during their proprietorship of user data. This 
is necessary because every commercial transaction involving users must adhere to 
the Personal Data Protection Act 2010 (Act 709) and its enforcement and 
compliance. 
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Fig.4.Installation Flow 

The Android operating system is used to install applications. In general, the 
installation process follows the pattern depicted in figure 4. Nevertheless, according 
to the security requirements of each brand, there are variations in the 
implementation methods or security components that must be added. Before using 
the application, the user must register. Initial registration of the application is 
required. 

Application installation permission needs to be approved by the actual owner 
of the device. The main purpose is to ensure the interests of users and obtain full 
usage rights as e-wallet account owners. There is a field where the user fills in 
personal information. The information that will be stored will be a reference to 
facilitate the use of the application and will be linked to the user's e-wallet account 
database. 

The smartphone number becomes the medium of communication for the 
process of sending the security code. Therefore, users need to ensure that the 
smartphone number used is a valid and accessible number during the registration 
process. This e-wallet application will be linked to the smartphone number where 
the installation of the application is done. 

The application server will send a response for one-time password (OTP) 
verification. The receipt of the OTP code is proof of successful verification of the 
smartphone number. The user needs to enter the received OTP code into the space 
provided on the registration interface. Next is the provision of a security pin to 
ensure access control to the application, which is the generation of a Personal 
Identification Number (PIN). The process of creating a 6-digit PIN is required to 
perform account access and authentication activities when using the e-wallet 
application later. The user's smartphone will display an interface for entering the 
created PIN. There are several access control methods to ensure the security of e-
wallet accounts, including the use of Multi-Factor authentication involving 
biometrics. 

Once the pin verification is successful, the user will be given a question and 
must fill in the answer field. The authentication method using questions is a security 
alternative to recovery support for applications (Eliasi et al., 2019). Recovery refers 
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to the process of repairing a broken application or reinstalling an application on an 
existing device and installing a new application using the same e-wallet account. 
4.2. Verification Process 

Completing the authentication process is the last step in getting the system 
configured to start any transaction via the e-wallet. To initiate the verification 
procedure, the user must present an identity document, such as a passport or 
identity card. To finish the account verification process, additional security elements 
are required in addition to the use of identity documents. This is contingent upon 
the extra verification specifications established. This is a result of the fact that every 
brand controls user account security using a distinct strategy and degree of 
development. Table 1 displays the process for verifying e-wallet accounts for 
brands A, B, C, and D. 

Table 1:Authentication requirements 

 
Brand A employs an authentication approach, beginning with the upload of a 

picture of the user's identity identification, such as an ID card or passport. Users 
must use their smartphone's camera to scan the front and back of their ID card or 
the information in their passport book. The next step is biometric authentication, 
which incorporates identification by facial selfie recording, video selfie recording, 
voice recording, and user-side recording. During the recognition process, the user 
must perform the following tasks with the smartphone's camera: 

• Capture a facial self-portrait to authenticate the legitimate user. 
• Initiate the activation of the microphone function on the smartphone device, 

so enabling the continuation of the ongoing process of speech recording. The 
procedure necessitates the user to capture a segment of their facial features and 
audibly articulate the numerical value exhibited on the screen of their mobile device. 

• After turning on the video mode, capture a video selfie by slowly sliding up 
to the user's side from the front of their face. The video begins with the user's face 
and then pans gently to reveal their side. 

In brand A applications, biometric identification is a component of the enhanced 
security authentication process. 

As part of the registration procedure, Brand B generates PINs as a means of 
authentication. It is ensured that the verification process can be completed by 
employing a 6-digit PIN (Ying et al., 2020). To finish the verification procedure, the 
user must input a six-digit PIN into the field on the smartphone's application display. 
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Brand C employs a method of authentication that involves uploading a scan 
of the user's identity card or passport, both front and back. The owner of the e-
wallet account's smartphone camera must be used for scanning. The user must 
snap a selfie for biometric identification once the upload procedure has been 
successful. Once the self-portrait satisfies the application prerequisites and is 
prepared for usage, the verification procedure concludes. 

Brand D employs the same way of uploading a scanned image of the user's 
identification document for the purpose of authenticating the e-wallet account. To 
access brand D's e-wallet account, however, this brand requires a 6-digit PIN that 
must be generated to access its e-wallet account. 

Each e-wallet brand relies primarily on personal and biometric data for its 
authentication approach. The uploaded identity is designed to fulfill the application's 
security requirements. This control strategy seeks to prevent irresponsible parties 
from misusing their identities. The cross-checking process can guarantee the safety 
of using mobile applications that are open to cyber attacks. 

5. ACCESS CONTROL 
Prior to utilizing the electronic wallet, it is imperative for the account holder to 

comply with access control measures. The primary objective of enabling access 
control in the e-wallet application is to regulate and enhance the security measures 
pertaining to transactions. Table 2 displays the access controls used by each e-
wallet application. In addition to enhancing brands' marketing capabilities, more 
access control techniques can lower the likelihood of account abuse. 

Table 2: E-wallet access control 

 
Users make purchases through brand A using the e-wallet application by 

scanning QR code offered at the business premises. After completing the purchase 
selection process, a PIN is entered to confirm the transaction. The PIN comprises 
a sequence of 6 numerical digits that is inputted by the user during the installation 
process of the application. The same method is used to add funds to the wallet 
when a 6-digit confirmation number needs to be entered to complete a transaction. 

For brand B, the purchase method is identical; once the goods and services 
have been selected, the user must input the 6-digit PIN sent to their smartphone to 
complete the transaction. To expedite the payment procedure when visiting the 
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location, a QR code scanner is the preferred method. The payment transaction will 
be successful once the user inputs the 6-digit PIN that was established during the 
installation of the application. 

Brand C employs the same method for payment transactions by scanning a QR 
code on the user's website or when conducting business on the premises. The final 
verification step requires the user to input the 6-digit PIN generated during e-wallet 
account creation. The C-brand provider's advantage is the enhancement of the 
approval feature that necessitates the assignment of the application to a registered 
device. Using this method, only an activated device can access the application for 
authentication purposes. However, only certain payment amounts are subject to 
this form of verification. 

Brand D, on the other hand, employs the OTP code verification method that is 
sent to mobile phones (Muhtasim et al., 2022). This control provides a secure area 
for identifying users of devices that only allow for transactions. Before proceeding 
with payment, the user must verify the account configuration image icon. This 
identifying procedure is a method of security control employed in situations such as 
online banking 

According to Bosamia et al. (2019), the e-wallet application provider offers 
access control measures that allow for the utilization of multiple factors, including a 
multi-factor authentication layer. The utilization of passwords and biometric factors 
as means of authentication, when combined, serves as an access control 
mechanism for conducting transactions. The utilization of biometric authentication 
technology is closely aligned with the demands of the digital realm as it relies on 
the process of confirming the physical characteristics of the user's face (Ibsen et 
al., 2022). Furthermore, audio has been used as a security component for 
authentication (Markowitz, J. A. 2000). The utilization of the owner's voice recording 
as a means to regulate unwanted access enhances the complexity of infiltration on 
the electronic wallet application. Particularly when it comes to the advancement of 
access control, this innovation adds value and fosters healthy competition. 

As the legal owner of an e-wallet account, users must be aware of the evolving 
requirements for fundamental security. Users are responsible for maintaining the 
security of their e-wallet account against external intrusions. Users should select 
difficult-to-guess passwords to place pressure on intruders. Users should always 
adhere to password standards that comply with security requirements. Sensitivity 
to the ability of hacking techniques, such as brute-force attacks, rainbow table 
attacks, dictionary attacks, and others, to obtain passwords, particularly those that 
do not meet the minimum security requirements (Hassan et al., 2021). 

6. CONCLUSION 
The integration of e-wallets as an electronic payment method is considered a 

viable substitute for promoting a cashless society. The expansion of business 
interactions involving the digital economy has entered a new chapter thanks to 
electronic transactions conducted through smartphones. The transition of society to 
a more technologically relevant phase is primarily driven by the government and 
the private sector's proactive support through the production space of electronic 
integrated applications in commercial concerns. The utilization of e-wallets has 
gradually transformed the landscape of financial transactions, leading to a shift from 
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traditional payment methods such as credit/debit cards and Internet banking 
services. More e-wallet companies are now on the market, and they offer the same 
level of ease as banking institutions while being completely operational. 

The strength of the provided security system is a crucial format for digital 
payments or financial activities. Security concerns are crucial in e-wallet apps, from 
the very beginning to the end of the installation procedure. This is due to the fact 
that, in addition to the appealing features provided, there is a great deal of 
responsibility associated with protecting user data. If access control features are 
not given priority during the creation of e-wallet applications, for instance, it would 
directly affect user confidence. 

Users are equally responsible for maintaining the security of the data stored in 
the e-wallet application as application providers are for creating platforms that 
permit financial transactions. The specifics of the procedure and the degree of 
access security offered use a variety of techniques. Users must make sure that 
device information, personal data, and banking are integrated, much like with the 
Internet banking system. A more adaptable installation platform that does not 
restrict the place of use is the main distinction, but the cross-checking technique is 
still used. It was previously mentioned that some users enable third parties to 
register their e-wallet applications, which makes them easily manipulable into 
divulging personal information. This mistake offers a way for information related to 
e-wallet accounts to be misused. As a result, users ought to feel accountable for 
not disclosing information carelessly. 
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