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ABSTRACT: In today’s digital world, information assets have grown in
importance, demanding measures to ensure their protection. Ubiquitously, end-
users are having trouble ensuring the security of their personal information. The
human factor is a major source of vulnerability in the field of information security.
Traditional techniques that can be used to influence information security awareness
(ISA) remain prohibitively expensive, time-consuming, and repetitive. In light of these
challenges, this study proposes persuasive technology to influence end-users’
security awareness and behaviour intention. Based on our research, persuasive
technology is effective in changing end-users’ attitudes and behaviours. In this
context, this study assesses the effectiveness of persuasive technology use for
influencing end-users’ ISA. In addition, this research establishes an integrated model
for improving end-users’ ISA by incorporating relevant literature and multiple
empirically verified theories, including Fogg Behaviour Model (FBM), Protection
Motivation Theory (PMT), Theory of Planned Behaviour (TPB), and Technology
Acceptance Model (TAM). The integrated model has been proposed based on the
main categories of FBM (motivation, ability, and trigger) to identify the effects of key
factors in the persuasive technology context for influencing end-user ISA and
behaviour intention. The prototype was developed by implementing the persuasive
factors of the proposed model to measure the effectiveness of persuasive
technology. Quantitative data from an experiment were gathered from 100
participants to validate the proposed research model using the paired sample T-test
and partial least squares (PLS) to assess security awareness in the context of
persuasive technology. The research findings show that using persuasive
technology has a positive influence on ISA. The results also indicate the research
model significantly predicts the key factors affecting security awareness and
behaviour intention with respect to persuasive technology. Thus, this study suggests
a model for the creation and development of a proactive and customised security
awareness system. Therefore, persuasive technology, in general, has a positive
effect on users’ security awareness and the intention of security behaviour.

KEY WORDS: Persuasive technology, Information Security Awareness (ISA),
Information Security Policy (ISP), Information Systems Security (ISS), Behaviour
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INTRODUCTION
Due to the interconnected world, computer networking technologies are
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expanding at a rapid rate, ultimately causing the development of information systems
and increasing capabilities to process, store, and transmit digital data. However, the
result of continuing changes can display various concerns related to the protection of
information assets. Experts believe that technology cannot completely guarantee a
secure environment for information (Dhillon & Backhouse, 2000; Safa et al., 2015).
As such, high levels of connectivity, substantial growth of electronic commerce,
availability of advanced hacking tools, and other aspects produce challenges to
information security (Hu, Hart, & Cooke, 2007). Furthermore, violations of Information
Security Policies (ISPs) have demonstrated the considerable increase in information
security risks and vulnerabilities that eventually lead to information security breaches
(Vance, 2010).

Apart from criminal threats and system failures, human error is the main reason
for insider threats in information security. It is assumed that 50% to 70% of the
Information System Security (ISS) incidents are caused either directly or indirectly by
human errors to comply with IS security procedures (Siponen & Vance, 2010; Vance,
Siponen, & Pahnila, 2012). The IS security literature usually describes end-users as
the weakest security link for errors or computer crimes; therefore, end-users’
Information Security Awareness (ISA) and information security behaviour have gained
growing academic attention in the past decade (Lebek, Uffen, Neumann, Hohler, & H.
Breitner, 2014a; Spears & Barki, 2010). General awareness of information security
and ISP is the most important aspect of ISA (Bulgurcu, Cavusoglu, & Benbasat,
2010). Furthermore, the ISA among end-users has been described as one of the
critical components of an effective IS security strategy (Bulgurcu et al., 2010; D’Arcy,
Hovav, & Galletta, 2009a). Studies indicate the lack of awareness of security policies
and best practices among end-users is a major cause of IS security failure and its
implications (Abraham, 2011). Equally important, Behaviour Intention (Bl) refers to the
intention to comply with ISPs (Al-Omari, EI-Gayar, & Deokar, 2012a; Bulgurcu et al.,
2010). Increased ISA among end-users has a positive influence on behaviour
intention to comply with ISPs.

Information security violations can have serious consequences. Loss or theft of
sensitive digital information will cost financial damage and tarnish the reputation of
the organization. Certainly, end-users are expected to comply with the prescribed
policy. Nevertheless, end-users may encounter difficulties in complying with the
information security policy (Busch et al., 2015). However, neither technology nor
human approaches such as security education, training, and awareness programmes
(SETA), was truly successful when implemented in silos. This is because, end-users
know how to avoid technical solutions and SETA programmes can be intrusive, time-
consuming and costly. Additionally, SETA programmes are not specific to the context
of information security violations, have short-term effects only, or must be repeated to
have long-term effects (Busch, Wolkerstorfer, Hochleitner, & Tscheligi, 2014). Hence,
changing end-users’ ISA and behaviour intention to comply with ISPs is considered a
difficult and challenging aspect of computer security practices (Yeo, Rahim, & Ren,
2008).

Persuasive technology can be an effective approach for changing attitudes and
learning purposes in terms of raising awareness on certain issues (Dolhalit, Abdul
Salam, & Abdul Mutalib, 2015; Fogg, 2002). It has been applied in many fields,
including marketing, health, environmental, education and other areas and has been
very successful in changing people’s attitudes and behaviours (Bawazir, Mahmud,
Abdul Molok, & Ibrahim, 2016; Preece, 2010). Accordingly, based on the principles
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of persuasive technology, a system designed to promote end-user’'s positive
awareness of information security to help them create the recommended informed
security actions and enhance safe working practices can be a subjective norm to
establish long-term sustainability of end-users’ ISA security best practices (Bawazir
et al., 2016).

The overall objective of this paper is to make three contributions. First, it seeks to
identify the factors that apply in the persuasive technology context to influence end-
users’ ISA and security practices. These factors were adopted from the theories that
have been used to explain end-users security in terms of awareness and behaviour.
In addition, the proposed model is presented in this study that captures the key factors
that influence the end-users’ ISA. The derived hypotheses were investigated. Second,
a prototype was developed to investigate the effects of persuasive technology for
influencing end-users ISA. Third, the integrated model was validated to determine the
positive relationship between motivation, ability and trigger factors with ISA and
intention to comply with ISPs using persuasive technology.

2. REVIEW OF RELATED THEORIES
2.1. Technology Acceptance Model

Davis (1989) implemented the Technology Acceptance Model (TAM), which is a
common theory of behaviour that refers to a person's decision to adopt innovations of
technology based on his or her attitude. This attitude is often generated by the
perceived usefulness and ease of use of the technology. Perceived usefulness is “the
degree to which a person believes that the use of a system may improve his overall
performance in the workplace,” while perceived ease of use indicates “the extent to
which a person believes the use of a system would be free of effort.” In the ISS field,
TAM is often used to describe the acceptance of ISS technologies or
countermeasures such as ISPs. Perceived usefulness is the extent to which an end-
user believes that utilising ISPs’ roles and responsibilities for the protection of the
information technology resources will improve their work performance. Ease of use
refers to the extent to which an end-user believes that implementing ISPs and
performing associated tasks and responsibilities is relatively easy and simple (Al-
Omari, El-Gayar, & Deokar, 2012b; M. T. Siponen, 2000a).

2.2 Theory of Planned Behaviour

The Theory Of Planned Behaviour (TPB) (Ajzen, 1991) is one of the most relevant
and often cited frameworks for the prediction of intentional behaviour in a wide variety
of fields of research. The theory is based on the idea that actual behaviour is logical
and results from the intention of a person to carry out the associated behaviour.
Although intention does not replace actual behaviour, it represents a considerable
variance in real behaviour as a strong motivation determinant. Based on TPB, the
intention is derived from the three belief-based behaviour: subjective norms,
perceived behavioural control and attitude towards the behaviour. This attitude results
in beliefs on the effect of behaviour, the subjective norm is affected by normative
beliefs (from others) and perceived behavioural control refers to control beliefs and
perceived difficulty or ease of conduct behaviour. In ISS practices, normative belief
may emerge from an ISS norm, culture or obligation for the responsibility, such as
regulations and guidelines for protection. Following safety guidelines should have
beneficial results to improve an individual's attitude about ISS. Finally, the ability and
skill to conduct compliant ISS should be learned and improved to increase the
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perceived behavioural control (Siponen, 2000a).

2.3 Protection Motivation Theory

Rogers (1983) developed the Protection Motivation Theory (PMT), which is a well-
validated theoretical framework that allows individuals to consider why they perform
prescribed actions to avoid the effects of certain risks (i.e. the use of condoms to
prevent the spread of HIV or not to smoke to prevent lung cancer). PMT claims that
protection motivation, i.e., intention to conduct prescribed actions, is shaped by two
cognitive appraisal processes arising from different appeals for fear: threat appraisal
and coping response appraisal. Threat appraisal is based on the fear of a person on
the perceived severity of the threat (threat-related harm) and perceived vulnerability
to the threat. The coping appraisal is based on the belief that the recommended
behaviour is effective in reducing the threat (response effectiveness) and that one is
capable of performing the recommended behaviour (self-efficacy). However, PMT is
used frequently by these concepts in ISS research to describe the motivation of end-
users to comply with ISPs and to use ISS countermeasures.

2.4 Persuasive Technology - Fogg Behaviour Model (FBM)

Persuasive technology is a field of human-computer interaction (HCI) and defined
as an interactive computer system that changes a person’s attitudes or behaviours,
and this phenomenon is called “captology” (Fogg, 1998). Nevertheless, true
persuasion entails the intention to change behaviours or habits; in other words,
persuasion requires intentionality. Persuasive technologies are ubiquitous, and
technology is a particularly powerful tool that allows persuasive approaches to be
interactive rather than one-way (Qudaih, Bawazir, Usman, & Ibrahim, 2014).
Consequently, our way of thinking and doing actions has been influenced by the digital
products around us. Internet services, mobile devices, desktop computers and video
games are recognised as interactive computer technology that focuses on persuasive
technology research (Yu, 2012). Persuasive technology is an extremely active
multidisciplinary research field focusing on the development, design and evaluation
of collaborative technologies aimed at changing the awareness and actions of end-
users and social influences without any kind of coercion or deception (Bawazir,
Mahmud, & Abdul Molok, 2019).

Nonetheless, persuasive technologies can play a critical role in raising end-users’
awareness of information security. End-users constantly face challenges with security
issues, and thus, they need persuasion to increase ISA and Bl (Qudaih et al., 2014).
In addition, researchers believe that users’ attitude towards the security of information
needs to be changed. An increasing number of information technology systems and
programmes for persuasive purposes, i.e. to change attitudes or behaviour of the
users or both have been proposed (Oinas-Kukkonen & Harjumaa, 2008b). Persuasive
technology is ready to help users improve their awareness and behaviour intention to
be successfully targeted security behaviour (Wolmarans, 2003). Yeo et al. (2008)
assert that the web-based programme has a very strong effect to improve users’
attitudes toward email management, password management and virus protection.
The findings of the study also indicate that persuasive technology has improved users’
security-aware behaviour.

Fogg (2009) presented a new model for understanding people's behaviour to
suggest that people are affected by three factors: ability, trigger and motivation. This
model is known as the Fogg Behaviour Model (FBM). The FBM affirms that a person
should have (1) enough motivation to perform a target behaviour, (2) be able to
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conduct the behaviour and (3) be triggered to perform the behaviour. These factors
must take place at the same time; otherwise, the behaviour will not occur. FBM is
useful for evaluating and implementing persuasive technologies to change people
behaviour. In particular, persuasive technology pertains to how behavioural changes
can be automated. It is possible to apply captology to a variety of fields, including
health, the environment, personal relations, education, and community participation.
Empirical studies have shown that persuasive technology can alter people’s attitudes
and behaviour to a certain degree (Fogg & Nass, 1997; Lenert et al., 2003). This study
applies the application of persuasive technology to the awareness of information
security.

In short, based on theories of information security awareness and behaviour and
persuasive technology approach, the study applies FBM with security awareness’
factors to investigate the effectiveness of persuasive technology to influence end-
users’ security awareness and intention to comply with ISPs.

3. FACTORS IDENTIFICATION AND HYPOTHESES FORMULATION

This research aims to explore the factors that influence information security
awareness and compliance with ISPs, as well as build a model based on persuasive
technology to incorporate these factors to improve end-users’ security awareness and
behavioural intention. In order to implement these security awareness factors in
persuasive technology, the prototype has been developed to implement all factors
based on persuasive technology strategies that are equivalent to these factors’
operational definition. In that case, prototype features of persuasive technology
strategies have been implemented in the prototype to represent the security
awareness factors (refer to section 5).

The research model used in this study was built on an extensive literature review
of previous studies to develop a persuasive security behaviour theoretical model. The
model was improved based on the works on FBM (B. Fogg, 2009), TAM (Davis, 1989),
TPB (Ajzen, 1991) and PMT (Maddux & Rogers, 1983; Rogers, 1975). As highlighted
by Lebek, Uffen, Neumann, Hohler and Breitner (2014b), previous theories were
confirmed to have a substantial influence on end-user security awareness and
behaviour. The proposed model covers three kinds of dimensions, namely, motivation
factors, ability factors, and trigger factors (see Fig. 1). In the following sub-sections,
factors of FBM (motivation, ability, and trigger) along with the factors of security
awareness are demonstrated.
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Fig. 1. Research Model

3.1. Motivation Factors

The first factor is a motivation factor based on FBM and indicates an individual’s
encouragement and desire to perform the particular behaviour in a given manner
(Fogg, 2009). In persuasive technology design, the element of motivation should be
sufficient to encourage the person to perform the action. Regardless of how detailed
and successful an information security policy is in theory, it is not enough without end-
users who are well aware of the security of information and motivated to follow
established policy (Vance et al., 2012). Motivation is the key to successful information
security awareness. Security awareness programmes are a popular way to improve
information security attitudes and performance. However, ineffective security
awareness could be a result of ignoring the motivation, which is fundamental to
making security awareness effective (Parker, 2002).

Hence, people with high motivation are more likely to increase security awareness
and perform security practices. Motivation is an essential factor in persuasive
technology design to change end-user behaviour. The motivation in an information
security context has an important effect towards increased end-user security
awareness and intention to cooperate with ISPs. Accordingly, the present study
hypothesised the following:
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H1a: Motivation factors are positively related to security awareness of using
persuasive technology.

H1b: Motivation factors are positively related to the security behaviour
intention of using persuasive technology.

The motivation factors incorporated into the proposed model are perceived
usefulness (PU), subjective norm (SN), perceived severity of threats (PSOT) and
reward (RW).

3.1.1. Perceived usefulness

Perceived usefulness (PU) is intended to directly affect end-user motivation, in
which the user is persuaded that the use of the particular technology is likely to boost
work efficiency (Dinev & Hu, 2007). Ong and Lai (2006) reported that PU affects
people’s interest in technological acceptance because of the incentive value of
outcomes. Users who believe in a positive relationship between use and results can
build technology acceptance and influence behavioural intent to use this technology.
(Davis, 1989).

PU in information security also explains the degree to which the end-user believes
compliance with ISPs will strengthen the information security system and data
protection (Xue & Liang, 2011). The PU requires that an end-user considers it is
desirable and effective to comply with the information security guidelines. In addition,
the intention of end-users to comply with ISPs’ requirements is related to the extent
to which end-users feel that the ISP’s roles and responsibilities in the protection of
information technology resources can improve their job performance (Al-Omari et al.,
2012b; Siponen, 2000a). In the context of security awareness, TAM defines the
intention of end-users to comply with ISPs, which is dependent upon the PU of
information security measures (Lebek et al., 2014a).

In particular, persuasive technology can be used to implement PU to persuade
end-users to increase security awareness and compliance with ISPs. Users who
believe that compliance with ISPs has a positive effect in improving the information
security system and protecting data assets will improve security awareness and the
intent of ISPs to perform. As a consequence, when end-users believe the ISPs are
valuable, they are more likely to influence and increase the motivation and actions to
perform ISPs that enhance information security systems and job performance. PU
was found to have a significant effect on security awareness and compliance with
ISPs (Haeussinger, 2015a, 2015b; Lebek et al., 2014a). The present study, therefore,
hypothesized the following:

H2: The perceived usefulness (PU) feature in the prototype has a persuasive
effect of influencing end-users’ security awareness.

3.1.2. Subjective norm

Subjective norm (SN) involves the social pressure to perform or not to perform
the behaviour (Ajzen, 1991). Moreover, SN is also supposed to have an immediate
effect on the compliance use of the system. The explanation is that people may
choose to perform a behaviour even if they are not favourable to themselves in terms
of behaviour or its results if they believe one or more important references and are
motivated to meet the reference points (Venkatesh & Davis, 2000). Moreover,
subjective norms rely on normative beliefs and the motivation to comply, based mainly
on the perception that an important individual requires the person to conduct the
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relevant behaviour (Herath & Rao, 2009a).

In the context of information security, the subjective norm indicates how perceived
external social factors affect end-users’ compliance with the ISPs. According to
Bulgurcu et al. (2010), a subjective norm is external social pressure on end-users
regarding compliance with the ISP requirements because of the behavioural
anticipation of these important referrals, such as professionals, friends and
supervisors. In addition, previous studies show that subjective norms (normative
beliefs) have a significant effect on the compliance of ISPs by end-users (Al-Omari et
al.,, 2012b; Bulgurcu et al., 2010; Topa & Karyda, 2015). However, from the
perspective of compliance with information security, SN depends on an overall
assessment of end-user’s intention to carry out ISP, as well as on normative beliefs
towards compliance-related behaviour. The more feeling of pleasure that these
behaviours are effectively controlled, the greater the intent to comply with ISPs
(Lebek, Uffen, Breitner, Neumann, & Hohler, 2013). Particularly, to persuade end-
users to increase awareness and compliance with the ISPs, the subjective norm will
be implemented in persuasive technology design. Hence, this study hypothesizes the
following:

H3: The subjective norm (SN) feature in the prototype has a persuasive
effect of influencing end-users’ security awareness.

3.1.3. Perceived severity of threats

The perceived severity of threats (PSOT) was initially adopted from PMT to clarify
appeals for fear. PSOT assesses how serious people believe that threat will affect
their lives (Milne, Sheeran, & Orbell, 2000). However, threat appraisal links with the
awareness of how a person is endangered by an evaluation of the elements of fear
appeal (Herath & Rao, 2009b). Furthermore, the threat shows the probability and
seriousness of danger. It is usually the opportunity to lose something worthwhile. The
value may include financial wealth, social status, health, emotional and business
information or private information (Safa et al., 2015).

However, the perceived severity of threats (threat appraisal) concerns the
assessment by end-users of the degree of risk resulting from careless conduct on
information security. This threat will compromise the confidentiality, availability, and
integrity of information. In addition, the threat appraisal was recognized as an
important aspect that influences and affects people’s perception and actions
concerning ISP compliance (Bulgurcu et al., 2010; Lee & Larsen, 2009; Safa et al.,
2015; Siponen, Adam Mahmood, & Pahnila, 2014). If end-users believe the threat is
serious and concerned, they will very likely have a better perception of data protection,
such as ISP performance. Moreover, end-users’ perception of the severity of the
threat significantly affects their security violations concern (Herath & Rao, 2009b). The
perceived severity of the threats in persuasive technology design will be implemented
to persuade end-users to increase awareness and comply with the ISPs. Thus, the
following hypothesis is formulated:

H4: The perceived severity of threats (PSOT) feature in the prototype has a
persuasive effect of influencing end-users’ security awareness.

3.1.4. Rewards

An RW is one of the PMT variables that encourages individuals to react to
dangerous behaviours or threats alerts. The RW is psychological or physical pleasure
or recognition by peers, which increase the likelihood of maladaptive response. The
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rewards or benefits refer to any extrinsic or intrinsic motivation. Therefore, extrinsic
and intrinsic rewards increase the chance of maladaptive response while awareness
of vulnerability and threats will reduce the likelihood of such a reaction (Vance et al.,
2012). The behaviour of people is conditioned by intrinsic and external motivation
(Khair, Ahmad, & Hamid, 2017). It is essential to determine the factors that can
motivate people to achieve high performance. Therefore, rewards are usually related
to individual performance in a positive way (Siponen, 2000b).

In the field of information security, rewards are intangible or tangible benefits in
exchange for the compliance of the ISP requirements given by an organization to an
employee. They could include pay increases, monetary and non-monetary rewards,
personal mention, promotions and recognition in written or oral assessment reports
(Bulgurcu et al., 2010). However, the positive effects on high-interest tasks are
achieved when end-users are verbally praised and tangible rewards are provided,
which influence the end-user to adhere to security policies and procedures (Siponen
et al., 2014).

In a persuasive application, the RW can be applied, and is an important strategy
that has been found to motivate target behaviour. The reward has a positive influence
on the persuasive application of technology, the more persuasive users are rewarded
as a persuasive strategy they will be inspired to conduct a target behaviour and
encourage behaviour change (Forget, Chiasson, & Biddle, 2008; Oyibo & Vassileva,
2011). It is therefore hypothesised that:

H5: The reward (RW) feature in the prototype has a persuasive effect of
influencing end-users’ security awareness.

3.2. Ability factor

The second factor of FBM is the ability to do something and increase the
possibility of performing actions, which simplifies our behaviour (simplicity) (Fogg,
2009). Increasing the ability usually makes the behaviour simpler and easier to
accomplish. Simplicity is a key factor in persuading people. Furthermore, human
beings have a natural need to conserve resources, which means they are slothful. For
instance, when a process involves easy work, such as pressing buttons on a computer
or other tools many times, humans are more likely to continue immediately. However,
if the processes are complicated and many steps are needed, people will most likely
stay away or delay the process (Fogg, 2008).

According to Giraldo (Giraldo, 2014), the ability to perform the processes of
security rules and procedures has a significant effect to increase end-users security
awareness. In particular, the individual's understanding of how the action is carried
out has been shown to have a major effect on the ability of a person to perform tasks,
including the use of ISPs. It showed that people with higher ISP compliance abilities
are more likely to use those systems in their work than people with fewer abilities
(Ifinedo, 2014). Therefore, the following hypotheses are formulated:

Hé6a: Ability factors are positively related to security awareness of using
persuasive technology.

H6b: Ability factors are positively related to the security behaviour intention
of using persuasive technology.

The ability factors incorporated into the proposed model are perceived ease of
use and self-efficacy.
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3.2.1. Perceived Ease of Use

Perceived ease of use (PEOU) is described as what the end-user considers the
action to be effortless and the ability to conduct actions to be understood. Therefore,
PEOU is the perception of the amount of effort required to complete a particular task.
(Davis, 1989; Dinev & Hu, 2007). Ease of use represents the personal issue or
compliance facility. Amin (2009) claimed that PEOU has a substantial effect on
behavioural and success intentions. It has been identified that PEOU has a significant
effect on end-users’ intention to accept the behaviour (Ong & Lai, 2006).

From the view of information security, the PEOU is connected to the degree to
which an end-user feels that the use of relevant roles and responsibilities of ISPs is
relatively simple and effort-free (Al-Omari et al., 2012b). End-users should improve
their PEOU of the related information security measures and make their effectiveness
as clear as possible (Haeussinger, 2015b). Concerning security awareness, the TAM
indicates the intention of end-users to comply with ISP, which is influenced by PEOU
in information security measures (Lebek et al., 2014a). The Security Acceptance
Model (SAM) powered by the TAM significantly improves end-user information
security awareness with ISPs compliance by increasing their perception that ISPs
practice and engaging in the related roles and responsibilities as relatively simple (Al-
Omairi et al., 2012b). Dinev, Goo, Hu, & Nam (2006) pointed out that PEOU has a
major role to play in influencing end-user compliance with ISPs. With the PEOU's
positive effect on security awareness and compliance with ISPs, PEOU will use
persuasive technology to encourage end-users to increase awareness and behaviour
of the simplicity and effort-free use of ISPs. The following hypothesis is therefore
formulated:

H7: The perceived ease of use (PEOU) feature in the prototype has a
persuasive effect of influencing end-users’ security awareness.

3.2.2. Self-efficacy

Self-efficacy (SE) is introduced in PMT and demonstrates a person's perception
of his ability to achieve objectives. Bandura (1982) defines it as an individual's thinking
of how to effectively conduct the behaviours required to deal with potential situations.
Furthermore, persons with high self-efficacy will put in enough effort to succeed if
done correctly, but people with low SE will most likely give up early and fail (Stajkovic
& Luthans, 1998). Therefore, SE requires perseverance and dedication to overcome
challenges that interfere with the use of these natural abilities to achieve objectives.

Bulgurcu et al. (2010) describe self-efficacy as an end-user's assessment of
individual knowledge, abilities or competencies to meet the ISPs requirements. Self-
efficacy is also the degree that the end-user feels the correct protective actions can
be carried out (Vance et al., 2012). In addition, self-efficiency has an important effect
on the intention of end-users to cooperate with ISPs. Companies produce productive
training and security awareness programmes that ensure the ISA of end-users along
with their SE follow ISPs (Bulgurcu et al., 2010). According to Safa et al. (2015), the
belief that data and systems can be protected against unauthorized disclosure,
alteration, failure, destruction and lack of availability relates to SE in the field of
information security. Hence, SE in information security is recognised as a serious
element that leads to security awareness and behaviour. SE in information security is
therefore recognized as a major element contributing to security awareness and
behaviour. SE is the most powerful indicator of intent to fulfil a behaviour. Therefore,
self-efficiency in the security of information is the belief of end-users that they can
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implement and comply with information security procedures and policies (Siponen et
al., 2014).

Furthermore, the role of SE in security awareness and behaviour has been
evaluated through meta-analysis and determined that self-efficacy is highly correlated
in ISP compliance (Herath & Rao, 2009b). The following hypothesis is formulated:

H8: The self-efficacy (SE) feature in the prototype has a persuasive effect of
influencing end-users’ security awareness.

3.3. Trigger factor

The third factor for FBM is trigger, which means that the action and target actions
are performed immediately after the trigger feature is introduced. The concept of the
trigger can be used in several names: call to action, cues, or prompts. A trigger is
something that asks people to conduct the action now. If both motivation and ability
are strong, actions can never take place without a proper trigger. This trigger can take
different forms, including a text message, an alarm, an expressive image, a sales
announcement etc. Nonetheless, the trigger must occur at the right time when people
are highly motivated and capable of conducting the action (Fogg, 2009).

Implementing a new behavioural pattern involves a conscious decision and the
new behaviour becomes increasingly automatic. Vance et al. (2012) believed that
trigger is closely linked to usual behaviour, and then to the awareness of threats,
trigger the cognitive process leading to intentional actions. Further, the usual
behaviour is not merely through the behavioural sequence, but rather through the
goals and means formed to achieve the objectives. The trigger in an information
security context has an important effect towards increased end-user security
awareness and intention to cooperate with ISPs. Hence, we hypothesize that:

H9a: Trigger factors are positively related to security awareness of using
persuasive technology.

H9b: Trigger factors are positively related to the security behaviour
intention of using persuasive technology.

In the sense of security of information, there are two types of triggers, the spark
trigger and the facilitator trigger.

3.3.1. Facilitator Trigger

The second type of trigger is “facilitator” (FT). This kind of trigger is suitable for
users with high motivation but are lacking in ability. The facilitator's goal is to trigger
the behaviour and make the behaviour easier. Sparks, text, video, graphics and many
more can be included as a facilitator. An effective facilitator informs users that the
target behaviour is easy to do, that it will not require any resource at this time. For
example, software updates often use facilitators to achieve compliance, which means
a single click will accomplish the job. Most social networking sites have recently grown
quickly by providing users with an “address book uploader,” which only takes a few
clicks to connect with lots of friends (Fogg, 2009).

Additionally, the facilitator helps motivated people who cannot complete the
behaviour. The triggers facilitate the action or at least make the action appears to be
easier (Yocco, 2016). The instructions given when setting up a new phone or
computer are a typical example. Consequently, the facilitator trigger has been used
in persuasive technology design to persuade end-users to influence security
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awareness and intention, which increases the ability to comply with ISPs. Therefore,
this study hypothesizes the following:

H10: The facilitator trigger (FT) feature in the prototype has a persuasive
effect of influencing end-users’ security awareness.

3.3.2. Spark Trigger

Spark trigger (ST) is introduced in FBM (Fogg, 2009). A spark is a trigger that
motivates behaviour. In the absence of an incentive to perform a target behaviour, a
trigger with a motivating element should be designed, such a trigger type is called a
"spark”. Examples of sparks can vary from text to videos that inspire hope or highlight
fear. In creating sparks for persuasive experiences, motivation elements can apply in
the design for behaviour activation such as pleasure, pain, hope, fear, social
acceptance, and rejection. Sparks can influence any of these elements of motivation.
Sparks and other trigger styles can be viewed in various forms: the medium or the
representation does not matter as long as the trigger is recognizable, connected to a
target behaviour, and is delivered at a time when users can take action (Fogg, 2009).

Spark may be added to bring people hope or fear (e.g. exaggerated graphic
images from current status). In addition, spark is a trigger added when there is low
motivation but high ability. The trigger should be built together with an element of
motivation (Chow, 2016). A spark boosts the motivation of an individual. Examples
of spark triggers include advertising, ads and marketing messages; they want you to
buy something that you are not inspired enough to purchase at present (Yocco, 2016).
Accordingly, spark trigger has been implemented in the persuasive technology design
to persuade end-users towards increasing the motivation in security awareness and
intention of ISPs compliance. This study, therefore, hypothesizes that:

H11: The spark trigger (ST) feature in the prototype has a persuasive effect
of influencing end-users’ security awareness.

3.4. Influence of information security awareness on behaviour intention

ISA is mostly called a cognitive state of mind characterized by understanding the
significance of information security and being mindful and aware of ISS goals, risks,
threats, and have an interest in gaining the knowledge required to use IS appropriately
(Siponen, 2000a). ISA is a critical factor in security behaviour that is structured as
policy compliance with IS (Bulgurcu et al., 2010; D’Arcy, Hovav, & Galletta, 2009b).

However, it is usually suggested that ISA by itself is not adequate to describe ISP
compliance and ISS behaviour (Haeussinger, 2015a). The result indicated by Dinev
and Hu (2007) that end-users’ awareness of issues and threats posed by unsafe
technology is a strong precedent of their intention to use protective IS security
technologies, such as anti-spyware. They also determine the positive effects on the
intention of IS-users to use preventive technology of the three TPB constructs:
attitude, subjective norm, and perceived behavioural control. Bulgurcu, Cavusoglu
and Benbasat (2009) found that ISA and its perceived fairness have a positive effect
on ISP’s intention to comply. Empirically, Ryan (2006) has shown that higher user’'s
ISA measures have a positive effect on user’'s information security practices in the
workplace and at home. Yeo, Rahim, and Ren (2008) revealed that the web-based
programme has a positive effect on three security aspects: email management,
password management, and virus protection. They also show that persuasive
technology features in web-based confirm the very strong effect in increasing end-
users’ information security aware behaviour. Therefore, the following hypothesis is
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proposed:

H12: Security awareness is positively related to the behavioural intention of
using persuasive technology.

4. RESEARCH METHODOLOGY

The hypotheses in this study were tested in a laboratory experiment with a within-
subjects design. A prototype was developed with persuasive technology strategies to
investigate the effect on ISA and intention to comply with ISPs. In this study, we follow
the seven-stage research approach based on quantitative and experimental
methodology:

Stage 1: A literary review of awareness of information security, behaviour and
persuasive technology was conducted. The literature review describes information
security concerns and the most popular methods used to improve security awareness
and behaviours of end-users such as TPB, PMT and TAM. In addition, how FBM,
which explains how users can be made aware and change their behaviour, can be
identified was conducted.

Stage 2: A model using mainly FBM with the three factors: motivation, ability, and
trigger, was formulated. Under each factor, certain sub factors derived from most
common theories (TPB, PMT and TAM), were identified and then, based on previous
studies that applied these theories, the important factors that boost ISA and
behavioural intentions of users were chosen.

Stage 3: A prototype that represents model factors by converting it to software
features that adopt persuasive technology strategies was developed. The prototype
aims to affect the ISA and behaviour of end-users. Using eight persuasive technology
strategies: personalization, social learning, simulation, reduction, praise, tunnelling,
suggestion, and rewards (Oinas-Kukkonen & Harjumaa, 2008a).

Stage 4: An experiment with students from International Islamic University
Malaysia from different faculties and different levels of study (undergraduate and
postgraduate). To ensure sufficient statistical power of 0.8 with a medium effect size
of 0.3 for within-subject design, 100 subjects were recruited to participate in the final
experiment who act as end-users (Cohen, 1988; Creswell, 2012). To begin, end-users
completed the demographic and pre-prototype questionnaire before using the
prototype. The questionnaire aims to gain insights into security awareness and
behaviour. However, the strength of end-user security awareness was measured on
a seven-point Likert scale from strongly disagree to strongly agree.

Stage 5: The prototype was used by end-users who had already completed a
questionnaire that presumes to affect ISA and behaviour.

Stage 6: End-users carried out a post-prototype questionnaire to assess improved
ISA and behavioural intention.

Stage 7: Paired-samples t-tests were conducted on the left side of the model (see
Fig. 1), generally to validate the effectiveness of the prototype, and to compare the
differences in the means between pre-prototype and post-prototype, and how
persuasive technology strategies on PU, PSOT, SN, RW, SE, PEOS, ST and FT
influencing end-users’ information security awareness.

Stage 8: The PLS was implemented to test the proposed structural model on the
right side of the model (see Fig. 1), to test the relationship between motivation, ability,
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and trigger factors with ISA and intention to comply with ISPs using persuasive
technology (Yeo et al., 2008).

5. DESIGN OF PROTOTYPE

A prototype has been built in the form of an interactive interface that is based on
several persuasive strategies to explore persuasive technology for information
security. The prototype was developed to persuade end-users with information
security best practices. Indeed, the persuasive strategies have been selected based
on the factors integrated into the proposed model to improve security awareness, see
Fig. 1. Hence, eight persuasive strategies from the collection of 28 described by
Oinas-Kukkonen and Harjumaa were implemented in the prototype (Oinas-Kukkonen
& Harjumaa, 2008a). The prototype covered, in particular, the following eight
persuasive strategies:

e Personalization: A system that offers custom content or services is more
persuasive.

e Social learning: An individual is encouraged more to conduct a target behaviour
if he or she can use a system to observe others doing the behaviour.

e Simulation: Systems providing simulations will persuade them to observe the
relation between cause and effect automatically.

e Suggestion: The system should recommend certain behaviours to users during
the system operation process.

e Rewards: Systems that aim for rewards can have significant persuasive
powers.

e Reduction: A system that reduces complicated behaviour to simple tasks helps
users, achieve their target behaviour and improve a behaviour’s benefit/cost
ratio.

e Tunnelling: The use of the system to guide users through a process or
experience offers the possibility to persuade them

e Praise: The system should use praise using words, pictures, symbols or
sounds to give a user positive feedback

In IT literature, the four important aspects of information security have been
selected: password management, phishing e-mail, public WIFI, and social media.
Accordingly, these four main important security aspects were applied in the prototype
with all persuasive technology strategies mentioned above to each security aspect.
We labelled an operational system implementation of one persuasive strategy, a
prototype feature. The prototype incorporated the eight persuasive strategies in the
form of eight prototype features of eight persuasive factors. The prototype features
followed the process model developed by Oinas-Kukkonen & Harjumaa (2008a) for
the design of persuasive technologies. Table 1 shows the mapping between the
persuasive factors, persuasive strategies and the prototype features.
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Table 1: Mapping between persuasive factors, PT strategies and prototype features

No Persuasive Factor PT strategy Prototype feature

(Security customization), customize the provided information to the
1 Usefulness Personalization =~ mentioned security issue to highlight the importance of performing

security policy.

(Security statistical), Showing the real statistic and number of users

2 Subjective norm Social learning who do not comply with related security policy.
3 Severity of threat Simulation (Advgrse securlty story), Providing a real story on the damage
severity by security policy non-compliance.
4 Reward Reward (Virtual sgcurlty pqlnts), Pomts awarded for the correct answer to
the security behaviour question.
(Short security test), Providing a short test with multiple choices for
5 Ease of use Reduction answers to assess users’ security compliance and easy prototype
navigation.
. (Security Recommendation), Providing recommended methods on
6 Self-efficacy Suggestion . . . .
how to properly perform security policy to avoid security threats.
(Security expression), Showing an expressive picture and sound
7 Spark Praise related to the answer, which represents the user’s situation with this
security behaviour.
8 Facilitator Tunnelling (Simple security steps), Providing easy and simple steps to comply

with the security policy.

6. DATA ANALYSIS AND RESULT

6.1 Subjects Background Information

Among the 100 participants, 64% were males and 36% were females.
Participants’ ages varied between 18 and 40 years. The majority of participants
belong to small ranges, with 67.0% between 18-24 years of age, and 16.0% and
14.0% between 25-30 and 3140 years, respectively. Further, 73% and 27% of the
participants were undergraduates and postgraduates, respectively. According to
participant nationalities, Malaysian participants represent over half at 60% and
international participants represent 40%. However, majority of participants in
information security activities are not aware of information security practices (74%)
and only 26% of participants are aware of security practices.

6.2 Normality and Reliability

The assumption of normality was tested by the analysis of the variables' data
distribution. To be effective in the paired sample t-test, the data must be normally
distributed.(Pallant & Manual, 2013). The cut-off points for Skewness and Kurtosis set
by Kline (2015) and Byrne (2013) between -2 to +2 and -7 to +7 respectively. Table2
presents a summary of the Skewness and Kurtosis of the variables used for this study
that indicate the normality has not been violated. Thus, it can be concluded that the
data set of all items were well-modelled by a normal distribution because the
Skewness ranged between (-1.856 to -0.031) and Kurtosis between (-0.336 to 3.342).
However, the values of Cronbach's Alpha were less than 0,7, which should be
considered as poor and the value equal to or greater than 0,7 is appropriate to the
reliability result and indicates a good level of internal consistency on a scale (Field,
2013). With a Cronbach alpha value of over 0.7 (range from 0.758 to 0.982), the result
of the reliability test was achieved across all constructs in the questionnaire as shown
in Table 2. Therefore, the questionnaire does not need to be revised and refined to
increase the Alpha coefficients.
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Table 2: Normality and Reliability Test Result

Mean Normality Reliability

Factors Skewness Kurtosis Cronbach's Alpha N of

Pre Post Pre Post Pre Post Pre Post Item
PU 6.1917 6.6517 -1.150 -1.210 .583 140 .905 .903 6
SN 5.5783 6.3003 -.592 -1.554 -.336 2.527 .834 .896 6
PSOT 5.8457 6.6186 -.908 -1.097 .306 .010 .878 .879 7
RW 4.9525 5.8693 -.736 -1.856 -.158 3.259 .961 .982 7
PEOU 5.7367 6.4383 -.549 -.905 .165 .012 .758 .862 6
SE 5.2293 6.2338 -.031 -.754 -.330 .050 .853 .883 7
ST 5.9967 6.6300 -.689 -1.292 -.299 .559 .931 .909 6
FT 6.0917 6.6567 -.967 -1.460 .257 1.403 .939 .906 6
SA 5.6922 6.5464 -.733 -1.045 .063 .204 .932 .929 9
[=]] 6.0667 6.5650 -1.177 -1.047 1.427 .204 919 .908 6

6.3 Paired sample t-test results: the effects of the prototype

In the left side of the model, the paired samples t-test computes the mean
difference of the values. It relies on the mean, variance, and number of data of the
differences (Rietveld & van Hout, 2017). The purpose of this study was to evaluate
the effectiveness of persuasive factors in the prototype for influencing participants’
security awareness. Thus, a paired-samples t-test was conducted to determine
whether a difference in the participants' mean scores of persuasive factors before and
after they utilised the prototype can be observed and to determine whether the

prototype used in this study was an effective conditional instrument for influencing
ISA.

Table 3 shows the results of the paired sample t-test for all implemented
persuasive factors in the prototype. The results indicate that after utilising the
prototype, the participants’ average mean scores increased significantly as evidenced
by the p-value (p < 0.001) of all persuasive factors. The participants’ mean score was
significantly different before and after using the prototype as evidenced by the mean
and standard deviations, respectively. The mean score and standard deviation after
using the prototype were significantly higher than that before using the prototype.
Consequently, the results of the paired-sample t-test confirmed the existence of a very
strong persuasive effect for all persuasive factors applied in the prototype towards the
participant’s information security aware behaviour. Additionally, the prototype has a
significant persuasive effect to influence participants’ ISA and behaviour intention.

Table 3: Summary for paired sample test of persuasive factors

. Pre-prototype Post-prototype . Paired p-
Persuasive Differences
Factors N t-value DF value
Mean SD Mean SD Mean SD Mean
PU 100 6.1917 .83866 6.6517 .48496 .46000 .75065 6.128 99 .000
SN 100 5.5783 .98543 6.3003 .94277 72167 1.44212 5.004 99 .000
PSOT 100 5.8457 .89725 6.6186 .53222 77286 .85596 9.029 99 .000
RW 100 4.9525 1.6259 5.8693 1.44564 91890 217296 4.229 99 .000
PEOU 100 5.7367 .78681 6.4383 56041 70167 .83863 8.367 99 .000
SE 100 5.2293 .88805 6.2338 .68007 1.00571 .87521 11491 99 .000
ST 100 5.9967 .87584 6.6300 .52629 .63333 .78353 8.083 99 .000
FT 100 6.0917 91972 6.6567 A7721 .56500 .82942 6.812 99 .000
SA 100 5.6922 .95801 6.5464 55436 .85333 1.14198 7.472 99 .000
Bl 100 6.0667 .88382 6.5650 51187 49833 .81011 6.151 99 .000
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In addition, there is a significant difference in the mean score of persuasive factors
(PU, SN, PSOT, RW, PEOU, SE, ST, and FT) for post-prototype and pre-prototype
conditions, p < 0.001. The results in Table 3 indicate that the post-prototype mean
score was higher than the pre-prototype mean score. In particular, our results suggest
that the participants’ security awareness increased when persuasive factors are
applied in the prototype. Therefore, the hypotheses presented in this study were
tested, the results show (see Table 3) that all hypothesized persuasive effects of all
persuasive factors on influencing the end-users’ security awareness are supported
(H2, H3, H4, H5, H7, H8, H10, and H11 (P < 0.001)).

The findings indicate that Self-Efficacy (SE) had the highest value of differences
among all persuasive factors by SE; t (99) = 11.491. While Perceived Severity of
Threat (PSOT) and Perceived Ease of Use (PEOU) represented the second and third
highest value of differences by PSOT; t (99) = 9.029, and PEOU; t (99) = 8.367,
respectively. Meanwhile, Reward (RW) had the lowest value of difference among all
persuasive factors by RW; t (99) = 4.229. Therefore, the Self-Efficacy (SE), Perceived
Severity of Threat (PSOT), and Perceived Ease of Use (PEOU) persuasive factors
play a significant role in persuading end-users to improve their security awareness in
the context of using persuasive technology.

6.4 Modelling User Security Awareness in Persuasive Technology

Smart PLS (version 3.2.9) was used for the validation of the proposed research
model on the right side of Fig. 1. PLS was used for two reasons: first, helps conduct
high-quality theory-testing, second, is less sensitive to sample size issues, supports
exploratory research (Fornell & Larcker, 1981). The analysis of this study includes the
procedures for the after intervention (prototype) questionnaire, post-prototype
distribution. In particular, PLS is performed to evaluate the psychometric properties of
the measurement model, and the hypotheses were tested using the structural model.

6.4.1 Assessment of the Measurement Model

The estimation of the measurement model aims to assess the reliability and
validity of the study’s construct. The measuring model must ensure that its validity
and reliability are adequate before checking the significant relationship in the
structural model. Therefore, following the recommendation of Hair Jr, Hult, Ringle and
Sarstedt (2017), in the context of the present study, the measurement quality of
constructs was assessed by examining the convergent validity, individual item
reliability, composite reliability, and discriminant validity of the measurement model.
Because all of the constructs’ measures had satisfactory reliability and validity
assessments, all of the constructs’ measurement items were maintained for testing
the structural model. Then, we used structural model theory to validate the
hypotheses.

First, we assessed the reliability and convergent validity of individual items in
each construct by examining the factor loadings of individual measures on their
underlying constructs, as well as the average variance extracted (AVE). The loadings
of all measurement items on their respective constructs were more than the
suggested minimum of 0.4. (Stevens, 2012), (see appendix A). All reflective
constructs had AVE values greater than the minimum recommended value of 0.50
(Hair, Hult, Ringle, & Sarstedt, 2014), (see Table 4), showing that the items met the
convergent validity requirement. Composite reliability (CR) and Cronbach's alpha
were calculated to establish the scale's reliability and internal consistency. A scale is
considered reliable if its CR and Cronbach's alpha is more than 0.70 (Hair et al.,
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2014). As shown in Table 4, all composite reliability values exceed 0.886 and
Cronbach's alpha values exceed 0.846, demonstrating that all constructs that had the
reflective scales were reliable.

Second, discriminant validity was established by examining the loading and
cross-loading matrices (Appendix A), and the correlation matrix (Table 4). Each
measurement item was significantly more loaded on its construct than on any other
construct. Table 4 further reveals that each construct's square root of AVE is greater
than the correlations between that construct and any other construct (inter-
correlations) (Fornell & Larcker, 1981). As shown in Table 4 and Appendix A, each of
the model's constructs meets these criteria for discriminant validity. As a result, our
measurement model demonstrates adequate reliability and validity required for further
testing of our research hypothesis.

Table 4: Composite Reliability, AVE, and Latent Variable Correlations

Variable CR CA AVE PU SN PSOT RW PEOU SE ST FT SA Bl
PU 0.934 092 0.612 0.803

SN 0.917 0.891 0.648 0.424 0.754

PSOT 0924 0.9 0.669 0.688 0.557 0.753

RwW 0.896 0.86 059 -0.004 0.373 0.205 0.94

PEOU 09 0868 0.566 0458 0.548 0.618 0.255 0.768

SE 0.915 0.889 0.645 0.384 0.441 0.564 0.41 0.609 0.741

ST 0.981 0978 0.883 0.674 0427 0.739 0.141 0.596 0.508 0.809

FT 0.895 0.864 055 0.626 0497 0.735 0.144 0572 049 0.679 0.818

SA 0.886 0.846 0.568 0.668 047 0.766 0.106 0.526 0.575 0.677 0.701 0.782

Bl 0.919 0.894 0.654 0.745 0423 0.734 0.071 052 0503 0.7 0.706 0.774 0.805

6.4.2 Assessment of the Structure Model

After the successful completion of the measurement model validation, the
structural model was estimated. Predictive capabilities and the relationships between
the constructs on the right side of the research model, as shown in Fig. 1, are
estimated in the structural model by assessing the path coefficient beta (), which
represents the hypnotised relationships. This process clarifies the strength of the
correlations among the dimensions in the research model (Hair et al., 2014). The
strong correlation between dependent and independent constructs is depicted by the
closeness of the path coefficient to 1. Fig. 2 shows the results of the model estimation,
path coefficients, path significance based on a two-tailed t-test, and the variance
explained by the independent variables (R?). Based on these results (Fig. 2) all
hypotheses were supported (H1a, H1b, H6a, H6b, H9a, H9b, and H12) (p < 0.05 and
P < 0.01). The structural model explained approximately 69 per cent of the variance
for the behaviour intention to comply in the context of persuasive technology, where
62.8 per cent of the variance could be explained by security awareness of using
persuasive technology environment. However, the goodness-of-fit of the model had a
large effect at 0.6484, which is sufficient for global PLS model validity.
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Fig. 2. Results of the Structural Model Testing

Based on the structural model results, the motivation, ability, and triggering
factors have a strong and positive relationship with information security awareness
and security behaviour intention in the context of using persuasive technology. In
addition, information security awareness has a strong and positive relationship with
security behaviour intention in the context of using persuasive technology. Therefore,
it can be assumed that when the motivation, ability, and trigger factors in the
persuasive technology context have a positive effect on the end-user, the end-user’s
security awareness and behaviour intention would positively increase.

7. DISCUSSION OF THE RESULTS

This study identified the factors that influence information security awareness in
a persuasive technology context. The factors were identified based on persuasive
technology design (FBM) representing three dimensions (motivation, ability, and
trigger). The factors developed for influencing end-users’ security awareness is based
on common theories, such as PMT, TAM, and TPB. The theoretical model was
developed for the factors influencing end-users' information security awareness in the
context of persuasive technology use. In particular, it provides guidelines in creating
a persuasive application that persuade end-users on the value of information security
awareness improvement. In general, we found substantial support for our theoretical
model and all hypotheses were supported by data gathered from 100 end-users.

In paired samples t-test, the results indicated that self-efficacy, perceived severity
of threats, and perceived ease of use are the top persuasive factors influencing users’
security awareness in the persuasive technology context. Self-efficacy (-
value=11.491) has a more persuasive effect than other factors, followed by perceived
severity of threats (t-value= 9.029) and perceived ease of use (t-value=8.367).
Furthermore, in smart PLS analysis, the findings indicated that ability, motivation, and
trigger factors positively affect information security awareness of using persuasive
technology. However, the ability factors (B = 0.379) had higher influence than the
motivation and trigger factors. Therefore, ability (self-efficacy and perceived ease of
use) factors are the most effective and persuasive in influencing information security
awareness and behaviour intention. Additionally, promoting the ability through
persuasive technology to utilise security rules and procedures processes has a
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significant effect on enhancing end-user awareness of security. In particular,
understanding the way the action is carried out was shown to have a significant
influence on a person’s abilities to perform tasks, including the use of ISPs. This
finding is in line with studies that argued that security awareness is positively
influenced by the ability of end-users to carry out security practices (Fogg, 2008;
Giraldo, 2014; Ifinedo, 2014; Peltier, Peltier, & Blackley, 2005).

The results of this study indicated that the research model positively influenced
the users towards improving information security awareness and behaviour intention
in the environment of persuasive technology. Overall, the findings of this research
indicated that facilitator trigger, perceived ease of use, perceived severity of the threat,
perceived usefulness, self-efficacy, subjective norms, spark trigger, and reward
influenced end-users’ security awareness in persuasive technology. In addition,
ability, motivation, and trigger factors in the research model have a significant effect
on awareness of information security and behaviour intention, which improved the
security practices of the users. Therefore, persuasive technology, in general, has a
positive effect on users’ security awareness and the intention of security behaviour.
As a result, individuals, designers, and security managers in organizations should
focus on these factors, which have a determining role in improving security awareness
and increasing users’ efficiency in adopting the best security practices for the safe
use of information technology.

8. CONCLUSION AND FUTURE WORK

This study provides a better understanding of how persuasive technology can be
measured to improve ISA. The Fogg Behaviour Model was used as the underlying
theoretical lens to examine information security awareness within the persuasive
application. Moreover, the research investigated the most important factors that affect
information security awareness and behaviour intention from the end-user’s
perspective. Using the four theories (TPB, PMT, TAM, and FBM) offers a more
comprehensive knowledge of ISA in the context of persuasive technology. This study
developed and tested the research model empirically for ISA and behaviour intention
within a persuasive technology context. The findings confirmed that motivation, ability,
and trigger factors are positively related to information security awareness
improvement, and consequently enhance behaviour intention towards best security
practices. In addition, the prototype and its persuasive factors (PU, SN, PSOT, RW,
PEOU, SE, ST, and FT) have a significant persuasive effect of influencing the end-
users towards best security practices. This research makes a significant contribution
to Human-Computer Interaction (HCI), specifically in the design and content of
persuasive technology to influence and boost ISA and behaviour intention in the safe
use of information technology. Moreover, creating programmes or applications using
persuasive technology to persuade end-users to improve ISA and security practices
can effectively help individuals and organisations to save time and money. Therefore,
persuasive technology, in general, has a positive effect on users’ security awareness
and the intention of security behaviour.

As with other empirical research, this study has certain limitations. First, this study
was intended only from the viewpoint of one group of participants to examine the
effect of persuasive technology. As a result, the findings of this study may not be
generalized in different contexts. Thus, to further confirm and revalidate the results,
future studies can include other groups, places, contexts, and usage times. Future
studies should look at other viewpoints, for example, information system managers,
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chief information officers (ClOs), and information technology directors, to understand
the features and relevant factors affecting these groups of people as stakeholders in
ISS. Second, the long-term effectiveness of persuasive technology is still unknown. A
longitudinal study on the use of persuasive technology is necessary to further
understand how these findings are affected by usage experience and learning. Third,
the research model of persuasive technology is not a fixed model and is subject to
continuous evolution. Future studies may expand or amend this model by adding
additional dimensions or factors appropriate for different security situations. Fourth,
further development on the prototype requires more focus on the content, design, and
persuasive features that can be implemented to persuade end-users in information
security awareness. Finally, future research should investigate the effect of
demographic data, such as age, gender, internet experience, and other moderating
factors. Future studies should also investigate the effects of persuasive technology
on younger, older, and end-users with disabilities.
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Appendix A

Item Questions Mean SD Loading
SA1 | am fully aware of threats, problems, and consequences of neglecting security practices. 6.470 .8463 0.685
SA2 | am fully aware of the potential cost of security problems such as weak passwords. 6.540 7577 0.809
SA3 | am fully aware of how to effectively deal with security issues such as phishing emails. 6.440 .7696 0.821
SA4 | am fully aware of the advantages of following security practices. 6.590 6977 0.817
SA5 | am fully aware that following security practices will keep my data safe. 6.580 .6694 0.742
SA6 | am persuaded to be fully aware of threats, problems, consequences of neglecting security practices. 6.570 .6073 0.799
SA7 | am persuaded to be fully aware of how to deal effectively with security issues 6.460 .6878 0.836
SA8 | am persuaded to be fully aware of the advantages of following security practices. 6.630 .6139 0.792
SA9 | am persuaded to be fully aware that following security practices will keep my data safe. 6.630 .5624 0.726
BI1 | intend to comply with the requirements of security practices such as creating very strong passwords. 6.570 .6397 0.775
BI2 | intend to protect my information resources by following security practices such as avoiding phishing emails. 6.570 .6553 0.788
BI3 | intend to comply with the security practices to protect my data. 6.570 .5904 0.74
Bl4 | am persuaded to plan for complying with the requirements of the security practices. 6.530 .6269 0.824
BI5 | am persuaded to plan for protecting my information resources and following security practices. 6.580 .6225 0.845
BI6 | am persuaded to plan for complying with the security practices to protect my data. 6.570 5730 0.851
FT1 Now, it is easy for me to create a very strong password if | am guided by simple and clear steps. 6.670 .5870 0.819
FT2 Is\ltc;\;’vs it is easy for me to perform all protection methods to avoid phishing emails if | am guided by simple and clear 6.600 5860 0.872
FT3 Now, it is easy for me to comply with security practices to secure my data if | am guided by simple and clear steps. 6.670 .5870 0.849
FT4 Now, | am persuaded to create a very strong password if | am guided by simple and clear steps. 6.670 .5515 0.831
FT5 's\ltg‘;)vé,l am persuaded to perform all protection methods to avoid phishing emails if | am guided by simple and clear 6.640 6117 0.74
FT6 Now, | am persuaded to comply with the security practices if | am guided by simple and clear steps. 6.690 .5449 0.79
PEOU1 It is easy for me to create a very strong password. 6.320 .8025 0.76
PEOU2 It is easy for me to avoid phishing emails. 6.370 .7870 0.719
PEOU3 It is easy for me to comply with security practices. 6.330 7792 0.735
PEOU4 | am persuaded to create a very strong password if it is easy to create. 6.520 6739 0.821
PEOUS | am persuaded to avoid phishing emails if it is easy to avoid them. 6.540 .6730 0.762
PEOU6 | am persuaded to comply with the security practices if they are easy to comply with. 6.550 .6416 0.805
PSOT1 | believe that a weak password could be subjected to serious information security threats. 6.660 .6231 0.662
PSOT2 | believe that connecting to public Wi-Fi could be subjected to serious information security threats. 6.640 .7180 0.649
PSOT3 | believe that my data could be subjected to serious information security threats. 6.600 .7385 0.643
PSOT4 | believe that ignoring security practices could be subjected to serious information security threats. 6.630 .6139 0.793
PSOTS I am per_suaded t(_) create a strong password if | believe that a weak password could be subjected to serious 6.640 6117 0.884
information security threats.
PSOT6 I am per§uaded t(? not connect to public WI-FI if | believe that connecting to public Wi-Fi could be subjected to serious 6.610 7371 0.705
information security threats.
| am persuaded to follow security practices if | believe that ignoring security practices could be subjected to serious
psoT7 information security threats. 6.550 8211 0.887
PU1 | believe that avoiding phishing emails is useful to protect my computer from malicious software. 6.650 .5198 0.791
PU2 | believe that creating a very strong password is useful to protect my personal information. 6.700 5222 0.644
PU3 | believe that using security practices is useful to protect my data. 6.650 .6093 0.869
PU4 | am persuaded to avoid phishing emails if | understood the usefulness of avoiding phishing email. 6.620 .6159 0.889
PU5 | am persuaded to create a strong password if | understood the usefulness of the strong password. 6.670 .6204 0.793
PU6 | am persuaded to protect my data if | understood the usefulness of security practices. 6.620 6479 0.811
RW1 | am willing to create a strong password if | get rewarded, e.g. gift, praise, certificate, etc. 5.890 1.5102 0.948
RW2 | am willing to avoid phishing emails if | get rewarded. 5.920 1.5021 0.93
RW3 It is important to me that my security practices are rewarded. 5.740 1.6120 0.867
RW4 Rewards motivate me to comply with security practices. 5.840 1.5224 0.949
RW5 | am persuaded to create a strong password if | get rewarded. 5.950 1.5201 0.966
RW6 | am persuaded to avoid phishing emails if | get rewarded. 5.880 1.4722 0.965
RW7 | am persuaded to comply with security practices if | get rewarded. 5.930 1.5259 0.95
SE1 | am very confident in my ability to create a very strong password. 6.350 7571 0.697
SE2 | am very confident in my ability to protect my data when connecting to public WI-FI. 6.020 1.0729 0.695
SE3 | am very confident in my ability to perform my actions safely in social networks. 6.040 1.0142 0.719
SE4 | am very confident in my ability to comply with security practices. 6.190 .8726 0.763
SE5 | am persuaded to create a very strong password if | am very confident in my ability to create it. 6.410 .7398 0.759
SE6 Lgmgs&zﬁfded to protect my data when connecting to public Wi-Fi if | am very confident in my ability to have a secure 6.300 8469 0.761
SE7 | am persuaded to comply with security practices if | am very confident in my ability to comply with them. 6.330 .8535 0.789
SN1 My friends think it is a good idea not to share personal information in social networks. 6.300 .9692 0.756
SN2 My friends think it is a good idea not to accept a friend request from strangers. 6.170 1.1286 0.568
SN3 Most people think | should follow security practices. 6.380 9617 0.676
SN4 | am persuaded not to share personal information in social networks if my friends think it is a good idea. 6.340 1.3350 0.865
SN5 | am persuaded not to accept friend requests from strangers if my friends think it is a good idea. 6.250 1.3210 0.801
SN6 | am persuaded to follow security practices if most people think | should follow them. 6.360 1.2270 0.817
ST1 :;l;’sv:wlg:(i;:l be more motivated to create a very strong password if | see an expressive picture warning me of a weak 6.670 5329 0.763
sT2 l[;l;)svi',v\lc\)/:gl be more motivated to create a very strong password if | hear an expressive sound warning me of a weak 6.630 5801 0.762
sT3 ls\lool\;\r/{dl will be more motivated to comply with the security practices if | see an expressive picture or hear an expressive 6.620 6479 0.806
ST4 Now, | am persuaded to create a very strong password if | see an expressive picture warning me of a weak password. 6.590 .7534 0.859
ST5 Now, | am persuaded to create a very strong password if | hear an expressive sound warning me of a weak password. 6.630 .6139 0.868
ST6 Now, | am persuaded to comply with security practices if | see an expressive picture or hear an expressive sound. 6.640 .6594 0.789
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