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Abstract— The fast development of the Internet of Things (IoT) has dramatically transformed dwelling 
space, leading to the development of smart homes smart systems of connected devices that can perceive, 
compute and communicate. They enable automation, increase energy efficiency, safety and security, and 
improve user comfort etc. In the recent years, smart home systems were built upon centralized cloud 
computing architecture for data processing and decision-making. Even though the cloud brings in the ability 
of scalability and the centralized management of resources; but it also imposes some important challenges, 
including high end-to-end delay, high consumption, and an increase in vulnerability to data exposure since 
confidential information is moved to the other servers. Edge computing has been proposed as a promising 
paradigm to mitigate these issues by distributing computation and allowing data to be processed at, or near, 
the data source. This paper study the deployment of edge computing support for IoT systems in smart 
homes and perform a comparative study of two system architectures, the traditional cloud-based and the 
proposed edge-enabled architecture. The performance is evaluated through extensive simulations in 
OMNET++ using real smart home scenarios and traffic patterns. System efficiency is evaluated considering 
key performance parameters— end-to-end latency, bandwidth usage, CPU utilization and packet delivery 
ratio. It is shown that the edge-enabled architecture significantly reduces the latency, efficiently utilize the 
network resources, balance the processing load, and enhance the reliability of the packet delivery compared 
to cloud-only model. 

 
Keywords— Internet of Things, Cloud computing, Edge computing, Smart homes, OMNET++ Simulator 

 

I. INTRODUCTION 

The exponential growth of digital and communication 
technologies during the last years has fuelled the 
development of the Internet of Things (IoT), a novel 
paradigm in which the real world is interconnected with the 
digital world [1]. IoT helps common objects such as home 
appliances, industrial machines, vehicles, and wearable 
devices to connect to each other and the internet, and 
interact on their own [2]. Such devices are equipped with 
the sensors, the actuators, microcontroller, and the 
communication interfaces that can enable them to perceive 
the surrounding, variety, and complexity, and to process 
their interactivity locally or remotely, and to communicate 
with other devices and/or cloud services. The IoT ecosystem 
enables real-time monitoring, automation, and intelligent 
decision making in several domains such as health, 
transportation, agriculture, smart cities etc. [3], [4]. 

An example of one of such application areas is smart 
home, a home environment facilitated by connected IoT 
devices [5]. These products are designed to make life and 
living in your home easy, comfortable, secure, efficient or 
just fun through intelligent automation and remote control. 
Examples are thermostats that automatically regulate for 
temperature and level of occupancy, light systems that are 

adapted based on user preferences, surveillance cameras 
with motion sensing, door locks that are remotely unlocked, 
and appliances that are controllable or monitorable trough 
smartphones [6]. In a smart home, different subdomain 
systems (energy management [7], environmental 
monitoring [8], and security cooperate with each other to 
maximize resource utilization and use experience [9]. 

The conventional smart home systems heavily depend on 
cloud computing [10]. In cloud-centric architectures as 
depicted in Fig. 1, data accumulated by IoT devices is 
transferred over internet to centralized cloud servers for 
storage, processing, and analysis. The cloud infrastructure 
offers powerful computing capabilities, elastic storage, and 
centralized data management, making it suitable for large-
scale data analytics and complex decision-making [11]. 
However, cloud computing also introduces significant 
limitations, especially in the context of real-time and privacy-
sensitive smart home applications. First, end-to-end latency 
increases due to the round-trip time required for data 
transmission between devices and remote cloud servers. 
This delay can be detrimental to latency-critical applications 
such as fire alarms, intrusion detection, or emergency 
response systems. Second, the bandwidth consumption 
required to transmit large volumes of sensor data can strain 

https://doi.org/10.31436/ijpcc.v12i1.622
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network resources, particularly in homes with multiple 
connected devices. Third, centralized data storage raises 
security and privacy concerns, as personal and sensitive 
information is exposed to potential breaches, unauthorized 
access, or misuse in remote data centers [12]. 

Fig. 1 Cloud-Based architecture 
 

To address these challenges, the concept of edge 
computing has been introduced as a complementary or 
alternative computing paradigm. Edge computing, a 
strategy for computing on location where data is collected 
or used, allows IoT data to be gathered and processed at the 
edge, rather than sending the data back to a data center or 
cloud [13]. Fig. 2 illustrates the architecture of Edge 
computing in IoT, composed of three layers: IoT Devices 
Layer, which includes devices such as a security camera, a 
smart light bulb, and a motion sensor. These devices 
continuously collect environmental data and initiate 
communication within the smart home ecosystem. Edge 
Node Layer, which is represented by a wireless access point 
or gateway, the Edge Node is a localized processing unit—
often a router, embedded system, or mini-server. It acts as a 
bridge between the IoT devices and the cloud for some data 
pre-processing, filtering, and sometimes real-time analytics. 
The edge node assists in moving computational burden from 
cloud, thereby speeding up the system and respond to high-
priority events. Cloud Layer is still left as part of the 
architecture, where we perform deeper analytics, store 
huge amounts of data and train machine learning models. 
Data transmitted from edge to cloud is typically filtered or 
aggregated to avoid transmitting of redundant traffic and to 
offload the cloud onto only what is valuable [14]. In the 

smart home scenario, this pertains to taking advantage of 
intelligent edge nodes such as IoT gateways, micro servers, 
or embedded systems that can locally process, analyze and 
decide about the data. By removing the need for cloud, edge 
computing is the next level of innovation than can improve 
latency, reduce bandwidth requirement by pre-processing 
data before sending it and strengthen your data security by 
ensuring that your data is not "in-flight" or indeed stored in 
a remote easily accessible place. In addition, edge-enabled 
applications are more tolerant to network outage, since 
they are able to work even over a short time of occasional 
connections to the cloud [15]. 

This study aims to explore and evaluate the integration of 
edge computing within IoT-based smart home 
environments. Specifically, it presents a comparative 
analysis of two architectural models: a conventional cloud-
based smart home system and a smart home system 
integrated with edge computing. These models are 
implemented and simulated using OMNET++, an event-
driven network simulation platform that provides a flexible 
and modular environment for modelling complex network 
behaviors, IoT protocols, and distributed systems. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2 Edge-Based architecture 
 

II. RELATED WORKS 
The proliferation of Internet of Things (IoT) in residential 

context has made possible the emergence of smart homes 
as intelligent environments, capable of providing comfort, 
safety, energy efficiency, and automation by means of 
interconnected devices. The devices collect and transmit 
data on an on-going basis; these data need to be processed 
in order to put them to good use. Historically, smart home 

Edge node Layer 

Cloud Layer 

IoT Devices 

Layer 
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systems have been based on cloud-centric approaches 
though recent work has shown interest in edge-based or 
hybrid computing to address the drawbacks of centralized 
processing. This section is a detailed survey for both cloud 
enabled and edge empowered smart home models. 

Hsiao T. et al designed a cloud-based platform for 
improving residential energy efficiency and user comfort in 
the smart homes’ environment. The system combines IoTs 
with computing and cloud for efficient power management. 
It offers real-time power consumption information, 
appliances control and statistical analysis of the power 
usage data collected [16]. 

Albataineh and Bollampall [17] introduced a hybrid cloud-
edge computing solution to increase the productivity of 
smart homes with the processing of IoT data. The research 
utilized a profound machine learning engine, in which a 
decision tree was utilized, to determine how the 
communication between the edge layer, failover between 
edges and the Cloud layer can be made. The result shows 
that the developed model has more throughput and more 
power consumption [17].  

Jun L. presented a study that delves into the integration 
of cloud computing technology into smart home systems of 
the Internet of Things (IoT). The study had analysed cloud 
computing and Internet of Things integration, improved 
service quality in the smart home industry, and explored 
cloud computing applications in smart home systems [18].  

Ma S. proposed a cloud computing-edge cooperation 
framework in the context of IoT applications. The proposed 
model enhanced the performance of real-time and data 
processing. It effectively reduced data transmission delay 
and network latency. In addition, I enhance resource 
utilization, task processing success rate, and bandwidth 
usage is significantly reduced in various IoT scenarios [19].  

Saxena M. et al. introduced a resource allocation 
strategy for IoT Networks which maximizes the use of edge 
devices. The proposed strategy minimizes the end-to-end 
latency through an edge-to-edge device offload strategy, 
and the Queue delay is reduced by optimizing CPU 
frequency [20].  

 Sithiyopasakul J. et al. reported a detailed performance 
analysis of cloud computing and IoT, specifically on three 
large systems: Amazon Web Services (AWS), Google Cloud 
Platform (GCP) and Microsoft Azure. This study performed a 
comprehensive evaluation of the performance of cloud 
computing and IoT systems in terms of essential parameters, 
good performance with prospects to further improvement 
regarding response time, latency, and reliability were 
indicated in some cases. [21]. 

Kalra S., Mathur G, and Parashar A. presented a research 
on that about the wireless home automation system 
improvement using edge computing. The authors aimed to 

determine how introducing edge computing to home 
automation systems can overcome the main shortcomings 
of ‘‘classic” cloud-based architecture (high latency, security 
issues, ineffective real-time processing). It was based 
around creating a local edge-computing setup that 
consisted of hardware such as Raspberry Pi & OpenFaaS 
with a selection of sensors attached, and performing 
compare/contrasts between the only-cloud versus edge-
configurations. Result depicted that edge computing is a 
more flexible, secure and power effective solution for the 
contemporary smart homes. But the experiments relied on 
a simple edge design based on Raspberry Pi and a limited 
number of sensors. Although this configuration is proof of 
concept, it is not scalable and does not resemble the real 
complexities of a bigger or mixed smart home ecosystem 
(dozens, hundreds or more than thousands of devices) [10].  

Papcun P. et al. introduced an edge-enabled IoT gateway 
to lower data forwarding, cost, and underlined its capability. 
The role-edge within healthcare applications was underlined 
in this paper, which had defined four classes of IoT gateways: 
(1) normal gateway, (2) smart gateway, (3) intelligent 
gateway, and (4) edge gateway [22]. 

Pal T. et al. conducted a cooperative processing model 
based on cloud-edge computing and adopted the unified 
system deployment scheme in Kubernetes to implement 
cooperative processing. Experimental results show that the 
proposed approach provides better operational efficiency 
than systems firmly based on either the cloud or single-edge 
computing, so as to more adequately satisfy the real-time 
demands of smart homes [23]. 

III. METHODOLOGY 

This section describes the detailed methodology used to 
simulate and evaluate the performance of cloud-based and 
edge-enabled smart home architectures. 

 
A. The Proposed Framework 

Fig. 3 illustrates the proposed edge computing 
framework for a smart home environment, organized into 
three primary layers: Device Layer, Edge Layer, and Cloud 
Layer. The Device Layer contains the IoT devices such as 
motion sensors, smart locks, and IP cameras which 
constantly generate sensor data depending on the context, 
which detect an environmental change and user interaction. 
This information is then sent to the Edge Layer who process 
the data: (1) in the Data Pre-processing Unit where it is 
filtered and the values are minimized; (2) in the Event 
Detection Engine, used to detect relevant information, such 
as an intrusion, a fire, etc.; and (3) Local Decision Module, 
which takes a quick action, like open a door. In order to 
study the performance of the considered architectures, we 
evaluate them against a selection of performance measures, 
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important to design and operate smart home systems. The 
Edge Node ensures low-latency responses while also 
communicating with the Cloud Layer. The Cloud Analytics 
Engine performs advanced tasks such as learning-based 
analytics, periodic summaries, and system-wide 
optimization. Arrows indicate the bidirectional flow of data: 
sensor inputs and control feedback travel vertically between 
layers, while pre-processed data and user commands are 
exchanged horizontally between the edge and cloud. This 
architecture supports a scalable, efficient, and responsive 
smart home ecosystem with minimal cloud dependency for 
critical operations. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3 The proposed Edge framework description 
 

B. Simulation Environment 
The selection of the research methodology and 

evaluation criteria was driven by the study’s objective to 
assess the effectiveness of integrating edge computing into 
IoT-based smart home systems. A simulation-based 
approach using OMNET++ with the INET framework was 
adopted to create a controlled and realistic environment 
that models network topologies, IoT devices, and 
communication protocols without the complexity of large-
scale physical deployment. The topology simulates a home 
setting with 20 IoT devices, connected either directly to the 
cloud or through a local edge node. Table I. presents the 
simulation parameters for the conducted scenarios. 

 

TABLE I  
SIMULATION PARAMETERS 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

C. Simulation Scenarios 
Two scenarios are simulated using OMNET++ to evaluate 

the performance of smart home system. 
1) Scenario 1 Traditional Cloud-Based Smart Home 

System: In this scenario, all IoT devices in the smart home, 
such as motion sensors, door locks, surveillance cameras, 
smart lights, and thermostats, are connected directly to the 
cloud via the internet. These devices transmit their data to 
remote cloud servers, where data aggregation, analytics, 
and decision-making are carried out. The cloud then sends 
control commands back to the devices based on the analysis. 
This approach centralizes processing but incurs 
communication latency, especially for time-sensitive actions 
like unlocking a door in response to an authorized facial 
recognition event or triggering an alarm in case of intrusion 
detection. The high volume of transmitted data also places 
significant demands on network bandwidth. 

2) Scenario 2 Smart Home System with Integrated 
Edge Computing: In this scenario, IoT devices initially send 
data to a nearby edge node (e.g., home gateway or smart 
hub) with computing capabilities. The edge node performs 
in situ data processing and decision-making for real-time 
tasks at the local side. This distributed method can alleviate 
the effect of network congestion, improve real-time 
response, and minimize the dependence of the smart home 
system on an internet blockage. 

 
D. Evaluation Metrics 
To assess the effectiveness of the two architectures, we 
evaluate them using a set of key performance metrics that 
are critical to the design and operation of smart home 
systems: 

1) End-to-End Latency: The time taken by a data 
packet to traverse from a sensing device to a control unit (in 
the cloud or at the edge) and for the response to be 

 

Parameter Value 

Simulation Tool OMNET++ (INET 
Framework) 

Network Bandwidth 100 Mbps 

Latency (Cloud Path) 50 ms 

Latency (Edge Path) 5 ms 

Packet Size 512 bytes 

Number of IoT Devices 20 

Simulation Duration 600 seconds 

Traffic Model Constant Bit Rate (CBR) 

Edge Node Processing Time 2 ms 

Cloud Server Processing 
Time 

20 ms 
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executed. It is essential for real-time-oriented applications 
[24]. 

2) Bandwidth Usage: Bandwidth is the amount of 
information that can be delivered over a connection. 
Optimizing bandwidth usage is essential for scalability and 
for the sustenance of network performance in the presence 
of growing number of devices [25]. 

3) CPU Utilization: This measures the computational 
load on processing units, whether in edge nodes or cloud 
servers. It reflects the system’s ability to handle processing 
tasks effectively without overloading hardware resources 
[26]. 

4) Packet Delivery Ratio (PDR): This represents the 
computationally loaded point in processing units on which 
in edge node or cloud server. It indicates the systems 
capacity to process the tasks efficiently without overloading 
the hardware resources [27], [28]. 

By simulating and analyzing these metrics, this paper 
provides empirical evidence on the advantages and trade-
offs of integrating edge computing into smart home 
systems. The results contribute to the ongoing efforts in 
designing efficient, scalable, secure, and responsive 
residential IoT infrastructures that align with the growing 
demands of real-time intelligent automation. 
 

IV. RESULTS AND DISCUSSION 
A. End-to-End Latency 

As observed in Fig. 4 the latency of edge-based is 
reduced far less than the Latency of the cloud-based. The 
cloud model averaged a latency of 225 msec, compared to 
125 msec with the edge model, where this 44% acceleration 
is primarily associated with enabling the processing locally 
on the network edge, thus eliminating the necessity for the 
continuous round-trip communication with the remote 
cloud servers. This substantial improvement enables instant 
responses to time-sensitive events such as intrusion 
detection, fire alarms, and health monitoring, ensuring 
better automation performance and user experience. The 
lower latency also reduces the risk of failure in emergency 
scenarios and enhances the overall reliability and efficiency 
of smart home systems. 

 
 
 
 
 
 
 
 
 
 

Fig.4 Average End-to-End Latency (ms) observed in cloud-based and edge-
based smart home architectures 

B. Bandwidth Usage 
The total bandwidth usage in the two scenarios is shown 

in Fig. 5. The cloud-based model required more bandwidth 
to be used (about 90 MB) as opposed to the edge-based 
model (about 65 MB). This reduction of the bandwidth 
consumption around 28% is due to localized data 
aggregation and filtering at the edge devices which allows 
to avoid transmitting redundant and not essential data to 
the cloud. This increases network efficiency and lowers 
operating costs in bandwidth-constrained or per-
byte/bandwidth-sensitive environments. 

 

 
Fig. 5 Total Bandwidth Usage (MB) comparison between cloud and 

edge models 
 

C. CPU Utilization 
As illustrated in Fig. 6, the cloud-based system exhibited 

a higher average CPU load of approximately 42% than the 
edge-based model, which incurred a lower load of 
approximately 32%. This distinction indicates that edge 
computing indeed distributes computational tasks 
nondiscretely around the local resources and does not 
encounter bottlenecks as do centralized systems. Lower 
CPU usage also means better scalability and energy 
efficiency in the system by distributing processing between 
the edge and the cloud. 

 
Fig. 6 Average CPU Utilization (%) for cloud vs. edge scenarios 
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D. Packet Delivery Ratio (PDR) 
Packet Delivery Ratio in Fig. 7 results present enhanced 

communication reliability in edge-based model. The cloud-
based one obtained PDR around 91%, and the edge-based 
one achieved PDR about 96%. This higher PDR observed is an 
evidence of better network performance, and of less 
congestion caused by shorter paths, which is a side effect of 
making decisions locally. A high end-to-end PDR is 
particularly important for smart home systems where the 
accurate and reliable delivery of control commands and 
sensor data is necessary for the correct operation of the 
system. 

 
Fig. 7 Packet Delivery Ratio (%) comparison showing improved reliability 

with edge computing 

V. CONCLUSION AND FUTURE WORK 
This study has shown that the combination of edge 
computing and IoT-based smart home systems can be 
benefited by performance advantages over the traditional 
cloud-based approaches. The study rigorously simulated in 
OMNET++ and found significant enhancements in the end-
to-end latency, bandwidth efficiency, the CPU loading 
balancing and the packet delivery ratio. These 
improvements are particularly critical for applications 
requiring real-time responsiveness, data security, and 
uninterrupted connectivity. The study confirms that 
localizing computational tasks near the data source not only 
enhances system responsiveness but also reduces 
dependence on centralized cloud resources, ultimately 
leading to a more efficient and resilient smart home 
infrastructure. For future work, the author will focus on 
extending this research through the implementation of real-
world prototypes that integrate edge devices with smart 
home platforms. Additionally, incorporating artificial 
intelligence and machine learning capabilities at the edge 
can further enable intelligent, context-aware decision-
making. There is also a need to explore dynamic load 

balancing strategies for seamless edge-cloud coordination 
and to investigate the energy consumption implications of 
edge devices to ensure sustainable deployment. Finally, the 
scalability of edge-enabled smart homes across 
communities and urban environments will be studied to 
validate the approach in broader IoT ecosystems. 
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Abstract- The current centralized metaverse platforms come inherently wrapped in significant challenges 
related to data security vulnerabilities, scalability issues, limited user autonomy, and the interoperability of 
virtual environments. These naturally impose core limitations on digital ownership and creative freedoms 
over user experiences and digital assets. This paper discusses decentralization as a powerful solution to 
return the capability of self-governance to the user over their identities and assets. Integration with 
blockchain ensures secure, transparent, and immutable transactions, while smart contracts facilitate trust 
and automation of governance. The case studies show the real-life application on how decentralized 
platforms can achieve scalability and reduce energy challenges but at the same time enhance user control 
and interoperability. Noting innovation, the discussion in view emphasizes a balance of innovation with 
privacy issues for sustainable development and user-oriented governance frameworks of decentralized 
metaverses. Critical review points to blockchain technology in a decentralized metaverse and Web 3.0 tech, 
specifically on security, privacy, and governance of both besides scalability. Contributions include an insight 
into the balance between technological development and the arising challenges of privacy, together with 
the recommendations for decentralized systems improvement. The presented paper is intended to drive 
towards the creation of sustainable digital ecosystems for the good of entrepreneurs, technologists, 
healthcare professionals, creators, and consumers alike. From the result, a total of 160 respondents from 
the student population of the International Islamic University Malaysia participated in this study, which 
aimed to investigate the significance of exploring Blockchain and Web 3.0 in the context of sustainable 
development. The findings reveal that the majority of respondents prioritized the strengthening of privacy 
and security protocols as the most critical factor. This was followed by the enhancement of blockchain 
scalability, the development of user-centric governance frameworks, and the facilitation of cross-platform 
interoperability. These insights underscore the necessity of balancing technological innovation with robust 
security measures and the preservation of user trust. 

Keywords-- Decentralized Metaverse; Blockchain Technology; Web 3.0; Digital Ownership; Data Privacy; Smart 
Contracts

I. INTRODUCTION  

The emergence of decentralized metaverse platforms 
heralds a sea change in the digital ecosystem, where critical 
problems of centralized systems are being addressed [1], [2], 
[3]. Centralized metaverse frameworks are prone to data 
security vulnerabilities, single points of failure, and limited 
interoperability between virtual environments [4], [5]. Due 
to the high level of authority that centralized entities wield 
over the user experience, users are also often deprived of 
full control over their digital identities, assets, and creative 
outputs [6]. Decentralization through blockchain is fast 
rising as the conclusive solution to some of these challenges. 
It takes the power of control away from a central authority 
and hands over record levels of power, freedom, and 

autonomy to every individual over their online identity, 
assets, and interactions [7], [8], [9]. More importantly, it is 
enforced through blockchain via the security, transparency, 
and immutability of digital transactions that would finally 
put any misgivings with respect to data privacy and 
ownership to rest. 

Other transformational elements in this invention 
include smart contract integration into the decentralized 
system [10], [11]. Smart contracts are automated, thereby 
eliminating any sort of middleman and enabling trust 
through user-governed governance frameworks [12]. They 
provide transparent decision-making where users can 
directly contribute to the many different platforms they may 
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be participating in [13]. It is this user-centric model that 
ensures not only privacy but also introduces inclusivity and 
innovation, allowing creators, entrepreneurs, and 
technologists to level the playing field [14]. Further 
understanding of the impact of blockchain and Web 3.0 
technologies shows a new, redefining way for digital 
interactions [15], [16]. Among the major benefits these 
technologies bring about, privacy and security are two of 
the most challenging concerns in the modern age of the 
internet [17], [18]. They provide interoperability, a key 
component in creating a robust, decentralized metaverse 
via easy, secure exchange of information across virtual 
environments [19], [20]. This is the very necessary shift that 
should shape a truly interoperable and user-centered digital 
space where users are not limited to an isolated ecosystem 
but are able to move across and interact between different 
platforms with ease [21], [22], [23]. 

The methodology to understand and further these 
innovations involves a critical review of the literature on 
decentralized frameworks, coupled with real-world case 
studies. We draw practical lessons from the examination of 
successful implementations of decentralized platforms 
regarding the challenges and opportunities inherent in this 
paradigm. These studies bring together academic research 
and industry perspectives on how decentralization 
enhances user control, scalability, and governance. These 
advances have far-reaching implications that go well beyond 
the individual user. The entrepreneur can grasp new 
opportunities in developing decentralized applications, the 
technologist can innovate with greater freedom, the 
healthcare professional secures and makes more 
transparent systems for managing patient data, and 
consumers have an unprecedented level of security and 
control over their digital lives [24], [25], [26]. Moreover, 
creators have increased rights to their digital assets, and 
their intellectual property is better protected and duly 
remunerated [27], [28]. The decentralized metaverse 
functions as a virtual ecosystem where users engage within 
interconnected environments, driven by blockchain and 
Web 3.0 technologies. It is supported by consensus 
mechanisms such as Proof of Stake (PoS), smart contracts, 
and decentralized storage.  Applications of the 
decentralized metaverse include virtual real estate, gaming, 
education and collaboration, e-commerce, and more [29]. 
By 2030, the decentralized metaverse market is projected to 
grow to $87 billion [29]. This growth is largely driven by 
blockchain integration in tokenizing virtual assets and 
evolving applications such as gaming, virtual real estate and 
education. Blockchain technology is expected to reach 
$1431.54 billion by 2030, offering secure ownership through 
Non-Fungible Tokens (NFTs), enabling interoperability and 
ensuring transparency [29]. However, decentralized 
metaverse requires advancements to overcome challenges 
such as scalability issues, security risks and high energy use 

to realize widespread adoption [29], [30], [31]. Advances in 
blockchain interoperability, optimized consensus 
mechanisms such as PoS and decentralized resource-sharing 
networks are crucial to overcome these barriers. This paper 
is arranged as follows; Section I gives a brief introduction to 
decentralized metaverse involving blockchain, Web 3.0 and 
its applications. Section II summarizes the literature review 
for this work. Section III covers the methodology of the 
study. Lastly, Section IV show the results from google form 
survey about exploring innovation and privacy in 
Decentralized Metaverse Ecosystems. 
 

II. LITERATURE REVIEW 
The review begins with an exploration of the Web 3.0 

landscape, which highlights core technologies and the 
challenge of navigating its decentralized nature. Emphasis is 
placed on blockchain’s role in ensuring security, trust, and 
transparency across digital systems [32]. This foundation is 
extended by examining Web 3.0 as the future architecture 
of the internet, underlining decentralization and user 
ownership as fundamental pillars [33]. These arguments are 
supported through analytical reviews of blockchain, smart 
contracts, and decentralized protocols. Further discussion 
involves the development and implementation of 
decentralized applications (dApps) using blockchain in Web 
3.0 environments. Smart contracts and blockchain 
infrastructure are seen as essential to secure and automated 
user-driven systems [34]. A detailed architectural analysis 
includes Ethereum's platform capabilities and smart 
contract programming in Solidity. This is followed by an 
introduction to the TAO framework (Transparency, 
Autonomy, Optimization) which is proposed as a means of 
building efficient decentralized systems [35]. Several articles 
link Web 3.0 technologies with sustainability, suggesting 
blockchain can support transparent supply chains and 
decentralized governance while addressing environmental 
concerns [36]. The literature also explores blockchain's role 
in transforming the financial landscape through DeFi, 
tokenized assets, and smart contracts. It emphasizes 
blockchain’s potential for financial innovation [37]. In 
another sector, supply chain accountability is addressed 
through enhanced transparency and traceability enabled by 
blockchain integration [38].The transparency benefits of 
blockchain in industries such as mineral sourcing are 
examined through a comprehensive review, especially 
regarding ethical sourcing and conflict mineral tracking [39]. 
In service management, a proposed system design utilizing 
blockchain and NFTs is introduced to manage real-time data 
transmission within IoT and Metaverse networks [40]. 
Blockchain’s evolution beyond cryptocurrency is 
emphasized, with its adaptable design applied across 
domains like finance, healthcare, and logistics [41]. 

Attention is also directed toward the Metaverse, where 
blockchain underpins data integrity, identity verification, 
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and ownership in immersive digital environments. 
Blockchain is shown to support virtual assets, secure 
identities, and integrate with other technologies such as VR, 
AR, and AI [42]. With the help of edge intelligence, 
blockchain enhances real-time data processing in Web 3.0 
operations [43]. The Industrial Metaverse further expands 
this by applying Web 3.0 technologies to virtual factories 
and production systems [44]. Governance models and 
digital asset ownership in the Metaverse are explored 
through implementation studies and integration scenarios 
[45]. The idea of synchronization and continuity of identity 
and transactions is discussed through case examples like 
JPMorgan’s virtual land acquisition [46]. Historical literature 
on the development of the Metaverse and the integration of 
VR, AI, and IoT is referenced to show its broad implications 
for urban environments and sustainability [47]. The 
convergence of AI and blockchain within the Metaverse is 
further emphasized, with a systematic review exploring how 
this synergy can redefine social, economic, and operational 
models [48]. DeFi's role in the Metaverse's financial systems 
is described as transformational, with blockchain 
eliminating intermediaries and promoting global 
accessibility to services [49]. Specific technical and case 
study-based analyses support this, particularly in identifying 
risks like front-running attacks [50].The literature then 
explores how AI integration can significantly enhance 
blockchain functionality by improving user experience, 
automating decisions, and supporting decentralized 
applications [51]. In Industry 4.0, the combination of AI and 
blockchain is presented as a way to improve business 
processes, social interactions, and decentralized models 
[52]. Decentralized AI combined with edge intelligence is 
proposed to boost the performance of blockchain, Web 3.0, 
and the Metaverse, supporting personalized and adaptive 
applications [53]. 

The integration of AI, blockchain, and digital networking 
technologies is also seen as central to creating immersive 
virtual environments, especially within social interaction and 
economic transaction contexts [54]. Progress in deep 
learning and generative models like GPT-4 demonstrates the 
capacity of AI to enhance metaverse engagement. However, 
challenges remain due to current global concerns such as 
the COVID-19 pandemic.Quantum-enhanced blockchain is 
proposed as an innovative solution to security and scalability 
issues. Studies discuss quantum protocols and 
cryptography, offering a roadmap for blockchain's 
advancement in secure networks [55]. The evolving media 
landscape is also addressed, where decentralization allows 
creators more control over production and distribution in 
immersive, AI-augmented environments [56]. Finally, a 
blockchain-based authentication system using 
Decentralized Identifiers (DIDs) and verifiable credentials is 
proposed to secure user identity in the Metaverse [57]. 
Comparative analysis with traditional methods reveals 

improved privacy and security, though the system’s 
effectiveness depends on the broader reliability of 
blockchain consensus mechanisms. 
 

III. METHODOLOGY 
 

A. Selection of Studies 
The selection process was done to ensure the inclusion 

of high-quality studies. We used the inclusion and exclusion 
criteria to filter the papers in the following steps.  
As shown in Figure 1, in the first stage of the selection 
process, multiple automated searches were conducted on 3 
different digital libraries. After that, we remove the 
duplicated papers, ineligible or inaccessible papers, and for 
other reasons. On the next stage, we sort out papers based 
on its title and keywords. Next, we further filter the papers 
by reading the abstracts of the previously selected papers to 
find potential papers with high relevance to our topic. In the 
fourth stage, we read the introduction and conclusion to 
narrow down the selected studies. For every excluded 
paper, we take note of the reasons for its irrelevancy then 
continue to further examine the selected papers of its 
quality. Lastly, the final and fifth stage of the process is to 
read the full paper of the selected studies from the fourth 
stage. Finally, after a strict selection process, we found 72 
relevant studies to be included in our literature review. 

Fig. 1 An overview of the selection process 
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   B. Inclusion and exclusion criteria 
The inclusion and exclusion criteria were decided upon 

to find relevant studies to our review topic, as shown in 
Figure 2. The criterion for inclusion is first, studies must be 
related to decentralized metaverse that addresses 
blockchain technology and web 3.0 technologies and 
applications. Next, it must be from either peer-reviewed 
articles, technical reports, or case studies. Lastly, we must 
only select studies in the recent five years, which is between 
2019 to 2024. Meanwhile, the criterion for exclusion is if the 
studies are not in English, not related to the decentralized 
metaverse theme, not available, and not presenting 
sufficient technical detail on blockchain and web 3.0 
technologies.  

 

 
c. Data Extraction and Analysis 
Data Extraction: We extracted four aspects from the 

selected literature relevant to the subject matter. 
Accordingly, we arranged our findings in a systematic 
tabular document and highlights its key findings/arguments, 
supporting evidence/methods, and strength and limitations. 
Analysis: The extracted data were analyzed using thematic 
synthesis, which is categorization by themes. Major themes 
included were 1) Blockchain and its application in 
decentralized systems, 2) Integration of AI and blockchain in 
Web 3.0, 3) Applications, and 4) Innovations and challenges 
in Metaverse technologies. 

 
IV. RESULTS 
The survey aimed to gather insight from individuals 

regarding their awareness, concerns, and expectations 
toward blockchain, Web 3.0, and decentralization within 
digital ecosystems. A total of 160 respondents participated 

in the survey. The representation of the outcomes is 
displayed in Fig. 3 A to Fig.3 J. According to Fig.3 A, the 
majority of the respondents (93.8%) identified themselves as 
students, suggesting that early-career individuals form the 
dominant demographic engaging with decentralized 
technologies. This underscores the need for foundational 
educational initiatives and curriculum development tailored 
to students. In Fig.3 B, the majority of participants rated 
their familiarity with blockchain and Web 3.0 concepts as 
moderate, with 43.8% choosing level 3 and 37.5% selecting 
level 2. This indicates a growing interest but limited technical 
depth, highlighting the opportunity for targeted literacy 
programs and skill-building workshops. Fig.3 C illustrates 
that respondents view several privacy concerns in 
decentralized metaverses, particularly smart contract 
vulnerabilities and lack of user-centric governance as highly 
significant, with many selecting “significant” or “very 
significant.” Meanwhile, Fig.3 D shows that 75% of 
respondents either agreed or strongly agreed that user 
autonomy over digital identities and assets is essential. This 
strongly reflects the value participants place on user rights 
and decentralized control over personal data. 

In terms of innovation, Fig.3 E shows that 68.8% of 
participants believe decentralization enhances innovation in 
the metaverse. However, 31.2% were unsure, indicating a 
need for more demonstrative use cases and exposure. As  
shown in Fig.3 F, participants selected decentralized 
governance frameworks (87.5%) as the most promising 
aspect for sustainable ecosystems, followed closely by 
privacy-preserving user controls (75%) and transparency & 
immutability (75%). These responses emphasize governance 
and user control as core components of trusted digital 
environments. Despite these optimistic views, Fig.3 G 
reveals that only 25% of respondents have interacted with 
blockchain-integrated metaverse platforms, suggesting that 
practical engagement is still limited and that further 
adoption support is necessary. As seen in Fig.3 H, industries 
such as finance & banking (81.3%), healthcare (75%), and 
education (68.8%) are perceived to benefit the most from 
decentralized ecosystems, aligning with sectors where 
transparency, data integrity, and secure access are critical. 
Concerns about system-level functionality are further 
addressed in Fig.3 I, where 43.8% of respondents expressed 
concern level 4 (out of 5) regarding interoperability issues, 
pointing to the importance of standardization across 
platforms. Lastly, Fig.3 J presents the ranking of priorities to 
balance innovation and privacy. The majority chose 
strengthening privacy/security protocols as the most 
important priority, followed by improving blockchain 
scalability, developing user-friendly governance, and 
ensuring cross-platform interoperability. This indicates that 
while innovation is valued, it must not compromise security 
and user trust.

Fig.2 An overview of inclusion and exclusion criteria 
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V. CONCLUSION 

In conclusion, decentralized metaverse still has 
significant progress to make, despite offering greater 
security and transparency compared to the centralized 
metaverse. By integrating blockchain systems, Web 3.0 
technologies and AI frameworks, the decentralized 
metaverse aims to create a secure, immersive and user-
driven environment. The major advantage of decentralized 
metaverse lies in its ability to empower users with true 
ownership, enabling them to create, buy, sell and trade 
digital assets just like in real life. Decentralized metaverse 
has introduced transformative shifts across industries and 
personal experiences, including true digital ownership, new 
economic opportunities, enhanced privacy and security, 
decentralized governance and interoperability across 
platforms. This paper aims to explore sustainable 
development and user privacy in a user-centric digital 
environment by emphasizing the importance of continued 
innovation within decentralized metaverse. Finally, it 
provides recommendations for addressing challenges such 
as data integrity, sustainability concerns and high energy 
consumption through blockchain technology, Web 3.0 and 
related application. 
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Abstract— The rapid development in Information and Communication Technology (ICT) has revolutionized 
modern day life, influencing communication, education, commerce and social interactions. The concerns 
related to ethical issues are still prevalent and results into challenges such as, privacy violations, 
disinformation and the exploitation of digital platforms which emphasizes the necessity to have a moral 
framework based on Islamic ethical principles. The proposed study examines the Islamization of Technology 
by integrating teachings from The Holy Qur’an and Sunnah of Prophet Muhammad (SAW) to harmonize 
technological progress with ethical and spiritual principles. It advocates for the creation of Islamic digital 
platforms which supports integrity, privacy and responsible content moderation while fostering truthful 
communication, ethical business practices and social welfare aligned with Maqasid al-Shari’ah. This approach 
integrates Islamic values into ICT to harmonize technological progress with Islamic ethics to ensure that 
digital advancements facilitate spiritual growth, knowledge diffusion and ethical governance. The 
Islamization of Technology perceives ICT as a tool to foster ethical conduct, improve community cohesion 
and tackle modern digital issues through a faith-oriented approach. 

 
Keywords— Islamic ethics, Islamization of technology, Maqasid al-Shari’ah, Ethical Technology, Spiritual 
Growth through ICT. 

 

I. INTRODUCTION 

This study focuses on the concept of Islamization of 
knowledge based on the framework as defined in The Holy 

Qur’an and Sunnah of Prophet Muhammad  صلى الله عليه وسلم which serves 
as the major sources of guidance in the Islamization of any 
modern knowledge and a primary spirit. It has application 
rooted into any policy with the intent to integrate 
Information and Communication Technology (ICT) to 
improve information science and knowledge [1]. The main 
goal is to encourage the IT practitioners to have a closer look 
at the current developments in ICT, correlation with Islamic 
ethical principles and its influence on Muslim societies 
across the globe. The growing inventions has pushed human 
productivity to think on the need to explore whether the 
pace is moving under the guidance of Islamic teachings and 
how it is impacting Muslim societies across the globe [2]. It 
goes without saying that most people on this planet have 
experienced technological advancement in different stages 
of their life. The progress in technological innovation which 
enhances human productivity needs to be validate whether 
these developments align with Islamic teachings and ethics 
[3]. Technology has transformed every aspect of human life 
including education, transportation, medicine, space and 

media which enables better possibilities for human progress. 
However, these advancements should be in compliance 
with Islamic ethical teachings to ensure a positive 
contribution to the society. 

A. The role of Islam in guiding technological advancement 

ICT plays a crucial role in shaping the modern world and 
influencing digital technology. It has transformed lives, 
thought processes, human productivity and global 
economies. The Islamic teachings defines that new 
technologies should be assessed based on the ethical and 
moral principles found in the Holy Qur’an and the Sunnah of 

Prophet Muhammad صلى الله عليه وسلم. Similarly, this assures alignment 
with Islamic ethical values and contributes to the 
betterment of individual lives [4]. Islam includes all facets of 
life including the integration of technology in professional, 
educational and daily pursuits. The basis of knowledge and 
advancement in Islam has its roots in divine guidance 
primarily sourced from The Holy Qur’an, succeeded by 

Sunnah of Prophet Muhammad صلى الله عليه وسلم, Ijma and Qiyas and Ijtihad 
[5]. It offers a thorough framework for navigating progress 
in science and technology while upholding ethical integrity. 
Islam functions as a foundational principle for work ethics, 
discipline and productivity, providing a systematic 
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framework for navigating and excelling in everyday life [6]. 
It promotes creativity, collaboration and specialization, 
highlighting the quest for knowledge and quality across all 
disciplines. Islam instructs individuals on the creation, 
accumulation and processing of earthly resources while 
simultaneously acting as a catalyst for advancement, 
motivating Muslims to pursue righteousness in opposition 
to immoral behaviors [7]. By combining Islamic teachings 
with technical advancements, Muslims can properly 
leverage the capabilities of ICT, ensuring that innovation 
serves humanity while maintaining moral and ethical 
standards. This method promotes collaboration, proficiency 
and specialization, allowing society to evolve in a 
technologically sophisticated yet spiritually oriented 
manner [8]. 

B. Islamization of technology 

The Islamization of technology signifies the integration of 
Islamic principles, ethics and values into the development, 
application and adoption of modern technological 
advancement. It emphasizes that technological 
improvements must not only facilitate economic and 
industrial development but also correspond with ethical, 
social and spiritual welfare [9]. It is rooted in the Holy Qur’an 

and Sunnah of Prophet Muhammad صلى الله عليه وسلم which aims to 
promote the responsible, ethical and beneficial use of 
technology for the progress of mankind. In ICT, the 
Islamization of technology means developing digital 
platforms, media and computer systems which follows 
Islamic ethical values, promote essential knowledge and 
prevent harmful or immoral uses [10]. This methodology 
promotes innovation among Muslim scholars, engineers and 
legislators while preserving a harmony between scientific 
advancement and Islamic principles to make sure that the 
technology positively impacts both this world and the 
hereafter [11]. 

C. Navigating diversity among Islamic Legal Schools of 
scholarship for ICT integration 

The four major Sunni legal schools i.e. Hanafi, Maliki, 
Shafi’i and Hanbali, differ in their methodologies for deriving 
Islamic law which can lead to diverse opinions on 
contemporary issues including related to technology and ICT. 
These differences originate from their diverse significance 
on sources of law and interpretative principles. The Hanafi 
school emphasizes analogical reasoning (qiyas) along with 
juristic preference (istihsan) when direct evidence is 
unavailable. It’s adoption towards technology generally 
seen as most flexible and rational which allows for 
contextual and responsive application of law to changing 
items. Similarly, this flexibility can lead to more 
accommodating rulings on new technologies and digital 
practices if they align with Islamic ethical principles and do 

not involve prohibited elements. Similarly, the Maliki school 
places significant emphasis on the practices of Medina 
Munawara (Amal-Ahl-al-Medina) by considering them a 

strong reflection of the Sunnah of Prophet صلى الله عليه وسلم with Qur’an, 
Sunnah and Consensus (ijma). It's approach towards 
technology tends to be more conservative in some respects 
due to its reliance on the established practices of early 
Muslim community of Medina. However, there are allowable 
independent interpretation (ijtihad) to address new legal 
issues and rulings on technology which might be considered 
for its societal impacts and align with established communal 
norms in a better way.  

The Shafi’i school is known for its systematic and rigorous 
approach to jurisprudence by combining a textual approach 
with rational analysis. It prioritizes the Qur’an followed by 

the Sunnah of Prophet صلى الله عليه وسلم, Consensus (ijma) and analogical 
reasoning (qiyas). It aims to balance textual evidence with 
rational deduction which can lead to detailed rulings by 
carefully weight scriptural directives with practical realities 
and can benefit technological advancement seeking to 
establish clear legal precedents. Lastly, the Hanbali school is 
known as the most textualist and strict school emphasizing 
the Qur’an and Hadith as primary sources and tends to be 
skeptical on the extensive use of juristic analogical 
reasoning. It is often considered more conservative due to 
its literal interpretation which can lead to more cautious or 
restrictive rulings on technologies. It might not address 
those technological applications or interpretation not 
explicitly found in Islamic foundational texts thus prioritizing 
adherence to clear scriptural injunctions and avoid 
speculative interpretations.   

II. LITERATURE REVIEW 

The Islamization of technology is a developing academic 
subject which examines how technology can be integrated 
with Islamic ethics, beliefs, and philosophy for the 
advancement in technology [12]. This notion is 
fundamentally grounded in the Islamic epistemological 
framework, which emphasizes on the equilibrium between 
revealed knowledge (Naqli) from the Holy Qur’an and 

Sunnah of Prophet Muhammad صلى الله عليه وسلم, the rational knowledge 
(Aqli) obtained via scientific investigation. The academics 
contend that technology must not operate in a moral void 
but should be compatible with Islamic principles to ensure 
its appropriate advancement and utilization for mankind  
[13]. 

A. The role of knowledge in Islam and its ethical application 

The Holy Qur'an emphasize the significance of knowledge 
(Il’m) as the cornerstone of human advancement. The first 
revelation of the Holy Qur’an commences with the directive 
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“Read with the name of your Lord who created (everything)”1, 
highlighted the significance of knowledge acquisition. 
Similarly, Islam promotes scientific research, innovation and 
discovery, if they are morally directed and enhance the 
welfare of humanity. The great scholars including, Al-Ghazali 
(11th century) and Ibn Khaldun (14th century) emphasize the 
significance of ethical reasoning (ijtihad) and consensus 
(ijma) in the development of science and technology while 
upholding Islamic moral principles. Also, many 
contemporary scholars including, Ziauddin Sardar (1985) 
and Seyyed Hossein Nasr (1996) emphasize that the pursuit 
of knowledge which encourages scientific and technological 
progress should be manage with responsibility and intent. 
They assert that technological advancements when 
misapplied might result in issues in ethics, exploitation and 
adverse societal repercussions including economic 
inequality, disintegration of cultural identity and moral 
degradation [14]. Similarly, the Islamization of Technology 
aims to ensure that scientific progress fosters social justice, 
ethical purity and spiritual wellness for human beings. 

B. The intersection of technology and Islamic principles 

The massive progress in ICT has intensified discourse on 
Islamic digital ethics. The researchers assert that ICT needs 
to be developed in a manner which facilitates access to 
Islamic education through digital platforms, e-learning and 
mobile applications [15]. Also, it advocates for the 
truthfulness of digital information and rejects 
disinformation in the digital realm. The facilitation of online 
ethical engagements should be consistent with Islamic 
principles of integrity, respect and modesty [16]. The 
compliance towards Islamic financial principles is essential 
which provides equitable and ethical business transactions 
in the digital economy. The Maqasid al-Shari’ah establishes a 
framework for assessing whether technology contributes to 
the sustenance of individuals Faith (Deen), Life (Nafs), 
Intellect (‘Aql), Lineage (Nasl), and Wealth (Maal) [17]. This 
principle asserts that technology must be developed and 
utilized to preserve human dignity, promote social welfare 
and ensure social justice. 

III. ETHICAL FRAMEWORK FOR ISLAMIZATION OF ICT 

The Islamization of ICT is governed by core concepts 
which ensure advancement in technology is consistent with 
Islamic values and moral principles. The primary concept of 
Shari’ah Compliance requires that all technological 
developments must conform to Islamic teachings, avoiding 
content or applications that violate moral and ethical 
standards [18]. Secondly, purposeful innovation asserts that 
technology should be produced with a definitive aim to 
enhance knowledge, ethical conduct and societal welfare. 

 
1 Surah Al-Alaq (96: 1-5) 

The community involvement highlights the importance of 
teamwork between Islamic scholars and ICT experts. This 
helps make sure that technological advances meet the 
needs of Muslim communities and follow Islamic teachings 
[19]. Similarly, the Islamization of ICT can be executed 
through diverse practical applications including Islamic 
educational platforms which can offer online resources for 

The Holy Qur’an, Sunnah of Prophet Muhammad صلى الله عليه وسلم and 
Islamic Law to keep Islamic education accessible to 
worldwide, digital Da’wah initiatives to develop social media 
campaigns and online outreach programs serve to promote 
Islamic ethical values and avoid disinformation. The Halal e-
commerce platforms facilitate ethical business transactions 
by endorsing fair trade, transparency and interest-free 
financial services. Also, the AI and machine learning-driven 
content moderation tools can effectively filter vulnerable 
content, safeguarding users from exposure to improper or 
misleading information. The Islamization of ICT aims to 
create a modern and ethical digital environment for Muslim 
communities by using practical technology solutions. 

A. Islamic Epistemology: Technology and Maqasid al-Shari’ah 

The Islamic teachings emphasize on the ethical use of 
technology to assure it aligns with the moral and spiritual 
values of Islam. The Islamic epistemology encourages to 

seek knowledge which can strengthen belief in Allah  جل جلاله and 
can benefit human beings. The Maqasid al-Shari’ah or the 
Objectives of Islamic law defines an ethical use of 
technology, provides a framework for the ethical and 
responsible use of engineering and technology [20]. 

1)  Faith (Deen): The development and use of technology 
should maintain and improve spiritual values and practices 
to ensure that technology should support spiritual practices 
and values. For example, the ICT can improve Islamic 
education by providing access to resources for Qur’an 
learning platforms, prayer time apps and online 
communities for spiritual discussions. The digital 
applications which promote Islamic values while upholding 
ethical guidelines to ensure that it strengthen the faith of 
people instead of distraction. 

2)  Life (Nafs): The development of technology should 
prioritize the protection of human life by improving the well-
being of the people. The innovations in healthcare, 
cybersecurity, medicine, disaster management etc., can 
contribute significant progress in this goal to improve the 
safety, health and living of all human beings. For example, 
the AI-driven disease detection, health monitoring devices 
and emergency response system can give significant 
assistance to protect and improve human life. 
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3)  Intellect (‘Aql): The development in ICT should 
promote intellectual development by spreading knowledge 
and information which transforms human life and has a 
positive impact on society. Similarly, it should avoid 
misinformation, encourage critical thinking and integrate 
Islamic ethics into educational structure. The online learning 
resources should be based on Islamic teachings to provide a 
balanced and moral education which helps the students to 

improve their faith in Allah جل جلاله and can support to live their 
life based on Islamic Shari’ah. 

4)  Lineage (Nasl): Technological developments should 
protect family and social structure which include content 
moderation on digital and social media spectrum to prevent 
the spread of harmful information. The media platforms 
which promote ethical engagements and provide tools to 
strengthen human values by encouraging positive 
relationships and responsibilities, discourages activities 
which are against Islamic teachings. 

5)  Wealth (Mal): The ICT development should support 
ethical distribution of wealth to promote ecommerce and 
ethical business practices supporting transparent financial 
transactions. The blockchain, digital banking and Fintech 
should ensure fairness and accountability in financial 
transactions to avoid riba’ (Usury), uncertainty and 
gambling in accordance with the Islamic teachings. 

B. Methodology 
This study develops a methodology to examine the 

integration of Islamic ethics into ICT. The method focuses on 
looking at Islamic moral principles and finding the best ways 
to adapt it in compliance with Islamic principles. This study 
integrates the thematic analysis of The Holy Qur’anic verses 
and Sunnah of Prophet Muhammad صلى الله عليه وسلم with practical case 
studies to offer comprehensive knowledge of how Islamic 
principles can inform the ethical creation and deployment of 
technology. This methodology ensures the alignment of 
both technological foundations and functional uses of ICT 
with Islamic ethical principles. Similarly, the first step 
involves looking closely at Qur’anic texts and Hadiths to 
identify basic moral ideas related to ICT.  

The proposed study describes a persistent theme which 
includes justice, accountability, privacy and the ethical 
distribution of knowledge. The contemporary ICT practices 
use contextual interpretation to ensure transparency in AI 
systems, promote ethical content regulation and uphold 
digital privacy. The Holy Qur’an mentioned caution against 
espionage and disseminating misinformation by saying “O 
you who believe, abstain from many of the suspicions. Some 
suspicions are sins. And do not be curious (to find out faults of 

 
2 Surah Al-Hujurat (49: 12) 
3 Sunan Ibn Majah (Vol. 1, Book 1, Hadith 224) 

others), and do not backbite one another. Does one of you like 
that he eats the flesh of his dead brother? You would abhor it. 
And fear Allah. Surely Allah is Most-Relenting, Very-Merciful.” 
2, which is directly relevant to data privacy and ethical media 
practices. Also, advocating for the pursuit of beneficial 
knowledge by the Hadith of Allah’s Messenger  صلى الله عليه وسلم said, 
“Seeking knowledge is a duty upon every Muslim, and he who 
imparts knowledge to those who do not deserve it, is like one 
who puts a necklace of jewels, pearls and gold around the neck 
of swines.” 3  endorsing the advancement of Islamic 
educational platforms and AI-driven ethical tools. This stage 
creates a strong ethical guide for integrating Islamic values 
into technology [21]. It connects key ideas with important 
areas of ICT such as AI ethics, cybersecurity, digital content 
regulation and moderation.  

The second part involves looking at case studies of 
successful Islamic ICT platforms to see how well they work 
and what challenges they face. The platforms such as 
Muslim Pro 4 , which incorporate prayer times, The Holy 
Qur’anic recitations, and Islamic content while ensuring a 
user-friendly and ethical design analysed for best practices. 
Similarly, the Zakat calculators help Muslims accurately 
figure out how much they should give to charity based on 
Islamic guidelines, showing how useful technology can be 
for doing the right thing. Also, the Halal e-commerce 
platforms ensure adherence to Islamic business principles 
via interest-free transactions, Halal certifications, and ethical 
consumer practices. Additionally, the case study findings 
show helpful ways to combine Islamic values with 
technology development, as well as challenges in creating 
designs that focus on user needs and ethics. These findings 
will help make future suggestions, including developing AI 
tools for fair content moderation and creating Islamic 
finance products which follows Shariah-compliant digital 
ethics. 

1)  Sources of Data 
An effective way to gather information is important to 

make sure this study is based on fundamental Islamic 
principles and includes essential ideas from ICT experts. The 
main sources of information are The Holy Qur’an, Sunnah of 
Prophet Muhammad صلى الله عليه وسلم, ijma and qiyas which provides an 
Islamic foundation for ethical practices in ICT. The Qur’anic 
verses can be examined to identify fundamental concepts 
concerning truth, justice, and damage prevention, as 
mentioned in Holy Qur’an which says: “And say, ‘Truth has 
come and falsehood has vanished. Falsehood is surely bound 
to vanish.’” 5 and in another verse which says “When Mūsā 
sought water for his people, We said, ‘Strike the rock with 
your staff,’ And twelve springs gushed forth from it. Each 

4 Muslim Pro (www.muslimpro.com) 
5 Surah Al-Isra (17: 81) 
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group of people came to know their drinking place. ‘Eat and 
drink of what Allah has provided, and do not go about the 
earth spreading disorder’” 6. Similarly, the Islamic principles 
on business ethics, such as banning deception in trade as 

Allah’s Messenger صلى الله عليه وسلم said “The seller and the buyer have the 
right to keep or return goods as long as they have not parted 
or till they part; and if both the parties spoke the truth and 
described the defects and qualities (of the goods), then they 
would be blessed in their transaction, and if they told lies or 
hid something, then the blessings of their transaction would 
be lost.” 7 , will support the development of financial and 
business technologies which follow Shari’ah.  

Also, the ijma refers to the unanimous consensus of 
Muslim scholars (mujtahids) on a particular legal issue in a 

specific era after Prophet Muhammad صلى الله عليه وسلم. It is considered a 
strong source because it signifies a collective agreement 
based on thorough scholarly thinking [22]. When a clear 
consensus is reached by qualified Islamic scholars on a 
particular matter then it becomes binding for subsequent 
generations. However, attaining absolute ijma in complex 
modern issues can be challenging due to the intellectual 
diversity and scholarly opinions in the Muslim world. The 
qiyas is a method of deriving a legal ruling for a new issue by 
drawing an analogy from a similar issue that already has an 
established ruling in the Qur’an or Sunnah. It involves 
identifying a common effective cause (illah) between the 
two issues [23]. It is crucial for addressing contemporary 
issues that did not exist during the time of the Prophet 

Muhammad صلى الله عليه وسلم. Also, this study can be used with thematic 
analysis of these scriptures to guarantee that ICT 
frameworks conform to Islamic moral standards directing 
the ethical design and deployment of digital instruments. 
Additionally, it can be used to conduct a comprehensive 
evaluation of current Islamic digital platforms to determine 
their conformity with Islamic ethical principles and user 
requirements. This entails assessing Qur’anic applications 
for content authenticity, user-friendliness and its 
compliance with Islamic principles. Considering a look at 
halal investment platforms to see if they follow Shari’ah 
guidelines including avoiding interest and making ethical 
investments. The Islamic educational platforms can be 
evaluated to determine their efficacy in integrating Islamic 
teachings with contemporary pedagogical approaches, 
facilitating effective digital learning for Muslim students. 

2)  Practical Implementation 
The existing discourse on the Islamization of technology 

often proposed compelling ethical frameworks and 
philosophical understandings. However, a significant gap 
exists in translating these high-level principles into tangible 

 
6 Surah Al-Baqarah (2: 60) 
7 Sahih Bukhari, Vol. 3, Book 34, Hadith 293 

ICT tools, algorithms and software architectures. The vision 
for ethically aligned digital platforms is clear while the 
practical aspect remains largely unexplored. A 
comprehensive analysis requires delve into the specific 
technical components which is necessary to build, operate 
and maintain systems that genuinely integrate Islamic 
values moving beyond theoretical approach to actionable 
implementation strategies [24]. The type and nature of ICT 
tools essential to integrate Islamic ethics involves analyzing 
how existing technologies might be adapted or new ones 
can be developed. For example, a secure communication 
tools is a need to have a robust encryption and 
authentication mechanisms to uphold Islamic principles of 
privacy and trust potentially leveraging decentralized 
architectures to minimize single points of data failure or 
compromise. Similarly, platforms for Islamic education or 
community engagement can integrate open-source learning 
management systems (LMS), customized to filter content 
based on consensus from Islamic scholars and promote 
collaborative knowledge-seeking [25]. 

A detail analysis of algorithms is crucial to integrate 
Islamic ethical principles into it such as justice, fairness, and 
truthfulness which must be embedded directly into the 
programmable logic that drives digital systems. It means 
that the analysis on how algorithms for content moderation 
can be designed to identify and filter misinformation or 
harmful narratives based on Islamic ethical guidelines rather 
than entirely on secular metrics [26]. In Islamic finance 
technology (fintech), the algorithms for transaction 
processing will need to rigorously enforce Shari’ah 
compliance to ensure the absence of interest (riba’), 
excessive uncertainty (gharar), and speculative practices 
(maysir) potentially through smart contracts on blockchain. 
Moreover, the software architectures need to be built upon 
Islamic ethical requirements such as, advocating for privacy-
by-design principles where data minimization and user 
control are built into the system from the ground up. Also, 
the architectures can prioritize transparency and auditability 
to allow for external verification of compliance with Islamic 
principles. The decentralized autonomous organizations 
(DAOs) can be explored for their potential to develop 
community governance and accountability aligned with 
Islamic principles of collective responsibility and 
consultative decision-making (shura) 

3)  Feasibility and Challenges 
To effectively address the feasibility and challenges of 

Islamization of technology, a critical challenge is the cost 
associated with developing and maintaining such platforms. 
Different from mainstream technologies which can benefit 
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from large markets and economies of scale however, 
solutions-based on Islamic ethical principles often faced 
challenges requiring significant initial investment without 
immediate guarantees of its immediate adoption. The 
development process might involve specialized Shari’ah 
auditing and compliance checks which can incur additional 
expenses. Also, the sustainable funding models including 
Waqf-based financing, community crowdfunding or ethical 
venture capital should be explored as potential solutions to 
mitigate these financial barriers and to ensure long-term 
viability. 

Similarly, the lack of talent pool equipped with technical 
skills combined with Islamic knowledge poses significant 
challenges. There is a limited pool of professionals who 
possess both deep expertise in advanced ICT e.g., AI, 
blockchain, cybersecurity and good understanding of 
Islamic jurisprudence and ethics. This dual competency is 
vital for designing systems which genuinely integrate Islamic 
principles into their core architecture and functionality [27]. 
It can be mitigated to adopt strategies to cultivate this talent 
such as interdisciplinary academic programs, specialized 
training initiatives and collaborative platforms which bring 
together Islamic scholars and technology experts. Also, 
interoperability with global systems presents a complex set 
of challenges. It often needs to interact seamlessly with a 
global digital infrastructure which is largely built on secular 
legal and ethical frameworks. This includes data exchange 
protocols, payment gateways and communication 
standards which will be compatible with current standards 
while simultaneously upholding Islamic principles 
specifically concerning data privacy, user consent and 
ethical data monetization [28]. Developing open standards 
for data governance based on Islamic ethical principles and 
advocating for ethical tech policies that recognize Islamic 
values to ensure these platforms can function effectively 
without compromising their core Islamic identity. 

C. Target Audience 

The proposed study aims to serve to two primary 
audiences i.e. ICT practitioners and developers and Islamic 
scholars. The ICT practitioners and developers can translate 
Islamic ethical principles into practical implications for 
system design, algorithms and software architecture by 
providing actionable insights rather than purely theoretical 
concepts. For Islamic scholars, the study demonstrates a 
solid foundation towards contemporary technological 
challenges and present potential applications of traditional 
ethical frameworks to modern technological challenges to 
encourage further academic discourse. The clear 
articulation of this dual focus can maintain a balanced 
perspective, offering both a conceptual framework for 

 
8 Meezan Bank (www.meezanbank.com) 

scholars and practical guidance for those involved in 
technology development. The implementation of these 
ideas will enable the development of ICT to connect more 
closely with Islamic values to ensure that technology serves 
mankind in an ethical and responsible manner. 

D. Case Studies 
The concept of Islamization of Technology has moved 

beyond theoretical discussions into tangible and successful 
applications across various sectors. Many case studies have 
demonstrated effective integration of Islamic principles into 
modern digital solutions particularly in finance, investment, 
education and lifestyle domains. These initiatives showcase 
how technology can be harnessed to uphold ethical 
standards, enhance social welfare and facilitate religious 
practice in a contemporary context, proving the viability and 
impact of this evolving field. 

1)  Islamic Banking Platforms 
The Meezan Bank 8 is Pakistan’s premier Islamic bank and 

a leading example of the Islamization of finance through 
digital platform. It is established as a full-fledged Islamic 
commercial bank in 2002 and has been at the forefront of 
developing Shari’ah compliant financial products and 
services. It’s digital transformation efforts include offering 
internet banking, mobile banking apps and leveraging 
technology to facilitate interest-free (riba’-free) 
transactions based on Islamic modes of finance such as 
Murabaha (cost-plus financing), ijarah (leasing) and 
Musharakah (partnership financing). The bank emphasizes 
transparent operations and rigorous Shari’ah supervision to 
ensure all digital offerings align with Islamic ethical 
standards making Islamic banking accessible to a wider 
population through modern digital channels. It was also one 
of the first banks globally to use biometric technology in its 
ATMs to improve security and user experience [29]. Similarly, 
the Islami Bank Bangladesh Limited (IBBL) 9  holds the 
distinction of being the first Islamic bank in Bangladesh 
which was established in 1983. It has played an important 
role in popularizing Shari’ah compliant banking in the 
country leading to the establishment of several other Islamic 
banks. IBBL offers a full range of commercial banking 
services which include deposits, investments and foreign 
exchange, all compliant strictly to Shari’ah principles. The 
bank has progressively adopted digital technologies 
including mobile banking, internet banking and digital 
wallets to enhance financial inclusion and service delivery in 
both urban and rural areas. The IBBL success lies not only in 
mobilizing deposits from segments previously avoids 
engaging with interest-based banks but also demonstrates 
the viability and effectiveness of Islamic banking products 

9 IBBL (www.islamibankbd.com) 

https://doi.org/10.31436/ijpcc.v12i1.569


International Journal on Perceptive and Cognitive Computing (IJPCC)  Vol 12, Issue 1 (2026)  
https://doi.org/10.31436/ijpcc.v12i1.569 

 

21 

 

through widespread acceptance along with the introduction 
of various social welfare-based investment schemes [30]. 
Also, it has been active in forming associations for Islamic 
banks and foundations for social welfare activities 
showcasing a comprehensive approach to Islamic financial 
principles.  

Moreover, the Bank Islam Malaysia Berhad 10 which was 
established in 1983 as Malaysia’s first Islamic bank has 
significantly integrate technology to improve its Shari’ah-
compliant offerings. The bank is actively developing a 100% 
digital bank proposition through its Centre of Digital 
Experience (CDX), leveraging next-generation technologies 
such as Cloud-Native Digital Banking and Electronic Know 
Your Customer (eKYC) which aims to provide branchless 
banking for greater accessibility. It has partnered with 
technology firms such as Mambu (SaaS banking platform) 
and Experian (eKYC) to configure Shari’ah-compliant 
products and enable seamless account opening [31]. Also, 
the bank is developing alternative credit scoring models in 
collaboration with fintech players e.g. Pod, specifically 
targeting less served segments such as gig workers, to 
promote financial inclusion guided by Islamic principles of 
fairness and risk-sharing. 

2)  Islamic Fintech and Investment Platforms 

The Zoya 11  and Musaffa 12  are prominent case studies of 
applications which facilitate Shari’ah-compliant investing 
platforms. Both platforms utilize technology to help Muslim 
investors identify and manage portfolios that compliant to 
Islamic financial ethical standards based on AAOIFI 13 
screening methodology. They offer features such as Halal 
stock screening to automate screening of thousands of 
global stocks, ETFs and mutual funds for Shari’ah 
compliance excluding companies involved in prohibited 
activities e.g., alcohol, gambling, interest-based finance and 
those with excessive debt. Similarly, it also includes Portfolio 
tracking and alerts for users to sync their brokerage 
accounts to track their holdings and receive alerts if any 
assets fall out of compliance, Zakat calculation and 
purification tools to automatically calculate Zakat due on 
investments and provide mechanisms for purifying non-halal 
earnings and Market insights which provides expert 
recommendations and alternative halal stock suggestions. 
These apps empower Muslim investors to make informed 
decisions aligned with their faith, leveraging AI and data 
analytics to simplify complex Shari’ah compliance processes. 

3)  Islamic Knowledge Platforms 

 
10 BIMB (www.bankislam.com) 
11 Zoya (www.zoya.finance) 
12 Musaffa (www.musaffa.com) 
13 AAOIFI (www.aaoifi.com) 
14 Islam360 (www.theislam360.com) 

The Islam36014 positions itself as a comprehensive digital 
encyclopedia and search engine for Islamic knowledge. With 
around millions of downloads, it provides users with a one-
stop solution for accessing the Holy Qur’an with multiple 
translations and Tafseer (exegesis), a vast collection of 
authentic Hadiths, prayer times, Qibla direction, daily duas 
and more. The app centralizes religious texts and resources 
making it incredibly accessible for Muslims worldwide to 
learn, research and practice their faith in the digital age. Its 
success lies in digitizing and organizing extensive Islamic 
knowledge for quick and easy retrieval. Similarly, the 
Tarteel15 is an innovative AI-powered app designed to help 
Muslims memorize, recite and interact with the Qur’an. It 
uses advanced speech recognition technology to listen to 
user’s recitations and provide real-time feedback, 
highlighting missed or incorrect words. The key features it 
includes the real-time error detection by notifying users 
instantly on the mistakes in Qur’an recitation, Memorization 
mode to hides unrecited words to aid memorization, Voice 
search which allows users to search for verses by reciting 
them and adaptive mode to customize Qur’an display for 
easier tracking, understanding and memorization with 
options for text size, layout and translations. The Tarteel app 
showcase on how AI can be directly applied to facilitate 
religious practice and learning, making Qur’anic study more 
interactive and effective 

4)  Islamic Lifestyle Applications 
The Muslim Pro 16  is one of the most popular Islamic 

lifestyle apps offering a wide range of features including 
accurate prayer times, Azan notifications, the complete Holy 
Qur’an with audio recitations and translations, a Qibla finder, 
daily duas and a mosque/Halal food finder. Its success lies in 
being a comprehensive digital companion for daily Muslim 
life. Similarly, the Qalbox 17 is an integral streaming service 
within the Muslim Pro app which offers a Muslim-friendly 
video-on-demand content. It provides a curated library of 
films, TV series, documentaries and kid’s content which 
aligns with Islamic values and celebrates Muslim identities 
and cultures. It has addressed the need for comprehensive 
and Shari’ah-compliant entertainment to ensure contents 
compliant with Islamic ethical standards regarding modesty, 
themes and messaging into digital entertainment. Moreover, 
Hidayah18 is an all-in-one Islamic application designed to be a 
daily Muslim companion which integrates many features to 
aid spiritual practice and learning. Its success lies in 
providing a clean, user-friendly interface which offers 
complete Qur’an with multiple translations e.g., Urdu, 

15 Tarteel (www.tarteel.ai) 
16 Muslim Pro (www.muslimpro.com) 
17 Qalbox (www.app.muslimpro.com) 
18 Hidayah (www.hidayahapp.com) 
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English and audio recitations by renowned Qari’s, allowing 
offline access; Prayer times and Qibla finder for accurate 
prayer timings based on location and an offline Qibla 
compass; Istiqamah Tracker which is a unique feature to 
monitor daily ibadah (worship) progress and maintain 
consistency in spiritual routines covering obligatory prayers 
and sunnah acts; AI Islamic Assistant which an AI-powered 
chatbot that provides instant guidance on Qur’an, Hadith, 
prayers, Ramadan and other Islamic queries; Dua and Azkar 
collection for authentic supplications for various occasions 
and social media and content sharing offering a halal social 
media space where Muslims can connect, share posts and 
engage in discussions within a religiously permissible 
environment free from haram content. It exemplifies the 
Islamization of technology by centralizing essential Islamic 
tools and knowledge, leveraging AI for interactive learning 
and creating a digital space conducive to spiritual growth. 

IV. DISCUSSIONS 

A. Qur’anic Guidance for ICT Integration 

The Holy Qur’an emphasizes the importance of truth and 
knowledge, encouraging the duty of individuals and 
institutions to promote accurate and beneficial information. 
According to The Holy Qur’an which says, “and do not 
confound truth with falsehood, and do not hide the truth 
when you know (it)”19 This verse emphasizes the importance 
of transparency and truthfulness in disseminating 
information. This encourages to develop digital platforms 
which promote Islamic wisdom, credible research and 
ethical knowledge distribution. Similarly, technologies 
including, Islamic e-learning platforms, AI-enhanced 
Qur’anic studies and authenticated Islamic material 
repositories can guarantee that users obtain precise and 
valuable information which mitigates disinformation and 
fostering intellectual and spiritual development. 

A major principle taken from The Holy Qur’an is ethical 
communication which is essential in the digital age. The Holy 
Qur’an says, “O you who believe, fear Allah, and speak in 
straightforward words.” 20  This directive emphasizes the 
necessity of honesty, respect and equity in all modes of 
communication especially on social media and digital 
platforms. To follow this recommendation, ICT systems 
should have rules that control inappropriate content, help 
find false information using AI and promote positive 
discussions. Promoting digital etiquette grounded on 
Islamic principles can alleviate problems such as 
cyberbullying, online harassment and misinformation, 

 
19 Surah Al-Baqarah (2: 42) 
20 Surah Al-Ahzab (33: 70) 
21 Surah Al-Hujurat (49: 12) 

ensuring that ICT platforms cultivate constructive and 
significant dialogue. 

The Holy Qur’an offers counsel on privacy and security, 
which are essential issues in contemporary ICT. The Holy 
Qur’an says, “O you who believe, abstain from many of the 
suspicions. Some suspicions are sins. And do not be curious (to 
find out faults of others), and do not backbite one another. 
Does one of you like that he eats the flesh of his dead brother? 
You would abhor it. And fear Allah. Surely Allah is Most-
Relenting, Very-Merciful.”21 emphasizing the significance of 
honouring personal privacy and protecting information. This 
principle is directly relevant to ICT, highlighting the necessity 
for secure data storage, ethical surveillance techniques and 
user protection mechanisms. Developers need to make sure 
that privacy-focused policies are included in digital tools. 
This means using strong encryption, monitoring AI 
responsibly, and ensuring safe online banking. Complying 
with these standards not only maintains Islamic ethics but 
also fosters trust in technology by safeguarding user 
information from unwanted access and exploitation. 

B. Guidance from Sunnah for ICT Integration 

The Sunnah of Prophet Muhammad صلى الله عليه وسلم offers further 
insights on ethical ICT practices especially about moderation, 
responsibility and purposeful innovation. Allah’s Messenger 
 said, “‘Be moderate and adhere to moderation, for there is صلى الله عليه وسلم
no one among you who will be saved by his deeds.’ They said: 
‘Not even you, O Messenger of Allah?’ He said: ‘Not even me. 
Unless Allah encompasses me with mercy and grace from Him’” 
22  which emphasizes the need to have balance in life and 
avoid excessive dependence on technology. Although ICT 
provides various advantages, excessive screen time and 
unregulated digital interaction might divert attention from 
spiritual and social obligations. Therefore, ICT should be 
designed to support helpful digital habits. This includes 
features to manage screen time, reminders for prayer and 
reading The Holy Qur’an, and AI tools that promote healthy 
use of technology. 

The Allah’s Messenger صلى الله عليه وسلم emphasized the importance of 
responsibility and accountability in every facet of life, it is 
stated, “Surely! Everyone of you is a guardian and is 
responsible for his charges: The Imam (ruler) of the people is a 
guardian and is responsible for his subjects; a man is the 
guardian of his family (household) and is responsible for his 
subjects; a woman is the guardian of her husband's home and 
of his children and is responsible for them; and the slave of a 
man is a guardian of his master's property and is responsible 
for it. Surely, everyone of you is a guardian and responsible for 
his charges.” 23 . This emphasizes the ethical obligation of 

22 Sunan Ibn Majah, Vol. 5, Book 37, Hadith 4201 
23 Sahih al-Bukhari, Vol. 9, Book 89, Hadith 252 
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technology developers, content creators and users to 
ensure that ICT tools are utilized responsibly and morally. 
Developers must stress Islamic ethical principles in 
application design while consumers should interact with 
digital content judiciously keeping away from harmful or 
false information. Regulations, including Islamic digital 
ethics policies and AI-based compliance monitoring can 
ensure that ICT adheres to Islamic moral values. Also, the 
purposeful invention becomes a fundamental Islamic 
concept, as Allah’s Messenger صلى الله عليه وسلم said, “A believer is someone 
who loves and is loved. There is no goodness in one who does 
not love and is not loved. And the best of people are those who 
are most beneficial to others.” 24 . This emphasizes the 
significance of developing technology that benefits 
humanity. This means making Islamic apps to benefit 
humanity in any form in line with Shari’ah such as Islamic 
financial apps, AI tools for Zakat and charity, online mental 
health support based on Islamic values, ethical e-commerce 
etc.  to focus on social benefits. The Islamization of ICT can 
make sure that technology helps bring about positive 
change, promoting fairness, ethical growth and lasting 
development in Muslim communities. 

V. CHALLENGES AND RECOMMENDATIONS 

A. Challenges 

1) Secular dominance in technological advancement 

A primary challenge in the Islamization of ICT is the 
pervasive secular dominance in technological advancement. 
Numerous technological breakthroughs arise from 
frameworks which lacks the integration of Islamic values, 
leading to ethical dilemmas which contradicts Islamic ethical 
guidelines. This results into different challenges including 
data privacy concerns by numerous digital platforms which 
consume financial gains at the expense of user privacy 
particularly disregarding Islamic ethical guidelines for the 
protection of personal information and ethical data 
utilization; the content moderation systems and algorithm 
which endorses materialistic values, immoral conduct and 
improper content which contravenes Islamic ethical 
principles and the technologies such as artificial intelligence 
(AI), big data analytics and social media which  misuses and 
disseminate misinformation to promote exploitation or 
discrimination contrary to Islamic principles of justice and 
ethical behavior. Therefore, to have effective Islamization of 
ICT, it is essential to contest the dominant secular paradigm 
by adopting Islamic ethical philosophy into digital platforms 
and daily practice to develop a newer technology paradigm. 

2) Lack of awareness and insufficient resources  

 
24 Al Mu’jamul Awsat, Hadith: 5783, Shu’abul Iman, Hadith: 7252 

Another notable difficulty is the insufficient awareness 
and limited resources allocated to the advancement of 
Islamization of ICT. While ethical aspects in technology are 
increasingly recognized worldwide, the integration of 
Islamic ethics into technical solutions is yet at its early stages. 
The primary challenges consist of insufficient Islamic 
knowledge in technology where numerous technology 
experts are unacquainted with Islamic principles while many 
Islamic scholars possess limited technical proficiency. This 
results in a disconnect in creating ethical oriented 
technological solutions. Similarly, the inadequate 
investment and limited financial and institutional backing for 
Islamization of ICT initiatives possess a significant challenge. 
The dedicated financial support is required and essential to 
facilitate research, innovation and the advancement of 
Islamic digital solution. Also, a limited number of academic 
programs or training efforts integrated with Islamic ethics 
with technical studies leading resolve to a knowledge gap 
obstructs the successful Islamization of ICT. There is a need 
to resolve these difficulties necessitates focused initiatives 
to connect Islamic ethics with technological progress. 

B. Recommendation 

1) Developing cooperation between Islamic scholars and 
technology experts 

There is a need to address the difficulties to promote 
collaboration between Islamic scholars and technology 
experts. This interdisciplinary approach ensures that 
technical progress should be consistent with Islamic ethics. 
These potential efficient methodologies include 
collaborative research initiatives to form academic 
partnerships between Islamic education institutes and 
technology specialists to develop ethical digital tools and 
frameworks which comply with Islamic ethics. Similarly, 
conducting workshops and seminars enables cooperation 
through educational events to unite scholars and 
technology experts to have understanding and consensus 
on Islamization of ICT. It can address subjects such as AI 
ethics, data privacy in Islam and the development of Halal 
technology. The advancement into interdisciplinary 
education to develop academic programs to integrate 
Islamic studies with ICT training to educate future 
professionals with both Islamic and technical proficiency 
simultaneously. The facilitation of these partnerships can 
render the integration of Islamic ethics into technological 
development in a more systematic and effective way to 
bring positive prospects to many users. 
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2) Promote awareness and establish Islamic tech hubs 

To facilitate extensive acceptance and endorsement of 
Islamization, better awareness and dedicated resources are 
required. This can be achieved by public awareness 
campaigns initiatives to promote campaigns which 
emphasizes on the importance of Islamization of technology 
and its advantages for Muslim communities. Similarly, the 
community engagement and collaboration efforts with 
Masjid, Islamic groups and educational institutions to 
advance the development and implementation of ethical 
digital solutions. Also, to showcase success stories which 
emphasize successful Islamization of ICT efforts to motivate 
developers and promote extensive adoption among users. 
Furthermore, the establishment of Islamic technology 
centers can furnish essential infrastructure for research, 
development and innovation in Islamization of ICT. These 
centers can contribute to the following potential objectives 
including, the allocation of financial support and resources 
to extend monetary assistance, guidance and technical 
resources to innovators developing Islamic technology 
solution, to promote ethical innovation for advocating the 
development of digital tools compliant with Islamic ethics to 
tackle modern technical difficulties while preserving Islamic 
integrity and to establish strategic alliances and partnership 
with prominent technology companies, academic 
institutions and Islamic groups to expand successful 
initiatives and improve access to Islamically-aligned ICT 
solutions. 

VI. CONCLUSION 

The integration of Islamic ethical principles into ICT offers 
a considerable opportunity as well as a challenge. 
Islamization of technology is crucial to ensure that digital 
tools and platforms conform to Islamic ethics, values and 
has a good impact on the society. The Holy Qur’an and 
Sunnah of Prophet Muhammad صلى الله عليه وسلم offers explicit guidance 
on the clear pursuit of knowledge and the enhancement of 
societal welfare e.g., principles which can be applied to ICT. 
This study has analyzed the primary difficulties in the 
Islamization of technology, notably the prevalence of 
secular paradigms in technical advancement and a lack of 
resources for Islamic ICT efforts. Moreover, it emphasizes on 
the necessity of promoting collaboration between Islamic 
academics and technology specialists, to improve 
awareness among the Muslim community regarding 
Islamization of ICT and creating specialized Islamic 
technology centers. The proposed ethical framework 
introduces an implementation strategy which can align with 
the technology landscape within the purpose of Maqasid al-
Shari’ah which is a paramount goal of Islamic law aimed at 
safeguarding faith, life, intellect, lineage, and wealth. 
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Abstract— Public network captive portal often disrupts the handshake in the SSL/TLS protocol and displays 
browser warnings that are sometimes ambiguous and sometimes excessive. These warnings can be 
misleading for users even for those with technical expertise. Notwithstanding the associated risks, there are 
limited tools that can be used to validate the trust of the SSL/TLS certificates in pre-authentication 
environments. This paper presents a lightweight and automated tool that is designed to validate the 
contents of an extracted certificate chain of SSL/TLS from live or stored handshake traffic at captive portals. 
The tool uses the trust evaluation engine of OpenSSL, supplemented with a Mozilla-compatible CA bundle 
to determine the validity of certificates and enables automatic retrieval of the missing intermediate 
certificates through AIA URLs to improve the accuracy of validation. The tool was evaluated using TLS 
handshakes captured from the IIUM Wi-Fi captive portal and samples from the ISCXVPN2016 dataset. After 
intermediate correction, the tool achieved 100% detection accuracy with no false positives and false 
negatives. It was able to detect misconfigured, expired or incomplete chains and validate known secure 
sessions. The proposed solution had more accurate and actionable diagnostics compared to browser-based 
indicators and tools like SSL Labs in pre-login situations, where existing methods often fall short. This tool 
fills an important gap in network security for users, by enhancing transparency and trust in certificate 
assessment. Its automation and diagnostic clarity make it an effective tool for both researchers and general 
users and provide reliable SSL/TLS validation in environments where conventional trust signals are 
unavailable or misleading. 
 

Keywords— Captive Portal, Certificate Chain Verification, Intermediate Certificate Recovery, OpenSSL, 
SSL/TLS validation, Wi-Fi Security. 

 

I. INTRODUCTION 

Captive portals are a commonplace feature of both the 
public and institutional Wi-Fi providers, essentially acting as 
access control points that determine who can access the 
broader Internet. An example of this is the International 
Islamic University Malaysia (IIUM), where users are 
frequently presented with a login portal such as 
captiveportalgombak1.iium.edu.my which is used by all 
students, staff and guests. Although such portals serve their 
intended role, they also present substantial cybersecurity 
risks. One of the main issues is associated with the use of 
SSL/TLS certificates [5]. These online certificates 
authenticate a website and encrypt information during 
transmission. A captive portal should have a valid certificate 
issued by a recognised Certificate Authority (CA) in order to 
be secure. The inability to satisfy this need may allow 
attackers to impersonate legitimate portals, execute man-
in-the-middle attacks, or steal personal data unnoticed. 

 

 
 
Academic studies and practical observations have shown 

that a great number of portals fail to implement SSL/TLS 
correctly. Misconfigured certificate chains and poorly 
designed warning pages are common. This means that users 
receive browser warnings that they fail to understand and 
usually ignore. The so-called warning fatigue is also a 
significant factor, after being shown the same generic 
warnings many times ("Your connection is not private") 
users will disregard them completely. 

 

Fig 1. Browser Warning on Captive portal at IIUM 
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For non-experts, the concepts of certificate hierarchies 
and expiration dates may be confusing and intimidating. 
Research shows that such confusion significantly increases 
the chances of users being victims of phishing or session 
hijacking as well as data leakage, even in usage of public WiFi 
also privacy risks arise [2]. 

The urgency of this issue was pointed out by a real 
incident at IIUM. Users who tried to use the Wi-Fi network 
of the university received alarming browser alerts (see Fig 1) 
stating that the identity of the portal could not be verified. 
But after further examination with the help of OpenSSL, it 
was established that the certificate of the portal was 
genuine, properly issued to the domain iium.edu.my by 
GlobalSign, and valid in terms of expiration. The issue was 
traced to a missing intermediate certificate, which made the 
chain of trust incomplete. This was a technically small gap, 
but it caused browsers to reject the certificate, and users 
had to determine whether to continue or not, usually 
without understanding the underlying risk. 

This situation reveals two fundamental issues: a technical 
misconfiguration that weakens the portal’s trust model, and 
behavioural weakness where the users are not equipped to 
make informed security decisions. The cross-section 
between those failures explains how network security can 
be compromised by a minor mistake, like the lack of an 
intermediate certificate that undermines trust. Also, 
browser warnings do not contextualise well in captive portal 
settings; they fail to inform users about the specific nature 
of the problem or whether it might be safely ignored. Users 
are therefore forced to make a trade-off between usability 
and perceived security without the necessary insight to do 
so effectively. 

The rationale behind the study is that there is a high level 
of dependency on wireless access systems in institutions of 
learning, and that more intelligent, context-aware systems 
that can facilitate secure connectivity are required. 
Misconfigurations in the implementation of the SSL/TLS 
systems are preventable but still common and represent a 
continuing risk in the environment where users have to 
perform authentication over the untrusted or partially 
trusted connections. In this regard, this paper aims to create 
and deploy a lightweight, automated inspection system that 
can use Wireshark packet captures to identify and validate 
the SSL/TLS certificate chains and, finally, to advise the user 
whether a certificate warning is genuinely critical or safely 
ignorable. 

This study will help to address infrastructure-level 
vulnerabilities and end-user vulnerabilities, and introduce a 
transparent validation process that will help enhance 
certificate-based security in captive settings and lead to 
more trustworthy public internet access experiences 

 

II. LITERATURE REVIEW 

A. Captive Portals and SSL/TLS Certificate Challenges:   

Captive portals are commonly used in open and 
institutional Wi-Fi networks to control user access before 
authentication. These mechanisms tend to disrupt HTTPS 
connections, which may result in security misconfigurations 
despite their usefulness. Recent studies have shown that 
captive portal mini-browsers of popular operating systems 
often disable the validation of the SSL/TLS certificate and, as 
a result, expose users to man-in-the-middle (MITM) attacks 
and impersonation risks [4]. Authors in [7] also notes that 
most captive portals use HTTP redirection during the user 
authentication process, which may mislead users and give 
attackers the chance to deliver malicious content by using a 
cloned SSID. 

One of the recurrent problems is the incorrect setup of 
TLS certificates. Improper installation of intermediary 
certificates often causes trust chain failures, which is treated 
as an untrusted connection by browsers regardless of the 
validity of root and leaf certificates. These misconfigurations 
provide a situation where seemingly secure portals are 
insecure, which undermines user trust towards the portal 
and the security of the entire network. 

B. User Behaviour in Response to SSL/TLS Warnings:   

User interaction with browser-based warnings on the use 
of the SSL/TLS is an enduring issue in web security. The study 
[9] reported that users have been found to ignore such 
warnings either out of habit or in an attempt to act quickly 
without regard to the security concerns. Authors in [1] 
observed that although the design of warnings had been 
improved marginally, most users still made unsafe choices. 
Authors of [6] applied these results to real-world scenarios 
and pointed out that users are more likely to over trust 
networks like campus Wi-Fi more than is warranted and 
ignore severe certificate warnings. These patterns in 
behaviour highlight the insufficiency of browser warnings as 
a defence mechanism, especially when they appear in 
captive portals where they are nonspecific and the cognitive 
load is entirely placed on the user. It follows, therefore, that 
there is an urgent need to have tools that provide actionable 
and context-based feedback that can be used to guide user 
decisions effectively. 

C. SSL/TLS Certificate Analysis Tools:   

Wireshark is the standard of deep packet inspection in the 
industry, providing all the analysis of the SSL/TLS including 
the handshake parsing, certificate decoding, and aspects of 
TLS 1.3 compatibility [11]. However, its technical depth is 
often impractical for non-technical users. The approach [10] 
is a simple and server-based certificate scanner that lacks 
support for passive or client-side scanning in a Wi-Fi setting. 
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There are no existing tools specifically tailored for captive 
portal environments with packet-level analysis and 
automated certificate validation and user advisories. This 
gap highlights the need to have a user-friendly, lightweight 
solution that operates in both pre- and post-authentication 
stages.  

D. Attack Models and Real-World Attacks in Captive Portals   

Real-world attack scenarios highlight how vulnerable 
captive portals can be. The study [7] divided the common 
threats, among which are Evil Twin attacks, where the 
adversaries pretend to be legitimate networks and offer a 
fake portal to steal credentials [3]. They tend to work well 
because of improperly configured certificates and users' 
false sense of security on familiar networks. The other attack 
vectors include MITM interception during HTTP redirection 
and session hijacking via stolen cookies [8]. Such threats are 
often not identified due to the fact that users post sensitive 
data to portals that are marked as untrusted, but without 
understanding the implications. Critical insights in the key 
studies are summarised in Table 1 below. 

 
TABLE 1: KEY STUDIES ON CAPTIVE PORTALS AND SSL/TLS WARNINGS 

Study Focus Key Findings Limitations 

[4] Mini-browser 

TLS validation 

Captive portals 

often bypass SSL 

validation 

Lacks user-side 

countermeasures 

[9] User behavior to 

warnings 

Users frequently 

ignore SSL alerts 

Based on outdated 

UI models 

[1] Warning 

effectiveness 

Design helps but 

does not eliminate 

risky behavior 

No contextual 

guidance 

[6] Behavior on 

trusted 

networks 

Users ignore 

warnings in 

familiar networks 

Overlooks captive 

portal uniqueness 

[11] TLS handshake 

analysis 

Robust technical 

tool 

Not accessible to 

average users 

[10] Server-side TLS 

analysis 

Automates 

validation checks 

Not suitable for Wi-Fi 

clients 

[7] Captive portal 

threat modeling 

Details attacks like 

Evil Twin and 

session hijacking 

Offers no integrated 

defense tools 

E. SSL/TLS Authentication on Browser Platforms  

In the present context, web browsers serve functions 
beyond rendering webpages. Beneath the surface, they 
perform systematic validation of SSL and TLS certificates to 
ensure that the credentials which are offered by the 
websites or the network portals are legitimate and 
trustworthy. Although the previous standard was the use of 
the SSL, it has been phased out. SSL is replaced by TLS, 
which has acquired the most important role of ensuring 
internet communication through encryption and verification 
of server identity. Such validation steps are not minor details, 

they are the key elements of the web security model, which 
protects against impersonation, MITM attacks, and phishing. 

A browser does a number of significant checks when a 
user visits a resource with HTTPS protection, such as a 
captive portal: 
• Certificate Chain Validation: The browser guarantees 

a full trust path between the leaf certificate and a 
trusted root Certificate Authority (CA). 

• Expiration Check: The browser verifies that the 
certificate is currently valid. 

• Domain Name Matching: The domain name must 
match the website the user is visiting. 

• Signature Verification: Using a known and trusted CA, 
the digital signature has to be verifiable. 

• Trusted Root CA Check: The root certificate should be 
located in the local trust store of the browser. 

• Revocation Status Check: The browser can 
interrogate Certificate Revocation Lists (CRLs) or 
Online Certificate Status Protocol (OCSP). 

• Extension and Key Usage Evaluation: The certificate 
must include required X.509 extensions, such as Key 
Usage and Extended Key Usage, which define its role 
in secure communication. 

Although the theoretical validation model used by 
browsers is complete, in practice it is not always consistent, 
particularly when using captive portals. To provide an 
example, a browser may not necessarily retrieve or seek out 
missing intermediate certificates in the case external AIA 
URLs are inaccessible before portal authentication. This is a 
problem when the unauthenticated traffic is blocked by DNS 
interception or firewalls. Moreover, they have revocation 
checks by CRL or OCSP that are frequently soft-failed due to 
performance reasons, meaning that the browser may 
continue without checking whether a certificate has been 
revoked. These design decisions put usability above security 
and compromise the validity of trust decisions. 

The result of such complex validations is usually 
summarised to the user as some sort of generic browser 
warning stating that their connection is not private, but 
does not specify whether the issue is an expired certificate, 
broken chain or an untrusted root. This lack of diagnostic 
clarity limits the user's ability to make informed decisions 
and may cause unnecessary concern or unsafe acceptance 
of risk. 

F. Limitations of Browser Behaviour  

Unlike browser-based validation, the presented system 
offers deterministic analysis of certificates, by clearly stating 
the reasons why trust failed, whether due to the lack of 
intermediates, improper formatting or cryptographic 
anomalies. This clarity is especially critical in captive network 
scenarios in which browser interfaces provide insufficient 
feedback and no remedial options. The tool is able to bridge 
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the transparency and reliability gap that is still present in 
modern browsers by incorporating fullchain extraction, 
offline CA bundle validation, and optional AIA recovery 
mechanisms.  

III. METHODOLOGY  

A. System Overview 

The proposed system is a lightweight and unobtrusive utility 
to support non-technical users and researchers in assessing 
the trustworthiness of SSL/TLS certificates during WiFi login, 
in captive portal specific cases. The utility automatically 
strips out and verifies certificates exchanged during the 
SSL/TLS handshake by exploiting passive network capture 
techniques, hence fills a significant usability gap in the public 
network security. The architecture is structured as follows 
into five main stages: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 2. System Architecture Overview. 
 

• Passive Capture: The utility surveys TLS handshakes 
with Wireshark or Pyshark when authenticating with a 
captive portal by paying attention to ServerHello 
messages in which certificates are exchanged. 

• Certificate Chain examination and validation: It parses 
the handshake to extract leaf and intermediate 
certificates, verifying them with OpenSSL and an up-to-
date CA bundle. 

• Context-Aware Inspection: The domain name matching, 
expiration validity, signature verification and presence 
of intermediate are considered in sequence. 

• The system determines whether warnings are fatal 
(e.g., broken chain) or explainable (e.g., lacking 
intermediate that can be obtained through AIA). 

• User Advisory: A clear and actionable message is 
provided—such as "DISCONNECT / UNTRUSTED" or 
"SAFE TO CONNECT." 

The tool replicates the logical certificate verification flow 
of modern browsers but enhances it with automated 
diagnostics and transparent error reporting (see Fig 2). The 
validation logic is sequential and fails fast: 

• Certificate Chain Incomplete → “Broken Chain” 

• Expired Certificate → “Expired Certificate” 

• Domain Mismatch → “Domain Mismatch” 

• Invalid Signature → “Untrusted Signature” 

• Missing Trusted Root → “Untrusted CA” 

• Revoked Certificate → “Revoked” 

• Invalid Key Usage → “Usage Not Allowed” 
If all checks pass, the user is informed that the connection 

is secure. 

B. Implementation Strategy 

The implementation of the tool is conducted in several 
stages. First, TShark was used to capture .pcap and .pcapng 
files when capturing captive portal login sessions. Out of 
these captures, all certificates were retrieved using a custom 
Python script by using the ssl.handshake.certificate field. 
The individual certificate blocks were decoded and saved in 
PEM format, then they were combined into full certificate 
chains. 

The basic validation tool is the use of OpenSSL’s verify 
command. In the case of the incomplete chain, the tool tries 
to obtain the missing intermediates via the AIA URLs in the 
certificates. If AIA retrieval fails, the .crt file is manually 
converted to .pem format with the DER-to-PEM conversion 
command of OpenSSL. 

Every resulting PEM block is verified, and invalid entries 
are not included in the final CA bundle. The cleaned set is 
reassembled into the local_ca_bundle.pem, which is the 
trusted CA store that is used by the tool. After successful 
incorporation of both automated and manual recovery 
mechanisms, the tool was tested with real-world IIUM portal 
traffic and it was demonstrated to correctly diagnose trust 
states even in complex TLS misconfiguration cases. The 
clear advisories are shown in the terminal or optionally 
exported as CSV for further analysis. 
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C. Experimental Setup 

The data used in the research came from two primary 
types of datasets. The former included open-source 
datasets, including the ISCXVPN2016 dataset, which is a 
collection of SSL/TLS handshakes from benign and 
encrypted traffic scenarios. This data set was suitable for 
testing passive extraction and parsing logic. The second 
source included custom captive portal captures. Real-world 
TLS handshakes were recorded from IIUM and public WiFi 
portals by using Pyshark, focusing specifically on 
ServerHello and certificate messages to ensure user privacy. 
Each of the datasets was preprocessed to identify the 
relevant SSL/TLS traffic. The fields of certificates like domain 
names, expiration dates, issuer signatures and validation 
paths were normalized for uniform analysis. 

A set of metrics was used to determine the effectiveness 
of the tool. Detection accuracy was the percentage of safe 
and unsafe sessions that were correctly classified compared 
to all the tested sessions. The false-positive rate (FPR) was 
the rate of secure connection being incorrectly identified as 
unsafe and the false-negative rate (FNR) is the rate of unsafe 
connection identified as safe. Average execution time was 
also recorded. These indicators were calculated during both 
offline dataset analysis and real-time WiFi validation phases. 
The experimental setup used macOS Ventura 13.6.5. 
Wireshark v4.2 and Pyshark were the packet capture tools. 
OpenSSL v3.0 and Certifi libraries were used for validation. 
Python 3.11 served as the programming language. The 
experiments were done on MacBooks and smartphones 
that were connected to captive portals at IIUM and other 
open areas. 

Evaluation was performed on IIUM captive portal traffic 
and ISCXVPN2016, so generalization across other captive 
portal deployments and regions remains to be validated. 
The dataset primarily reflects common misconfiguration-
driven failures (expired, self-signed, incomplete chains); 
additional scenarios such as revocation and OCSP behaviors 
and TLS 1.3-specific handshake constraints were not 
observed in the traces and therefore were not benchmarked. 
Future work will expand cross-site testing and add 
controlled experiments to cover these additional TLS 
conditions. 

IV. RESULTS AND ANALYSIS 

D. Quantitative Results 

The Captive Portal Certificate Validation Tool proposed 
was evaluated on the basis of a dataset containing more 
than 22,000 SSL/TLS packets, collected from 24 distinct 
capture files, including AIM chat, Facebook and email 
sessions. A Python script based on the modified version of 
TShark was used to extract the certificate chains and 

validate them against OpenSSL, with the verdicts assigned 
to risk-based classes as shown in Fig 3. 

 
 
 
 
 
 
 
 
 
 
 

Fig 3. Distribution of Certificate Validation 

 
The bar chart shows the number of PCAPs in each 

certificate category: “Self-Signed, Expired, Missing 
Intermediate, Extraction Failures and Valid and Trusted." 
The most common one is outlined in bold as “Missing 
Intermediate.” 
• Self-Signed Certificates (6 instances): This class ended 

with a self-signed root that was not available in trusted 
stores. This means that it is highly vulnerable to man-in-
the-middle attacks. Examples of those found in AIM and 
Facebook traces are AIMchat1, aim_chat_3a and 
facebook_video1b. 

• Certificates that have expired (6 instances): These were 
structurally valid certificates that had exceeded their 
expiry dates. These are common in entries like 
facebook_video2a and email2b and are moderately 
dangerous because of negligence, or because they were 
used in outdated test environments. 

• Lacking Intermediate CA / No AIA Fallback (8 instances): 
Such instances include partial certificate chains, which 
are mostly caused by the lack of intermediate certificates 
or the inability to retrieve them through AIA. Examples 
of such files include email1a, messenger1a and 
facebook_chat_4a, which are the most commonly 
observed issue. 

• Extraction Failures or Missing Data (3 cases): The data 
contained in TLS certificates were either incomplete, 
corrupted, or inaccessible because of encryption, as seen 
in files such as facebookchat1, facebookchat3 and 
facebook_chat4a. These were classified as Unverifiable 
Risk. 

• Valid and Trusted Chain (1 instance): The captive portal of 
IIUM was the only one to provide a complete valid 
certificate chain, which was successfully verified with the 
help of OpenSSL against a root CA store compatible with 
Mozilla. Although the browser issued a warning, the tool 
was able to identify it as trusted, which highlights the 
advantage of verifying at the packet level. 
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Other certificate problems like domain errors, revocation 
errors, or weak signature algorithms (e.g., SHA-1) were not 
identified in this dataset, due to the small set of traces 
considered (academic traces), which focused on expired, 
self-signed, or incomplete-chain scenarios. The tool had a 
100% detection accuracy following the intermediate 
resolution and zero false positives and zero false negatives 
in validation. Each validation session took approximately 40 
seconds. When tested live, the tool was correct in its opinion 
that IIUM’s captive portal certificate was trusted, despite 
browsers indicating it as untrusted due to non-
cryptographic signals (e.g. captive portal redirection, HSTS 
preload conflicts). This highlights one advantage of the 
packet-level analysis of SSL/TLS: the detection of 
cryptographically secure certificates that browsers may 
misinterpret. 

The reported ~40 s per validation session reflects an end-
to-end offline workflow that includes packet parsing, 
certificate extraction, chain reconstruction, OpenSSL trust 
evaluation, and (when needed) intermediate retrieval via 
AIA.  

 As such, the current implementation is best suited to 
offline auditing, troubleshooting, and user-side spot-
checking during captive portal onboarding, rather than 
acting as an online, real-time validator in high-throughput 
public Wi-Fi environments. For large-scale deployments, the 
workflow can be operationalized by validating only the first 
observed handshake per portal domain, caching 
intermediate certificates by AIA URL/issuer identifiers, and 
providing a “fast mode” that performs deterministic chain 
checks against the local CA bundle while deferring network-
dependent steps. These optimizations reduce redundant 
work across repeated sessions while preserving the tool’s 
diagnostic function in pre-authentication settings. 

To determine ground truth, the classifications of the tool 
were validated with OpenSSL’s verify command against a 
Mozilla-compatible CA bundle. An output response of 
certificate: OK indicated a cryptographically valid, complete, 
and trusted chain. Broken trust paths were supported by 
errors like unable to get local issuer certificate. Domain 
names, expiration dates, and issuing authorities were 
verified by manual inspection using openssl x509 -in 
cert.pem -noout -text. It was also compared with browser 
behaviour and SSL Labs reports. Authentic certificates 
issued by sites like Google and Cloudflare did not give any 
warning in the browsers and were also marked as safe by 
the tool. In the case of IIUM portals, browser warnings 
indicated that they were not trustworthy; nevertheless, the 
tool was right in that the certificates were valid and 
anchored by a trusted CA, highlighting the limitations of 
browser interpretations and reinforcing the reliability of the 
packet-level method. 

 

Fig 4. Risk-Level Distribution of SSL/TLS Certificates 
 
The pie chart shows the ratio of certificates according to 

risk level. The segments are grouped into the classes of high 
risk (self-signed), medium risk (expired, intermediate 
missing), unverifiable risk (extraction failed), and low risk 
(trusted). The results of the validation of the certificates 
presented by the SSL/TLS were further split into four 
different risk levels depending on the severity and security 
implications (Fig 4). Self-signed chains are high-risk 
certificates, which lack a verifiable certificate authority (CA), 
and they are extremely vulnerable to man-in-the-middle 
attacks. Medium-risk includes both expired and missing 
intermediate authority certificates and is commonly caused 
by mismanaged certificate lifecycles, as well as network 
restrictions that prevent AIA retrieval. Unverifiable risk 
refers to those where there was a failure of certificate 
extraction or incomplete or corrupted TLS session, making 
validation infeasible, and are generally due to encrypted 
payloads, lost packets, or noise. Finally, the single capture of 
IIUM captive portal certificate that was fully validated 
against a trusted CA bundle showed a properly implemented 
and cryptographically sound trust path and was classified as 
low risk. 

E. Comparative Analysis  

Conventional web browsers do the SSL/TLS validation 
internally and generally only give general warnings, like Your 
connection is not private, without any technical explanation 
of the failure. The causes of such vague messages can be a 
broad set of reasons such as expired certificates, the lack of 
intermediate certificates, or improperly configured root 
trust anchors, yet the user receives no clarity. Although it 
can be useful in analysing server configurations, SSL Labs is 
not compatible with validation of client-side traffic that has 
been observed before a captive portal login, nor can it be 
used to analyse a certificate chain as observed in pre-
authentication states. Conversely, the tool mentioned 
below has several functional and technical benefits. It runs 
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offline, validates certificate chains based on raw network 
captures, automatically reconstructs missing intermediates 
through AIA fetching and outputs results in CSV format for 
further analysis. Table 2 provides a summary of the 
comparative capabilities of major tools. 

 
TABLE 2. COMPARATIVE FUNCTIONALITY ACROSS VALIDATION TOOLS 

Feature Web 

Browsers 

SSL Labs Proposed Tool 

(This Study) 

Support for Pre-

Login Captive 

Portals 

Not 

Supported 

Not 

Supported 

Fully Supported 

Explanation of 

Intermediate Chain 

Issues 

Not 

Provided 

Partially 

Provided 

Fully Provided 

Automatic 

Recovery of Missing 

Certificates 

Not 

Supported 

Not 

Supported 

Fully Supported 

Command-Line 

Interface (CLI) 

Usability 

Not 

Supported 

Not 

Supported 

Fully Supported 

Logging and Result 

Export Capability 

Not 

Available 

Not 

Available 

Fully Available 

(CSV & terminal 

log support) 

As illustrated, the proposed tool is distinctively positioned 
to support use cases where browser-based or server-centric 
solutions are inapplicable 

In addition to browsers and SSL Labs, a number of 
practitioner and research tools exist for TLS inspection. 
However, most popular scanners are server-facing (active 
probing) and assume direct Internet reachability, which is 
often unavailable prior to captive-portal authentication. In 
contrast, the proposed tool operates on passively observed 
handshakes captured at the client side and produces a trust 
decision from the extracted chain using an offline CA bundle 
and OpenSSL verification.  

 Tools such as Wireshark provide deep protocol dissection 
but do not provide an automated trust verdict oriented 
toward end users, and similar monitoring-oriented analyzers 
do not target pre-auth captive-portal decision support.   
Accordingly, we report this comparison as capability-based 
rather than a performance benchmark 

V. DISCUSSION 

Live testing on IIUM's Wi-Fi captive portal revealed that 
there were strong differences between warnings given by 
browsers and the actual certificate trustworthiness. For 
example, Safari on macOS showed a high severity warning 
for a certificate for ‘captiveportalmahallahgombak.iium.edu.my’, 
despite the fact that the certificate was signed by the 
globally trusted authority GlobalSign RSA OV SSL CA 2018 
and had a valid signature and proper domain parameters. 
This behaviour illustrates that browser, despite various 
checks that they do in the background, are unable to 

present meaningful diagnostic information to the users. 
Even technically literate users who are not computer 
security experts may struggle to determine the validity of 
such warnings or to assess whether they can be safely 
disregarded. The tool addresses this weakness by giving 
accurate validation messages that capture the cause of 
failure. The system also provides reliable evaluation with the 
support of deterministic assessment of trust of the OpenSSL 
system, automatic recovery of intermediate certificates, and 
the validation of PEM integrity. It has been designed to 
operate without graphical user interfaces but rather uses 
Python, OpenSSL and TShark, thus being accessible to non-
expert users and researchers. Table 3 provides a 
comprehensive comparison of the validation properties that 
are supported by different tools. 

 
TABLE 3. COVERAGE OF SSL/TLS VALIDATION PROPERTIES 

Validation Property Web 

Browsers 

SSL Labs Proposed Tool 

(This Study) 

Leaf Certificate 

Validity 

Supported Supported Supported 

Intermediate 

Certificate Presence & 

Integrity 

Partially 

Supported 

Fully 

Supported 

Fully 

Supported 

Domain Name 

Matching (CN/SAN) 

Supported Supported Supported 

AIA-Based 

Intermediate 

Certificate Retrieval 

Not 

Supported 

Not 

Supported 

Fully 

Supported 

Offline CA Bundle 

Trust Verification 

Not 

Supported 

Not 

Supported 

Fully 

Supported 

CLI Usability and 

Automation Support 

Not 

Supported 

Not 

Supported 

Fully 

Supported 

PEM Format 

Structure & 

Consistency Checking 

Not 

Supported 

Not 

Supported 

Fully 

Supported 

Operation in Captive 

Portal Contexts 

Not 

Supported 

Not 

Supported 

Fully 

Supported 

 
The results supporting the unique ability of the tool to 

address weaknesses of current solutions can be seen in the 
context of an environment, such as an educational 
institution or a public Wi-Fi network, where captive portals 
are a common occurrence. Its openness, modularity and 
automatic workflow make it a reliable tool in the quest to 
establish trust in certificates by making informed decisions 
particularly where the browser-generated error messages 
do not carry enough information. 

VI. CONCLUSION 

The study presents a framework of a lightweight, shell-
based tool that can be used to check the validity of SSL/TLS 
certificates in captive portal prototype, especially when 
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performing the pre-authentication steps. Traditional 
browsers and platforms do not offer sufficient verification. 

The system pulls certificate chains out of the handshake 
traffic that has been captured, validates and issues a binary 
verdict: either DISCONNECT / UNTRUSTED or SAFE TO 
CONNECT, using the full trust evaluation system of OpenSSL. 
Several tests of real-world and dataset-based TLS sessions 
reported 100% accuracy with no false positives or false 
negatives, taking into consideration intermediate certificate 
retrieval as confirmed by OpenSSL and hand inspection. 

Unlike browsers that tend to provide vague warning 
messages that can confuse the user or trigger an 
inappropriate response, particularly in the case of non-
technical staff, this utility presents clear trust indications 
based on the actual cryptographic and structural integrity of 
the chain of certificates. The utility also provides offline 
validation and allows local CA bundle integration, in contrast 
to web-based platforms like SSL Labs. It also supports 
viewing packet capture files in real time, making it 
particularly well-adapted to semi-connected or Wi-Fi 
onboarding environments. 

It is also worth noting that the tool is flexible and easily 
used: it is platform-neutral, can be scripted through 
command line, and is designed for ease of use by non-
experts. The utility will improve trust validation dynamically 
without requiring user intervention by filling in gaps of 
missing intermediate certificates using AIA URL fallbacks or 
cached certificates. IIUM captive portal field testing ensured 
the capability of the tool to correct misleading browser 
warnings and restore user confidence in the network 
authentication processes. 

 
ACKNOWLEDGMENT 

The authors would like to thank colleagues who provided 
feedback on the study design and manuscript. The authors 
also acknowledge the use of the ISCXVPN2016 dataset for 
supplementary evaluation. 

 
CONFLICT OF INTEREST 

The authors declare that there is no conflict of interest 
regarding the publication of this paper. 

 
AUTHOR(S) CONTRIBUTION STATEMENT 

All authors contributed equally to the study design, 
methodology, software development, data analysis, and 
manuscript preparation. All authors reviewed and approved 
the final manuscript. 

 
DATA AVAILABILITY STATEMENT 

The IIUM captive portal packet traces used in this study 
contain network traffic that may include sensitive 
information and are therefore not publicly available. Access 

may be provided by the corresponding author upon 
reasonable request, subject to institutional permissions and 
applicable privacy requirements. The ISCXVPN2016 dataset 
used in this work is publicly available from its original source. 

 
ETHICS STATEMENT 

Ethical approval is not required for the publication of the 
paper. 
 

REFERENCES 

[1] D. Akhawe and A. Porter-Felt, “Alice in Warningland: A Large-Scale 
Field Study of Browser Security Warning Effectiveness,” in Proc. 22nd 
USENIX Security Symp., 2013. [Online]. Available: 
https://www.usenix.org/system/files/conference/usenixsecurity13/se
c13-paper_akhawe.pdf 

[2] S. Ali, T. Osman, M. Mannan, and A. Youssef, “On Privacy Risks of 
Public WiFi Captive Portals,” in Proc. 14th Int. Conf. Privacy, Security 
and Trust (PST), 2019. [Online]. Available: 
https://www.researchgate.net/publication/334248860_On_Privacy_
Risks_of_Public_WiFi_Captive_Portals 

[3] J. M. Briones, M. A. Coronel, and P. Chavez-Burbano, “Case of Study: 
Identity Theft in a University WLAN—Evil Twin and Cloned 
Authentication Web Interface,” Int. J. Web Appl., vol. 5, no. 2, Jun. 
2013. [Online]. Available: 
https://www.dline.info/ijwa/fulltext/v5n2/2.pdf 

[4] P.-L. Wang, K.-H. Chou, S.-C. Hsiao, A. T. Low, T. H.-J. Kim, and H.-C. 
Hsiao, “Capturing Antique Browsers in Modern Devices: A Security 
Analysis of Captive Portal Mini-Browsers,” in Applied Cryptography 
and Network Security (ACNS 2023), Part I, K. Yoshioka, Y. Miyake, and 
R. Perdisci, Eds., Springer, pp. 260–283, 2023. [Online]. Available: 
https://doi.org/10.1007/978-3-031-33488-7_10 

[5] S. Fahl, M. Harbach, H. Perl, M. Koetter, and M. Smith, “Rethinking 
SSL Development in an Appified World,” in Proc. 2012 ACM Conf. 
Computer and Communications Security (CCS), 2012. [Online]. 
Available: https://doi.org/10.1145/2508859.2516655 

[6] A. P. Felt et al., “Improving SSL Warnings: Comprehension and 
Adherence,” in Proc. 33rd Annu. ACM Conf. Human Factors in 
Computing Systems (CHI '15), pp. 2893–2902, 2015. [Online]. 
Available: https://doi.org/10.1145/2702123.2702442 and 
https://static.googleusercontent.com/media/research.google.com/e
n//pubs/archive/43265.pdf 

[7] V. Gawde, “Understanding Captive Portal Attacks: Risks and 
Mitigation Strategies,” VulnerX Blog, 2024. [Online]. Available: 
https://vulnerx.com/captive-portal-attacks-risks-and-mitigation/ 

[8] S. Sivakorn, I. Polakis, and A. D. Keromytis, “The Cracked Cookie Jar: 
HTTP Cookie Hijacking and the Exposure of Private Information,” in 
IEEE Symp. Security and Privacy (S&P), 2016. [Online]. Available: 
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=754653
2 

[9] J. Sunshine, S. Egelman, H. Almuhimedi, N. Atri, and L. F. Cranor, 
“Crying Wolf: An Empirical Study of SSL Warning Effectiveness,” in 
USENIX Security Symp., 2009. [Online]. Available: 
https://www.usenix.org/legacy/event/sec09/tech/full_papers/sunshi
ne.pdf 

[10] TLS-Scan Project, “TLS-Scan: A Lightweight Scanner for TLS 
Configurations,” GitHub Repository, 2022. [Online]. Available: 
https://github.com/prbinu/tls-scan 

[11] Wireshark Foundation, “Wireshark User Guide: Troubleshooting 
SSL/TLS Connections,” Wireshark Documentation, 2024. [Online]. 
Available: 
https://www.wireshark.org/download/docs/Wireshark%20User%27s%
20Guide.p 

https://doi.org/10.31436/ijpcc.v12i1.649


International Journal on Perceptive and Cognitive Computing (IJPCC)  Vol 12, Issue 1 (2026) 
https://doi.org/10.31436/ijpcc.v12i1.575  

 

34 

 

Beyond Silos – Unifying Military and Civilian Cyber Threat 
Intelligence for National Security 

Budi Dhaju Parmadi, Kalamullah Ramli  
Department of Electronic Engineering, University of Indonesia, Depok, Indonesia. 

 
*Corresponding author: bparmadi@gmail.com 

(Received: 20th May 2025; Accepted: 24th December, 2025; Published on-line: 30th January, 2026) 
 

Abstract—   Cyber Threat Intelligence (CTI) is still divided between the military and civilian environments, 
which hinders collaboration and hampers the response to advanced cyber threats. Military frameworks (e.g., 
JP 3-12, AFI 14-133, Cyber Kill Chain) are focused on classified information and state actors, whereas civilian 
models (e.g., NIST 800-150, MITRE ATT&CK, FS-ISAC) are based on standardization, transparency, and sector-
specific incident response. This paper outlines a Hybrid Military-Civilian CTI model that combines Structured 
Threat Information eXpression (STIX) 3.0 metadata extensions, Artificial Intelligence (AI)-assisted 
correlation mechanisms, and federated cross-sector playbooks to solve these issues. Enhanced tagging, 
classification-aware sharing, and automated threat mapping are introduced to streamline secure, real-time 
CTI exchange. The approach improves adversary profiling, accelerates incident response, and enhances 
national cyber resilience. This model advances the strategic convergence of defence and civilian 
cybersecurity and offers a replicable framework for nations facing increasingly hybrid cyber conflicts. 
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I. INTRODUCTION 

In an era where digital infrastructures are crucial for 
national defense, public safety, and economic stability, 
cyber threats have become one of the most critical security 
issues in the world. These threats—starting from state-
sponsored intrusions to ransomware attacks on critical 
infrastructure—need timely, coordinated, and intelligence-
driven responses. Nevertheless, CTI is still 
compartmentalized, with the military and civilian sectors 
working in parallel but not in sync. Each has its own 
frameworks, priorities, and security protocols, and the result 
is that detection is delayed, mitigation strategies are 
fragmented, and there are missed proactive defense 
opportunities. In modern hybrid warfare, where the 
distinction between military targets and civilian assets is 
blurred, it is crucial to re-evaluate and unify how intelligence 
is collected, shared, and used across domains. 

A. The Cybersecurity Paradox: A Fragmented Défense 
Against a Unified Threat 

Today, cyber warfare does not distinguish between 
military and civilian targets in a hyper-connected world. 
State-sponsored attacks, cyber espionage operations, and 
ransomware campaigns are not only targeting national 
defense systems but also critical civilian infrastructure. 
However, although the threats are concurrent, cyber threat 
intelligence (CTI) remains markedly fragmented. [1].  

Military CTI operates under classified doctrines that adopt 
the principle of limited intelligence sharing to only those 
who require it [2], [3], [4], for instance, JP 3-12, AFI 14-133, 
and Five Eyes Intelligence Sharing. Frameworks like MITRE 
Adversarial Tactics, Techniques, and Common Knowledge 
(ATT&CK) are used to establish adversary profiles to support 
cyberspace operations and focus on providing commanders 
with critical intelligence about adversaries, their capabilities, 
and their intentions [3], [4]. On the other hand, civilian CTI 
focuses on the use of automation, transparency, and open-
source collaboration (e.g., National Institute of Standards 
and Technology (NIST) 800-150, MITRE ATT&CK [5], and FS-
ISAC) [6]. Each sector is mainly stuck to its own standards, 
processes, and intelligence protocols, which results in 
security blind spots that adversaries learn to exploit [7]. The 
overlap between civilian and military applications of AI and 
CTI can lead to misunderstandings and potential escalations 
[8]. There is a possibility of enhancing civilian-military 
cooperation in research and development to address 
security concerns in a holistic manner [7]. 

The result? Cybersecurity flaws that shouldn’t happen. 
• SolarWinds Attack (2020): It failed to adopt 

Traditional techniques. Intelligence-sharing barriers 
delayed the detection of the attack, allowing hackers 
to gain access to government and corporate 
networks for months [9]. 

• Colonial Pipeline Ransomware (2021): A crippling 
attack on civilian energy infrastructure, which did not 
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involve military cyber units in countering the attack 
until it had succeeded [9]. 

• Hybrid Warfare in Ukraine: Cyberattacks significantly 
damaged civilian infrastructure, including power 
grids, telecommunications, and even emergency 
response systems, while military cyber defense was 
also ongoing [10], [11], [12]. 

However, the threat landscape is rising, and military and 
civilian Cyber Threat Intelligence frameworks are separate, 
which creates a national security paradox: Both sectors 
realize the need for cyber defense, but both are reluctant to 
adopt intelligence-sharing mechanisms that jeopardize 
national security. Challenges of Integration: This lack of 
integration between the military and civilian CTI frameworks 
may lead to inefficiencies and vulnerabilities. Civilian sectors 
typically delay implementing the latest CTI best practices, 
which are better defined for military environments than 
commercial ones [3], [5]. 

The current available threat intelligence sharing 
frameworks include Structured Threat Information 
eXpression (STIX) 2.1, which provides a clear framework for 
the structured cyber threat data exchange. Nevertheless, 
their limited compatibility with multi-tiered classification, 
more detailed metadata tagging, and dynamic access 
control may be problematic for effective military-civilian CTI 
convergence. This paper presents the idea of STIX metadata 
extensions, a concept developed through research for 
improving structured, classification-sensitive intelligence 
sharing without compromising security and operational 
efficiency. 

B. A Game-changing Approach: The Hybrid Military-Civilian 
CTI Model  

This study challenges the dominant paradigm and 
introduces a Hybrid Military-Civilian Cyber Threat 
Intelligence Model, designed to bridge the intelligence-
sharing gap and improve national cybersecurity.  

• This paradigm eliminates barriers to intelligence-
sharing by standardizing intersectoral collaboration 
while preserving necessary security clearances. 

• Integrated threat intelligence frameworks by 
combining the Cyber Kill Chain (Military- Lockheed 
Martin's Cyber Kill Chain) and MITRE ATT&CK  
(Civilian) to enhance adversary monitoring. 

• Improves the rapid reaction capabilities through a 
collaborative incident response structure, provides 
integrated cyber protection in both national and 
international emergencies. 

• Employs Zero-Trust security and blockchain-based 
intelligence logging to facilitate secure, trust-
oriented cyber intelligence exchange across several 
sectors. 

• Unlike existing sector-specific CTI models, our 
proposed Hybrid Military-Civilian CTI Model 
achieves a threefold improvement in cyber security 
effectiveness by:  

• Improving intelligence sharing through the use of 
structured metadata extensions inspired by STIX 
3.0 for classification-aware tagging and cross-
sector collaboration. 

• Decreasing response time by as much as 40% with 
AI-enhanced automated threat correlation. 

• Enhancing operational resilience by integrating 
Zero Trust security principles in cross-sector 
intelligence exchange.  

• This approach enhances current military and civilian 
structures by offering a flexible, scalable model that 
ensures interoperability while preserving security. 

C. Related Works on CTI Convergence 

This paper also notes an increasing convergence between 
the military and civilian Cyber Threat Intelligence (CTI) 
environments. Research on China’s integration of state, 
corporate, and academic cyber resources reveals a well-
thought-out strategy for national security by employing 
civilian capacities in cyber operations [13].  The UK 
government’s CTI policy also emphasizes collaboration 
across sectors and offers a means by which practical 
intelligence can be shared between the government and the 
commercial sector [14]. The Army’s adoption of commercial 
Cyber Threat Intelligence methods in the United States, with 
the help of frameworks like the MITRE ATT&CK Matrix, 
demonstrates how the systematic analytical methodologies 
of the corporate sector can improve the Army’s 
cybersecurity operations [15].  The analysis of Information 
technology/Operational Technology (IT/OT) convergence is 
further informed by research from other disciplines that 
provide an understanding of the role of geopolitical factors 
and hybrid warfare in the evolution of cybersecurity 
defenses [16], [17]. As predicted by Booz Allen through its 
predictive analysis, integrated military-civilian networks will 
be a significant feature of the future and will derive 
significant strategic advantages [17]. 

In our research, the gaps between the military and civilian 
Cyber Threat Intelligence (CTI) are unified in a coherent 
paradigm. Although current research contributes valuable 
insights into specific aspects of CTI convergence, it is 
narrowly focused on a single domain and fails to consider 
the paradigm shift required to achieve convergence;  
between civilian frameworks such as National Institute of 
Standards and Technology (NIST) SP 800-150 or military 
doctrines such as Joint Publication (JP)  3-12. This research 
addresses several critical deficiencies, including the absence 
of cohesive frameworks, the need for secure information 
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exchange, inconsistencies in tools and methodologies, 
incomplete understanding of human factors, and disparities 
in cyber capabilities and geopolitical implications. 

 
The methodology employs several methods to tackle the 

collaboration challenges across domains and to develop 
novel analytical tools for improved threat recognition and 
operational action in an increasingly complex cyber 
environment. The integrated framework enhances the 
practical use of CTI convergence and fosters the 
development of new paradigms in cyber defense 
approaches far  beyond the limitations of separate 
approaches. 

D. The future of Cyber Defense Depends on Collaboration. 

This paper investigates a crucial and understudied 
problem in Cyber Threat Intelligence (CTI): The ongoing 
structural barrier between the military and civilian 
cybersecurity domains. Today,  both sectors develop threat 
intelligence mechanisms on their own, but lack a common 
intelligence sharing mechanism which affects the  overall 
cyber defense. Current military frameworks (e.g., JP 3-12, AFI  
14-133, and the Cyber Kill Chain) focus on classified 
intelligence sharing and concentrate on state-sponsored  
threats, while civilian frameworks (e.g., NIST 800-150, MITRE  
ATT&CK, and FS-ISAC) focus on open source 
standardization, transparency and sector wide threat  
modeling. 

This study introduces a hybrid intelligence-sharing model 
designed to bridge this divide, integrating: 

• STIX 3.0 metadata extensions to facilitate 
structured, classification-aware intelligence 
exchange. 

• AI-driven correlation mechanisms to enhance real-
time threat detection across sectors. 

• Cross-sector response playbooks to establish a 
standardized framework for rapid incident 
response. 

Unlike previous studies that analyze military and civilian 
CTI in isolation, this research positions the hybrid model as a 
strategic bridge between national defense policies and 
public-sector cyber response mechanisms. The model 
enhances interoperability without compromising 
operational confidentiality by addressing the classification, 
legal, and procedural asymmetries between these 
frameworks. 

Furthermore, whilst current research focuses on the 
disadvantages of the classified and open intelligence sharing 
systems, few suggest practical approaches to safe 
intersector cooperation. This study builds on previous 
research by:  

1) Secure intelligence fusion is operationalized through 
structured metadata tagging in STIX 3.0 to ensure the 
tool is compatible with different security clearance 
levels.  

2) Using AI automation to correlate indicators of 
compromise (IOCs) across military and civilian 
environments reduces the time it takes to detect 
threats.  

3) Outlining a validation pathway, which includes the 
potential real-world security collaborations with 
government agencies, defense contractors, and 
critical infrastructure sectors. 

This paper goes beyond the conceptual level by 
developing a structured model for transferring knowledge 
from military cyber threat intelligence (CTI) to civilian 
contexts. But before presenting the model, the existing CTI 
frameworks must be first reviewed and their limitations 
identified.  

The next major cyber conflict will not wait for the 
bureaucracy to align between the classified military systems 
and the civilian cyber response teams. The wider the gap, 
the greater the risk to national security. This research 
provides the missing framework—a standardized, trust-
based, and operationally secure intelligence-sharing 
framework that guarantees faster threat identification, 
better coordination of response, and a strong national cyber 
defense.  

Cybersecurity is no longer a sectoral issue; it is a national 
security issue. In this regard, this study offers a practical and 
feasible solution for the future of CTI to be defined not by 
fragmentation and reactive defense but by proactive, 
unified, and secure security operations. 

The research adds to Cyber Threat Intelligence studies 
through its proposed technical hybrid system which 
combines STIX 3.0 metadata extensions with AI threat 
correlation and federated learning capabilities. The 
proposed model implements zero-trust and blockchain-
based intelligence logging to establish secure cross-sector 
CTI beyond previous conceptual discussions. The proposed 
innovations solve structural, legal and operational silos 
while providing a forward-compatible base for national 
cybersecurity posture. 

II. LITERATURE REVIEW 

The rapidly changing cyber threat environment has 
spurred significant research on Cyber Threat Intelligence 
(CTI) strategies across the military and civilian sectors. 
Nevertheless, despite the increasing number of papers in 
this area, most of the literature is fragmentary and 
concentrates on either defensive intelligence or public 
sector information sharing in isolation. This section reviews 
major frameworks and shared principles of CTI, alongside 
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the persistent structural and operational gaps that currently 
prevent CTI unification, with a proposed hybrid model for 
bridging these domains presented. 

A. Understanding the Military-civilian CTI Divide 

The two domains in which Cyber Threat Intelligence (CTI) 
works are the military and civilian cybersecurity domains; 
each has different operational goals, legal limits, and 
intelligence-sharing protocols. The military Cyber Threat 
information frameworks are concerned with national 
security, threat attribution, and cyber warfare strategies, 
while the civilian frameworks are concerned with open 
source information sharing, risk minimization, and incident 
response coordination. But there is a growing need to 
converge, particularly as cyber attacks advance to target 
both military and civilian organizations. 

This paper demonstrates each domain's various domains, 
unique elements, and common principles that offer integration 
possibilities. CTI is based on classified intelligence sharing and 
defensive doctrines in the military, while CTI is about public-private 
collaboration and industry-standard threat analysis in the civilian 
world. The four shared components are threat intelligence sharing 
standards, incident response frameworks, adversarial threat 
modelling, and critical infrastructure protection.  This convergence 
suggests a hybrid CTI model could enhance intersectoral 
collaboration and national cyber resilience.  

B. Military CTI Frameworks: National Security and Strategic 
Defense 

Military CTI frameworks are designed to secure national 
defense assets, counter Advanced Persistent Threats 
(APTs), and guide cyber operations. These frameworks 
include: 

• Joint Publication (JP) 3-12 - U.S. military doctrine for 
cyberspace operations and structured intelligence-
sharing. 

• Air Force Instruction (AFI) 14-133 - U.S. Air Force 
framework guiding cyber threat intelligence and 
operational response strategies. 

• Lockheed Martin's Cyber Kill Chain (Cyber Kill Chain) - 
A structured phase-based model for tracking and 
countering adversarial cyber tactics. 

• Five Eyes Intelligence Sharing (Five Eyes) - An 
exclusive intelligence-sharing alliance between US, 
UK, Canada, Australia, and New Zealand military 
agencies. 

• Tallinn Manual - North Atlantic Treaty Organization, 
Cooperative Cyber Defence Centre of Excellence 
(NATO CCDCOE) - A legal framework defining cyber 
warfare under international law, focusing on military 
engagement in cyberspace. 

These frameworks are highly structured but 
compartmentalized, limiting real-time intelligence exchange 

with civilian entities due to classification constraints and 
geopolitical considerations. 

C. Civilian CTI Frameworks: Industry Standards and Public-
Private Collaboration. 

In contrast, civilian CTI frameworks prioritize 
standardized cybersecurity methodologies, structured 
intelligence-sharing, and multi-sector coordination. Key 
frameworks include: 

• National Institute of Standards and Technology 
(NIST) 800-150 - A U.S. guideline for structured cyber 
threat information sharing, fostering collaboration 
across industries. 

• International Organization for Standardization/ 
International Electrotechnical Commission (ISO/IEC) 
27035 - A global cybersecurity standard defining 
structured incident response mechanisms. 

• MITRE Adversarial Tactics, Techniques, and Common 
Knowledge (ATT&CK) - A widely used framework 
mapping adversary TTPs (Tactics, Techniques, and 
Procedures) for threat modeling and attribution. 

• Financial Services Information Sharing and Analysis 
Center (FS-ISAC) - A financial sector intelligence-
sharing network focused on real-time threat alerts 
and risk mitigation. 

• European Union Agency for Cybersecurity (ENISA) 
Threat Landscape Report - An EU initiative 
consolidating emerging cyber threats, particularly for 
civilian critical infrastructures. 

Civilian CTI operates under open intelligence-sharing 
models, leveraging industry partnerships, regulatory 
frameworks, and community-driven threat analysis. 
However, legal restrictions (e.g., General Data Protection 
Regulation (GDPR) compliance, International Organization 
for Standardization (ISO) security disclosures) and sectoral 
fragmentation create challenges in aligning civilian 
intelligence with military CTI priorities. 

D. Share Principles: Common Ground for CTI Integration. 

Despite the fact that the military and civilian CTI 
frameworks are different in their operation, four core 
compon can be used as a foundation for integration:   

• Threat Intelligence Sharing Standards-Both sectors 
employ Structured Threat Information eXpression 
(STIX) and Trusted Automated eXchange of 
Intelligence Information (TAXII) to share cyber threat 
information in a machine-readable format, although 
the levels of sensitivity are a problem.  

• Incident Response & Mitigation-To tackle cyber 
incidents, the military and civilian sectors both 
depend on clear-cut response strategies, which 
include AFI 14-133 for the military and  ISO/IEC 27035 
for civilian organizations.  
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• Adversarial Threat Modeling-Military CTI uses the 
Cyber Kill Chain, while civilian sectors use MITRE  
ATT&CK. These models can be integrated to improve 
adversaries' profiling and predictive analytics.  

• Critical Infrastructure Protection  (CIP) - Both sectors 
focus on critical infrastructure security, with the 
military efforts equivalent  to Cybersecurity and 
Infrastructure Agency (CISA)'s, National 
Infrastructure Protection Plan (NIPP) and the civilian 
sectors using NIST  800-82 for ICS security. 

Although STIX 2.1 has become a popular way to share CTI 
in a structured manner, it has several drawbacks regarding 
security tagging and interoperability across domains.  For 
example, STIX 2.1 lacks built-in support for fine-grained 
classification-aware metadata (e.g., military clearance 
levels, Operational Security (OPSEC) guidelines, General 
Data Protection Regulation (GDPR) restrictions). This lack of 
compatibility poses a problem when combining intelligence 
across the army and civilian cybersecurity domains.     

To this end, we recommend enhancing existing metadata 
extensions of the STIX-based frameworks (See Figure 1).  
The cyber threat intelligence processing pipeline is depicted 
in the figure below. Threat objects are also enhanced with  
STIX 3.0 metadata extensions—classification tags, privacy 
labels, access levels, and operational context, and then 
saved and exchanged using Trusted Automated eXchange 
of Intelligence Information  (TAXII) and shared through 
federated access control based on the consumer’s access 
rights. 

 

 
 

Fig. 1 STIX 3.0 Metadata Extension Process Flow 

 

To achieve this, the introduced frameworks would 
establish security labels on a multi-tiered system, with 
Artificial Intelligence (AI) assisting in threat intelligence 
correlation and federated access control of classified 
intelligence.     

The proposed metadata-enhanced STIX 3.0 model can be 
seen integrated with existing CTI ecosystems in 
architecture, as depicted in Fig 2, Age and distribution, and 
downstream consumption by military, civilian, and private 
sector actors while remaining compatible with platforms 
like Malware Information Sharing Platform (MISP) and 
ThreatConnect (a commercial threat intelligence platform), 
to leverage the usefulness of STIX far beyond its original 
scope.   

 

 
Fig 2. STIX 3.0 Metadata Extension Process Flow 

E. Challenges and Opportunities in CTI Unification. 

While theoretical convergence is possible, structural, 
regulatory, and operational barriers limit the full integration 
of CTI. Military frameworks are compartmentalized to share 
intelligence for national security reasons, whereas civilian 
frameworks are constrained by compliance with GDPR, ISO, 
and sector-specific disclosure policies. Moreover, threat 
prioritization is different: military CTI is concerned with 
state-sponsored APTs, whereas civilian CTI is concerned 
with ransomware, fraud, and industry-specific risks. 

However, these gaps are the place to begin a hybrid 
model that shares principles while respecting operational 
boundaries. The proposed integration model includes: 

• Intelligence-Sharing Mechanisms Control - STIX 3.0 
extensions for classification-aware metadata to 
enable cross-domain intelligence sharing. 

• AI-Threat Correlation - Improving real-time threat 
detection by federated learning and automated risk-
scoring systems. 

• Joint Cyber Exercises - Cyber defense strategies and 
threat landscapes shared by NATO-EU collaboration 
to test the integration of cross-sector CTI. 

This structured comparative analysis is a foundation for 
future research on bridging military and civilian CTI to a more 
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adaptive and collaborative cyber defense posture against 
evolving global threats. 

F. Legal and Classification Barriers in Cross-Sector CTI 
Integration. 

A significant issue facing effective intelligence sharing 
between military and civilian sectors is the discrepancy in 
classification protocols and regulatory mandates. Military 
CTI frameworks such as JP 3-12 and Five Eyes Intelligence 
practice a high level of compartmentalization, sharing 
intelligence with authorized personnel only on a need-to-
know basis.  On the other hand, civilian cybersecurity 
frameworks such as NIST 800-150 and ISO  27035 allow for 
open intelligence sharing, which is often compulsory by 
sectoral compliance laws such as GDPR and  Network and 
Information Security (NIS)2 Directive. 

The challenge is twofold: 
• Legal asymmetries: The military  Operational Security 

(OPSEC) frameworks delay cross-sector information 
flows, focusing on confidentiality, whereas GDPR 
mandates the rapid disclosure of breaches. 

• Jurisdictional conflicts: The Clarifying Lawful 
Overseas Use of Data (CLOUD) Act and GDPR restrict 
cross-border intelligence exchange, thereby 
hampering threat response coordination between 
NATO-aligned military CTIs and civilian Computer 
Security Incident Response Team (CSIRT)s.  

Real-time cyber defense coordination is still limited, and 
this is accredited to the absence of an adaptable 
intelligence-sharing model that can reconcile these 
discrepancies. A hybrid approach has to integrate 
classification-aware metadata tagging, for instance, STIX 
3.0, and federated intelligence sharing mechanisms to 
bridge these legal and operational gaps. 

G. Case Study Analysis. 

A new AI based integration model is tested through 
examples of historical cyber campaigns, which claimed to 
enhance the threat detection time by 37% and the time of 
incident response across sectors by 45%.   

SolarWinds (2020) – APT Detection   
• STIX 3.0 Federated improves real-time Indicator of 

Compromise (IOC) sharing, thus decreasing the 
detection time. 

• Plausibility: The current method's response time was 
over 50% slower than the original [19].   

Colonial Pipeline (2021) – Improved Attribution by 40% ;   
• The MITRE ATT&CK and Data-Driven Defense 

(D3FEND) frameworks were employed to improve 
the correlation of the behavioral analysis for a state 
actor [19], [20].   

• Validity: Established through structured approaches 
that enhance the accuracy of attribution by 35%-45% 
[21].  

• Ukraine Cyberwar (2022-2024) – Limited Collateral 
Damage by 63%.    

• The Law of Armed Conflict (LOAC) GDPR was 
implemented to standardize cyber operations and 
reduce the effects on civilians [22].   

• Plausibility: The literature review reveals that 
collateral damage can be decreased by 55%-65% with 
legal certainty. 

The current study introduces a novel framework which 
integrates operational, legal and technical aspects across 
domains for the first time in the literature. The structured 
side-by-side analysis presented in Tables 8–12 offers a 
synthesized perspective not extensively covered in prior 
research. 

The comparison of the military and civilian CTI 
frameworks reveals the differences and similarities in the 
threat intelligence sharing mechanisms, incident response, 
and adversarial threat modeling. Whereas military 
frameworks are dedicated to the internal sharing of 
classified intelligence and cyber warfare strategies, civilian 
CTI is focused on unclassified intelligence, industry 
standards, and risk management. However, there are some 
common elements, including the principles of structured 
intelligence exchange, coordinated response frameworks, 
and critical infrastructure protection as a foundation for 
possible integration. 

To further understand these dynamics, the following 
section offers a systematic methodology for classifying and 
evaluating military and civilian CTI models based on their 
core functions and interoperability potential. The study 
employs a framework analysis approach for comparison, 
which matches the existing models to four shared principles 
and reveals structural and operational gaps. This approach 
makes it possible to create a hybrid CTI integration model 
that incorporates controlled intelligence sharing, 
automation technologies such as AI, and cross-sector 
coordination to enhance the national cybersecurity posture. 

III. METHODS 

The hybrid CTI model underwent evaluation using three 
specific case study datasets which included the SolarWinds 
breach from 2020 and the Colonial Pipeline ransomware 
attack from 2021 and the Ukraine conflict-related 
cyberattacks spanning from 2022 to 2023. The datasets 
included open-source threat intelligence feeds together 
with MISP-shared indicators and structured reports from 
government CSIRTs and trusted threat intelligence 
providers. The extracted STIX 2.1 objects per case ranged 
between 250 and 620 indicators, including indicators of 
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compromise (IP addresses, hashes), observed attack 
patterns, and threat actor TTPs.  

The handling of missing values included schema 
validation and backward fill techniques to address 
incomplete timestamps and malformed object references. 
The normalization process standardized object structure 
and terminology throughout all datasets. The STIX validator 
and TAXII-pulled testbed from the CIRCL MISP instance were 
used to ensure schema compliance. 

This study uses a comparative, structured analysis and 
document review to identify obstacles and opportunities in 
integrating military and civilian Cyber Threat Intelligence 
(CTI). It covers the review of legal frameworks, intelligence 
exchange mechanisms, cybersecurity requirements, and 
past cyber threat assessments from government 
organizations, international organizations, and industry 
journals. This paper uses comparative classification and 
thematic mapping to identify key divergences, overlaps, and 
potential military and civilian CTI frameworks integration. 

The analysis is divided into two parts. First, the military CTI 
frameworks, which include JP 3-12, AFI 14-133, Cyber  Kill 
Chain, Five Eyes Intelligence Sharing, and the Tallinn Manual, 
are contrasted with civilian equivalents such as ISO/IEC 
27035, MITRE ATT&CK, FS-ISAC, and  ENISA Threat 
Landscape Reports. These frameworks are sorted into four 
common principles: Threat Intelligence Sharing Standards, 
Incident  Response & Mitigation, Adversarial Threat 
Modeling, and Critical Infrastructure Protection. This 
classification identifies gaps and synergies in intelligence-
sharing structures, response mechanisms, and threat 
modeling approaches. 

Then, each framework is compared with these shared 
principles, which help determine the place of each 
framework in cyber defense. The study reviews how 
STIX/TAXII and NIST  800-150  are a clear and defined manner 
of sharing intelligence, how ISO 27035  (Civilian) and AFI 14-
133 (Military) are almost identical in incident response, and 
how  Cyber Kill Chain (Military) is the same as MITRE ATT&CK 
(Civilian)  in adversarial threat analysis. In addition, the 
comparison between CISA’s National Infrastructure 
Protection Plan  (Military) and NIST  800-82 (Civilian) reveals 
that the approaches to secure critical infrastructure are 
similar. 

The study further determines the barriers to unifying CTI 
in this classification, including differences in classification 
levels, policy restrictions, and intelligence dissemination 
methods. To address these gaps, this paper proposes a 
hybrid integration model that combines controlled 
intelligence-sharing mechanisms and AI-based automation 
for real-time threat correlation. The proposed model 
incorporates enhanced metadata extensions inspired by 

STIX-based frameworks to improve structured intelligence-
sharing. These enhancements introduce: 

• Granular security labels that align with military 
clearance levels and civilian compliance mandates 
(e.g., NATO classifications, GDPR, NIST 800-150). 

• AI-driven metadata correlation, allowing automated 
identification of cross-domain threats. 

• Federated intelligence-sharing controls enable 
selective disclosure of threat intelligence while 
maintaining operational security. 

By embedding these enhancements into our CTI 
integration model, we aim to provide a structured, dynamic 
and policy-aware intelligence-sharing approach that bridges 
military-civilian cybersecurity efforts. 

Because of the wide range of materials analyzed, only key 
references are directly cited, and the broader insights are 
synthesized into the findings. This ensures comprehensive 
coverage of authoritative perspectives while maintaining 
academic rigor and relevance. 

This study offers a systematic framework for bridging the 
military-civilian CTI  silos and building a more assertive 
national cybersecurity posture that is more adaptive and 
integrated. 

The AI-enhanced metadata tagging module used a 
lightweight federated learning model (FederatedLLM-v1) 
which was fine-tuned on 10,000 labeled STIX indicators from 
past campaigns. The model performs Named Entity 
Recognition (NER) to identify key entities such as malware 
names, threat actors, and campaign markers, and supports 
IOC correlation across STIX objects. This enables automation 
of adversary profiling and cross-sector threat linking, 
supporting real-time augmentation of intelligence inputs 
across classification layers (TS/SCI, TLP, ISO/IEC). Integration 
with the MISP platform allowed real-time threat ingestion 
and STIX object enrichment using the AI model’s inference 
engine. 

To ensure robustness and generalizability, we 
implemented a 5-fold cross-validation strategy. Each fold 
was tested on threat injection scenarios simulated in the 
MISP platform, and the model achieved a mean precision of 
0.91 with a standard deviation of ±0.02, and a 28% reduction 
in false positives compared to non-AI STIX tagging. These 
performance metrics were prioritized due to the asymmetric 
class balance in real-world CTI datasets, where true positives 
(validated threats) are rare, and reducing false alerts is 
critical for operational trust and analyst workload efficiency. 

Although the FederatedLLM-v1 architecture was fine-
tuned on labelled STIX indicators and validated with MISP-
simulated scenarios, the implementation remains at a 
prototype stage. The paper prioritizes architectural clarity 
over algorithmic specificity, with future work planned to 

https://doi.org/10.31436/ijpcc.v12i1.575


International Journal on Perceptive and Cognitive Computing (IJPCC)  Vol 12, Issue 1 (2026) 
https://doi.org/10.31436/ijpcc.v12i1.575  

 

41 

 

address deployment constraints, model drift, and 
adversarial robustness across real-world CTI infrastructures. 

IV. RESULT AND FINDINGS 

The proposed hybrid integration model was created by 
systematically comparing the existing military and civilian 
Cyber Threat Intelligence (CTI) frameworks. The following 
insights were gained from the comparison, which form the 
basis for assessing the feasibility of integration and 
validating the model. 

The evaluation of model performance required us to 
create a baseline scenario which replicated the manual IOC 
correlation workflows that DIBNet-Z systems use. The 
manual detection methods showed detection latency 
between 12–18 hours while producing many duplicate 
errors. The AI-enhanced hybrid STIX model achieved a 7.4-
hour average detection latency while improving correlation 
accuracy by 37%. Our approach demonstrates superior 
practical benefits compared to traditional systems based on 
this comparison. 

A. Comparative Analysis of Military and Civilian Cyber Threat 
Intelligence Frameworks (2020-2025). 

The evaluation of integration feasibility involved 
analyzing military and civilian Cyber Threat Intelligence (CTI) 
frameworks developed from 2020 to 2025 against four core 
operational principles: Threat Intelligence Sharing 
Standards, Incident Response & Mitigation, Adversarial 
Threat Modeling, and Critical Infrastructure Protection. 

The assessment results demonstrate both structural 
synergies and strategic asymmetries between domains, 
which reveal integration possibilities and persistent 
fundamental gaps. 

STIX/TAXII serves as the standard protocol for machine-
readable intelligence exchange among both military and 
civilian sectors. The military sector faces limitations from 
TS/SCI classification requirements and OPSEC control 
restrictions but civilian platforms FS-ISAC and MISP focus on 
open sharing and transparency. The difference between 
these systems creates immediate challenges for real-time 
system interoperability. 

The analysis of adversarial modeling serves as a key point 
for convergence. The D3FEND hybrid approach links Cyber 
Kill Chain phases with specific MITRE ATT&CK techniques to 
enable unified threat actor profiling. Military CTI focuses on 
APTs and national command infrastructure (C2, DIB) but 
civilian frameworks concentrate on ransomware and 
financial threats and ICS resilience. 

The existing legal differences between military and 
civilian CTI operations make these problems worse. Military 
CTI follows LOAC and compartmentalized doctrines (e.g., JP 
3-12, ICD 203) while civilian standards follow GDPR/NIS2 
compliance and mandatory disclosure. The conflicting 

mandates between these standards create obstacles to data 
fusion operations and prolong the process of threat 
attribution. 

The military sector uses kinetic and electronic warfare 
strategies (AFI 14-133) for responses but civilian sectors use 
legal and insurance methods together with reputational 
mitigation. The 200+ technique-based profiles of ATT&CK 
provide more detailed threat analysis than the seven-phase 
Cyber Kill Chain thus enabling civilian models to handle 
contemporary threats with greater precision. 

The analysis reveals common principles between the two 
approaches while presenting a hybrid CTI model as a 
solution to connect them in the following section. A unified 
national cybersecurity posture would emerge from this 
model through the combination of structured classification-
aware sharing and AI-based threat correlation and joint 
playbooks which respect both security requirements and 
civilian openness. 

B. Bridging Military and Civilian Cyber Threat Intelligence 
Frameworks: A Unified Approach for Enhanced 
Cybersecurity 

This study looks at military and civilian Cyber Threat 
Intelligence (CTI) frameworks from 2020-2025, reveals a 
problem of unity, and suggests a hybrid integration solution. 
Examining 18 frameworks against Threat Intelligence 
Sharing Standards, Incident Response & Mitigation, 
Adversarial Threat Modeling, and Critical Infrastructure 
Protection, the research identifies the persistent gaps in 
classification interoperability, legal asymmetries, and 
adversarial prioritization. 

A major issue regarding intelligence sharing can be 
attributed to the discrepancy in the classification of 
information and opposing regulatory standards.  As 
highlighted in Section 2.F, current military structures 
enforce very strict operational compartmentation, while 
civilian structures are prone to transparency compliance 
regulations such as GDPR and  NIS2.  To address these 
constraints, the suggested hybrid integration model takes 
advantage of STIX  3.0, a structured intelligence exchange 
format for real-time classification-aware data exchange, and 
threat correlation enabled by AI to assist in the automation 
of the detection of attack indicators in civilian and military  
CTI datasets and to avoid duplication of intelligence. 

To overcome these challenges, a hybrid integration 
model is suggested to incorporate controlled intelligence-
sharing mechanisms, Artificial Intelligence (AI) automation, 
and unified playbooks. Regarding the difficulties in 
evaluating CTI standards [58], the proposed amendments to 
STIX 3.0 are expected to address the interoperability issues 
and facilitate the information exchange between the 
military and civilian environments. Secure cross-domain 
intelligence flows are enabled by STIX 3.0 extensions with 
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classification-aware metadata, while federated learning 
techniques enhance real-time threat correlation without 
data exposure. Adversarial tracking is enhanced by the 
automation of AI, entity recognition, and predictive 
analytics from Large Language Model (LLM)s, which are 
linked to Cyber Kill Chain phases and MITRE ATT&CK 
techniques. Joint NATO-EU exercises and integration of 
Defend Against Malicious Operations (DAMO) with National 
Institute of Standard and Technology (NIST) risk scoring also 
provide standardized response protocols for both the 
military and civilian sectors. 

This framework enhances national cybersecurity by 
enhancing the intelligence sharing process, which in turn 
enhances the speed  of detecting threats by 37%, reduces the 
time of response cross-sector by 45%, and reduces the 
intelligence blind spot by 50%, as depicted by the 
SolarWinds, Colonial Pipeline and Ukraine cyberwar case 
studies. These improvements are based on a quantitative 
analysis of previous cyber incidents for which late 
intelligence information resulted in an extended period of 
threat exposure. We evaluated the reduction in response 
time through:     

• Historical attack modeling: Applying STIX 3.0 
enhancements retrospectively to the SolarWinds 
attack of  2020 and the Colonial Pipeline attack of 2021 
revealed that federated STIX feeds could have sped 
up the detection of APT by 52%.         

• Threat correlation simulations: Reduced false 
positives by  28% and improved military-civilian 
attribution alignment by 40% through AI-enhanced 
STIX  3.0 Indicator of Compromise (IOC) correlation.         

• Incident response optimization: Simulated NATO-EU 
cyber exercises indicated that integrating Zero Trust 
with role-based STIX metadata decreased 
unauthorized access attempts by 30%.     

The performance enhancements which include 37% faster 
detection and 45% response gains originate from simulated 
retrospective analysis of documented campaigns. The 
reported statistics need interpretation as directional 
indicators because they require operational-scale validation 
to become definitive. The STIX 3.0 adoption remains in its 
early stages while its metadata extensions need 
standardization across the community before they can be 
field-tested. 

These results support the feasibility of our proposed 
hybrid model for real-life cyber defense coordination and its 
potential to enhance coordination based on the findings. 
The model also guarantees that there is a good interface 
between the military and civilian intelligence silos to develop 
a more adaptive and collaborative cyber defense posture in 
the face of new threats.     

This study proposes a hybrid CTI framework to improve 
cross-sector intelligence collaboration while maintaining 
security and operational confidentiality by overcoming 
classification issues, legal issues, and threat modeling gaps. 
The model enhances the real-time detection of threats, the 
efficiency of incident response, and the overall resilience of 
the military and civilian domains, strengthening the national 
cyber defense posture against dynamic cyber threats. 

C. Metadata Extension as a Future Standard 

As a starting point for CTI exchange, STIX 2.1 is good, but 
the lack of effective classification-aware intelligence sharing 
between the military and civilian sectors is a significant 
limitation. This paper proposes improved STIX metadata 
extensions as a research-informed way of addressing these 
challenges and as a basis for future work.   

Although STIX 2.1 is widely adopted, its limited 
classification granularity and lack of AI integration 
significantly limit its ability to bridge the gap between 
military and civilian CTI. An anticipated evolution, STIX 3.0 
introduces multi-tiered classification fields, federated 
intelligence-sharing mechanisms, and AI-powered metadata 
enrichment, which means that structured and classification-
aware threat intelligence can be shared. [59], [60]. 

To explain the technical feasibility of the proposed STIX 
3.0 enhancements, we suggest a conceptual metadata 
schema as on Listing 1, which supports classification-aware 
tagging, hierarchical access control, and AI-based 
intelligence correlation from other sources. Unlike STIX 2.1, 
which does not have multi-tiered classification fields, the 
STIX 3.0 model proposed here: 

• Introduces granular classification labels (NATO 
restricted, TS/SCI, GDPR compliant) for cross-domain 
intelligence sharing;  

• Federated intelligence sharing policies that can 
incorporate military OpSec constraints with civilian 
breach disclosure mandates;  

• and machine-readable AI integration hooks that 
enable LLMs and automated cyber defense models to 
consume STIX objects for real-time threat correlation. 

 

  { 
  "type": "indicator", 
  "id": "indicator--a1b2c3d4", 
  "spec_version": "3.0", 
  "created": "2025-02-
20T12:34:56Z", 
  "modified": "2025-02-
20T12:34:56Z", 
  "labels": ["malware", "APT28"], 
  "classification": { 
    "level": "TS/SCI", 
    "access_control": ["Five Eyes", 
"NATO", "CISA"] 
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  }, 
  "ai_correlation": { 
    "model": "FederatedLLM-v1", 
    "threat_score": 87, 
    "correlated_IOCs": ["ip-
198.51.100.1", "file-hash-
abcdef123456"] 
  } 
} 

 

LISTING 1 
EXAMPLE OF STIX 3.0 INDICATOR OBJECT WITH CLASSIFICATION-AWARE 

METADATA AND AI THREAT CORRELATION  

This metadata enhancement enables selective disclosure 
of military and civilian CTI frameworks’ dynamic 
classification control without violating the GDPR or military 
OPSEC rules.  

This follows from current work to improve STIX for more 
complex pattern representation [61] and our proposed 
metadata schema has extra fields to identify many types of 
threats. As such, our proposed metadata schema increases 
the richness and specificity of shared intelligence by 
capturing threat attributes in multiple facets. However, the 
standardization of these metadata enhancements will 
require: 

• To build collaboration between the military, civilian 
and regulatory sectors to develop metadata 
classification structures.   

• In real-world testing, ensure that the multi-tiered 
access control mechanisms work as planned in 
different operational settings.  

• Integration with the AI and Zero Trust architectures 
to enhance the automated threat correlation and 
response mechanisms. 

Future work should instead concentrate on developing 
structured metadata protocols that enable trust-based CTI 
fusion between the national security and civilian cyber 
defense ecosystems. 

D. Strategic Recommendation 

Addressing classification restrictions and legal imbalances 
is essential to properly integrate cross-sector Cyber Threat 
Intelligence. As discussed in Section 2.F, policy 
harmonization is critical to aligning the military security 
protocols with GDPR-compliant disclosure criteria for 
effective and secure intelligence sharing.   

From a technological point of view, zero trust overlays 
should be deployed with an AI-driven Tactic, Techniques and 
Procedures (TTP) correlation to enable secure intelligence 
sharing between the Department of Defense (DoD) and 
critical infrastructure sectors. The proposed hybrid CTI 
model can also use AI-driven intelligence fusion, 
incorporating federated learning techniques into threat 

attribution models. Integration of Zero  Trust security 
ensures that no single entity has unrestricted access to 
sensitive threat intelligence, thereby reducing insider 
threats and data exfiltration risks. 

• Federated Learning in CTI: Threat correlation AI-
driven models (e.g., LLM-based IOC prediction) can 
autonomously identify patterns on military and 
civilian datasets without compromising operational 
security.  

• STIX 3.0 AI Hooks: Predictive analytics are embedded 
within STIX objects, enabling AI systems to assign 
dynamic risk scores and suggest countermeasures in 
real-time.   

• Zero Trust Architecture (ZTA) Enhancements: As 
demonstrated in Listing 2, the combination of STIX 
3.0 metadata with ZTA policies enforces restricted 
visibility according to role-based access control 
(RBAC), reducing the likelihood of intelligence 
misuse.  

 

  { 
  "type": "indicator", 
  "id": "indicator--xyz789", 
  "threat_actor": "APT29", 
  "ai_analysis": { 
    "confidence_score": 92, 
    "predicted_tactics": ["Initial 
Access", "Privilege Escalation"], 
    "zero_trust_compliance": 
"Restricted Access" 
  } 
} 

 

 

LISTING 2 
AI-AUGMENTED STIX 3.0 THREAT ACTOR PROFILE WITH ZERO TRUST 

COMPLIANT TAGS 

This is different from basic CTI, where analysis of IOC is 
done manually; threat intelligence is enhanced by AI to 
reduce false positives, detect threats faster, and improve 
adversary tracking. Threat intelligence is enhanced by AI in a 
way that it can reduce false positives, detect threats faster 
and improve adversary tracking unlike traditional CTI. 
FederatedLLM-v1, a proposed intelligence model driven by 
AI [62], [63]. 

This model guarantees that threat intelligence is 
structured and enriched with context through AI to enhance 
the response time of military and civilian cybersecurity 
operations. In line with the latest studies suggesting the 
incorporation of AI into CTI pipelines [62], our framework 
has adopted machine learning algorithms to perform 
automated threat detection and analysis of the data, 
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thereby enhancing the work of human analysts and 
decreasing the time of response.  

Furthermore, CISA AIS expansion to support TS/SCI 
metadata tagging via quantum-resistant encryption would 
enhance real-time threat intelligence sharing. Structural 
changes should involve establishing Critical Infrastructure 
Protection (CIP) Fusion Cells, which would integrate military 
intelligence of Joint Task Force (JTF)-ARES with the ENISA 
threat feeds to increase situational understanding and 
response integration. In addition, hybrid CTI analysts should 
be trained in both the Cyber Kill Chain and MITRE ATT&CK 
frameworks to strengthen cyber threat attribution and 
mitigation capabilities. These measures will enhance the 
national cybersecurity posture and eradicate differences 
between the military and civilian intelligence communities. 

V. CONCLUSIONS 

This study identifies the major impediments to the 
integration of Cyber Threat Intelligence (CTI) across the 
military and civilian environments, which include problems 
in classification levels, legal tolerances and asymmetries, 
and adversarial prioritization gaps. A hybrid integration 
model is proposed to address these divides, which involves 
controlled intelligence-sharing mechanisms, automation 
with the help of artificial intelligence, and integrated 
response playbooks.  This approach improves cross-domain 
threat correlation while maintaining security and 
operational confidentiality by using STIX 3.0 metadata 
extensions, federated learning, and zero-trust architecture. 
The policies for policy harmonization, such as GDPR-LOAC 
interoperability guidelines and NIS2 compliance mandates, 
enable smooth intelligence information sharing between 
the two worlds of defense and civilian cybersecurity.   

The proposed hybrid CTI model provides a solution to the 
problems of managing intelligence information and serves 
as a starting point for developing adaptive cyber defense. To 
ensure practical implementation, further validation is 
needed through controlled pilot programs, government–
private sector collaborations, and real-world testing of AI-
driven correlation techniques. While initial results from 
simulations are promising, the model has not yet been 
operationalized at national scale. Thus, its impact remains 
prospective and contingent on future institutional adoption. 
The framework remains consistent with the adaptive cyber 
defense paradigm, aligning with the evolving needs of cross-
sector intelligence strategies.  

Although this framework can be used to develop an 
integrated national cybersecurity posture, its effectiveness 
must be tested in real-world simulations and case studies. 
However, future research should also focus on developing 
AI-based real-time threat prediction models that can predict 
adversarial campaigns before they are launched. Also, 

integrating quantum-resistant encryption into STIX 3.0 for 
metadata sharing could reduce the risk of interception in 
cross-jurisdictional intelligence exchange.  Last, NATO-EU 
joint exercises should be conducted to test the Hybrid CTI 
Model at scale in realistic cyber warfare conditions. These 
advancements will define the next frontier of cyber 
resilience and will make sure that both military and civilian 
CTI are reactive and proactive in facing emerging threats. 

The main contribution of this research combines AI-
enhanced metadata processing with federated intelligence 
workflows and cross-sector policy harmonization to create 
a unified CTI framework. The model will function as a 
reference for operational deployments when STIX 3.0 and 
federated learning reach maturity. The model requires 
further validation through real-time multinational threat-
sharing environments such as NATO-EU simulation testbeds. 
The future research will enhance the interpretability of the 
AI model and improve STIX schema adaptability under zero-
trust constraints. 
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Abstract— History education often relies on static text and images, offering limited opportunities for 
experiential learning about complex historical events. This study addresses this gap by designing and 
examining an immersive 3D stereoscopic simulation game centered on the 1937 Hindenburg disaster. The 
objectives were: (i) to model a historically informed 3D replica of the Hindenburg environment, (ii) to develop 
an interactive gameplay experience that situates players within the unfolding event, and (iii) to conduct a 
pilot evaluation of usability and perceived educational value. The game was developed using Blender for 
asset creation and Unreal Engine 5 for implementation, following an iterative pipeline of pre-production, 
production, and post-production. A toggleable stereoscopic mode was integrated to enhance depth 
perception and immersion. The pilot evaluation was conducted with four participants using functional 
testing and user-acceptance feedback. Results indicated that users found the application easy to navigate, 
immersive, and supportive of understanding the sequence and context of the disaster, while also identifying 
areas for improvement such as clearer guidance and expanded interaction features. These findings provide 
preliminary evidence that stereoscopic serious games can serve as promising supplementary tools for 
historical learning and motivate future refinement and larger-scale empirical evaluation. 

 
Keywords— serious games, stereoscopic 3D, historical simulation, immersive learning, game-based learning, 
pilot evaluation. 

 

I. INTRODUCTION 

History education often relies on static text, images, and 
teacher-centered delivery, which limits students’ ability to 
visualize events, empathize with historical actors, and 
understand causal relationships. Interactive digital 
environments and serious games, however, have shown 
potential to transform historical learning from passive 
“learning about” to active “learning through experience,” 
allowing learners to explore events, contexts, and 
consequences dynamically. The Hindenburg disaster of 1937 
– a catastrophic accident that claimed 35 lives and ended the 
era of hydrogen-filled passenger airships –  remains an 
important yet comparatively under-represented topic in 
public awareness and educational media when compared, 
for example, to the Titanic [1]. 

Prior work has demonstrated that simulation and game-
based learning can improve motivation, immersion, and 
conceptual understanding in history education. Studies on 
historical strategy and role-playing games report increased 
engagement, critical thinking, and perspective-taking when 

learners interact with reconstructed historical environments 
rather than simply reading about them. Meanwhile, modern 
simulation games such as Microsoft Flight Simulator and 
Stormworks illustrate how realism, interactivity, and 
physics-based systems can meaningfully support 
experiential learning. However, few existing studies explore 
the use of stereoscopic 3D environments specifically for 
historical reenactment, particularly those combining 
narrative decision-making, immersive perspectives, and 
historically grounded reconstruction. 

This study addresses that gap by proposing a 3D 
stereoscopic simulation game centered on the Hindenburg 
disaster. The primary aim is to recreate the historical event 
through an immersive stereoscopic view, enabling users to 
explore the airship environment and understand the 
sequence of events leading to the tragedy. The specific 
objectives of this work are: 

1)  to design a 3D replica of the Hindenburg airship based 
on historical references 
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2)  to develop an interactive gameplay experience that 
situates users within the disaster scenario; and:   

3)  to conduct usability-oriented user testing to examine 
navigation, immersion, and perceived educational value. 

The main contributions of this work are threefold. First, it 
presents a practical design framework for integrating 
stereoscopic 3D technology into a serious historical game. 
Second, it demonstrates a prototype that translates 
historical narrative elements into interactive first-person 
gameplay. Third, it provides preliminary user-testing insights 
regarding usability, immersion, and learning perception, 
informing future development of stereoscopic educational 
simulations. 

The remainder of this paper is organized as follows. 
Section II reviews related work on simulation games, 
historical learning, and stereoscopic environments. Section 
III describes the methodology and development approach, 
including asset modeling and gameplay design. Section IV 
details implementation procedure. Section V presents 
results and user feedback. Section VI concludes the paper 
and outlines directions for future work. 

II. LITERATURE REVIEW 

A. Game-Based Learning and Historical Understanding 

Existing research consistently shows that game-based 
learning can shift history learning from passive recall to 
active meaning-making. Strategy and role-playing games 
allow learners to experiment with multiperspectivity, 
causality, and “what-if” scenarios, encouraging them to 
reason about historical events as dynamic systems rather 
than fixed narratives [2]-[3]. Studies further report increases 
in motivation, immersion, and historical empathy when 
learners interact with simulated historical environments 
rather than relying solely on texts or lectures [4]-[5]. 

B. Immersion, Interactivity, and Engagement 

Simulation games such as Microsoft Flight Simulator and 
Stormworks: Build and Rescue demonstrate how realism, 
physics-based mechanics, and open-ended problem-solving 
can support experiential learning. Meanwhile, titles such as 
Portal (in stereoscopic configurations) illustrate the value of 
depth perception and spatial interaction in puzzle-based 
environments. Collectively, these works suggest that 
immersion and meaningful interaction are key to sustaining 
engagement and supporting deeper cognitive processing. 

Table I maps key features observed in reference games to 
the design of our proposed system. Microsoft Flight 
Simulator contributes principles of realism and 
environmental authenticity [6]; Stormworks informs 
interactivity through physics-driven tasks [7]; Portal 
demonstrates depth-driven immersion and puzzle-based 

engagement [8]; and Titanic: Fall of a Legend highlights 
historically grounded storytelling [9]. These elements were 
selectively adapted not as direct replications, but as design 
heuristics guiding how realism, interactivity, narrative 
structure, and stereoscopic depth could be integrated into a 
unified educational simulation. 

TABLE I 
GAME FEATURES ADAPTATION MATRIX 

Feature / 
Game 

Graphics Interactivity Storytelling Stereoscopic 

Microsoft 
Flight 
Simulator 

✓ ✓   

Stormworks  ✓   

Portal (3D) ✓ ✓ ✓ ✓ 

Titanic: Fall 
of a Legend 

✓ ✓ ✓  

C. Historical Simulation and Narrative Experience 

Historical exploration games, including Titanic: Fall of a 
Legend, show how reconstructed environments and 
narrative progression can help players connect emotionally 
with past events. However, many such systems rely on 
monoscopic visuals and largely linear storytelling, offering 
limited embodied experience or decision-based exploration. 

D. Identified Gap and Design Rationale 

While prior studies support the educational value of 
serious games, few works explicitly combine: 

(i) historically grounded environments, 
(ii) interactive narrative branching, and 
(iii) stereoscopic 3D immersion [3]-[5], [10]. 
This gap shapes the design rationale of the Hindenburg 

simulation, which integrates first-person perspective, 
decision-based interaction, and stereoscopic depth to 
encourage users to reason about events while experiencing 
them from within the scenario. The review therefore 
establishes the foundation for our design choices: realism 
and interactivity to promote engagement, narrative framing 
to support understanding, and stereoscopic rendering to 
amplify immersion and presence. 

III. METHODOLOGY 

This project followed a structured three-phase game-
development pipeline consisting of pre-production, 
production, and post-production activities (Fig. 1). This 
structure ensured systematic planning, technically 
grounded implementation, and iterative refinement aligned 
with the project objectives. 
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Fig. 1  Overall development methodology 

A. Pre-Production 

The pre-production phase focused on understanding user 
expectations and defining design requirements. A short 
online survey (n = 22) was distributed to undergraduate 
students via Google Forms. The survey consisted of multiple-
choice questions covering: 

i. prior experience with simulation and historical 
games, 

ii. interest level in history-focused gameplay, 
iii. perceived usefulness of immersive 3D 

environments for learning, and 
iv. willingness to use stereoscopic 3D features. 

Results indicated strong interest in historical simulations 
(95.5%) and positive attitudes toward stereoscopic viewing 
(72.7%), supporting the decision to proceed with an 
immersive, narrative-driven design. These findings were 
used to refine gameplay scope, interaction complexity, and 
visual presentation. 

Narrative elements, character roles, and scene layouts 
were storyboarded using Adobe Fresco. Assets, 
environments, and interaction flows were defined at this 
stage to ensure coherence between educational intent and 
gameplay elements. 

B. Production 

During the production phase, all 3D models – including 
characters, interior furnishings, and the Zeppelin structure – 
were created in Blender and textured for visual realism. 
Characters included four roles (Passenger, Ship Crew, 
Engineer, and Bystander) designed according to 1930s 
references [11]. Models were rigged and exported to Unreal 
Engine 5. 

Within Unreal Engine, one complete storyline from the 
passenger perspective was implemented. Core mechanics 
included first-person navigation, object interaction, 
triggered dialogue, and scripted event sequences. A 

stereoscopic system was developed using blueprint scripts 
enabling toggling between normal and stereoscopic mode, 
adjusting field-of-view, and saving player preferences. 

C. Post-Production 

The post-production phase focused on testing and 
evaluation. Functional testing ensured correct navigation, 
interaction behavior, and stability across scenes. User 
acceptance testing was conducted with four participants 
from mixed technical backgrounds. Participants were asked 
to complete a guided gameplay session and provide 
feedback on ease of navigation, clarity of content, 
immersion, and perceived educational value. 

Observations and questionnaire responses were analyzed 
descriptively. Feedback highlighted strengths in realism and 
immersion, while suggesting clearer tutorials and extended 
interactive content. 

D. Narrative Structure 

The system was designed to support dual perspectives: a 
passenger attempting to escape the disaster and a 
bystander assisting in rescue coordination. Although only 
the passenger storyline was fully implemented due to scope 
constraints, both perspectives were planned to encourage 
critical reflection on different lived experiences of the same 
historical event. 

IV. IMPLEMENTATION 

A. Application Architecture and Development Framework 

The system was implemented as an immersive 
educational simulation structured around three tightly 
integrated layers: content creation, interaction and 
narrative control, and stereoscopic presentation. This 
architecture ensures that historical fidelity, player agency, 
and perceptual immersion work together to support 
experiential learning. 

Blender was used to construct historically grounded 
three-dimensional assets, including the airship interior, 
environmental props, and character models (Fig. 2 – Fig. 4). 
These assets form the spatial and visual context that allows 
users to explore the Hindenburg as a lived environment 
rather than a static reconstruction. Unreal Engine 5 served 
as the primary runtime platform, managing real-time 
rendering, interaction logic, and stereoscopic visualization. 
Adobe After Effects was employed to create cinematic 
sequences and animated overlays that introduce historical 
context and support narrative flow. 

The use of this three-tool pipeline was intentional: 
Blender provides modeling accuracy and flexibility, Unreal 
Engine enables interactive and immersive simulation, and 
After Effects allows controlled narrative framing. Together, 
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they support both technical realism and pedagogical clarity, 
which are essential for serious games in historical education. 

 

 
Fig. 2  Chair models 

 
Fig. 3  The passenger model 

 
Fig. 4  Zeppelin airship model 

B. Interactive and Narrative Design 

Player interaction was designed to promote agency, 
engagement, and causal reasoning, which are core to 
experiential learning. Within Unreal Engine, blueprints were 
used to implement movement, object interaction, triggered 
events, and environmental navigation. These mechanics 
allow players to actively explore the airship, respond to 
hazards, and progress through the unfolding disaster 
scenario. 

The game was structured around a first-person 
perspective to enhance embodiment and situational 
awareness. Although the full dual-perspective design 
(passenger and bystander) was planned, the passenger 

storyline was fully implemented and used for evaluation. 
This perspective places players inside the airship, where they 
must navigate physical space and make decisions under time 
pressure, reinforcing the cognitive and emotional 
dimensions of the historical event. 

C. Stereoscopic Rendering and Usability Design 

A key feature of the system is its toggleable stereoscopic 
3D mode, which enhances depth perception and spatial 
realism. Unreal Engine renders dual viewpoints 
corresponding to the left and right eyes, producing a three-
dimensional visual experience when viewed with 
compatible 3D glasses. 

To balance immersion with comfort and accessibility, 
several usability-oriented features were implemented: 

• Adjustable field-of-view (FOV) allows users to 
modify perspective to reduce eye strain and 
improve visual comfort (Fig. 5). 

• Toggleable stereoscopic mode enables users to 
switch between stereoscopic and standard 
rendering depending on preference or hardware 
capability (Fig. 6). 

• Persistent settings allow stereoscopic preferences 
to be saved and loaded across sessions, preventing 
repetitive reconfiguration. 

These features ensure that immersion does not come at 
the expense of usability, which is especially important in 
educational contexts where cognitive load must be carefully 
managed. 

 

 
Fig. 5  Blueprint for the FOV slider adjustment 

 
Fig. 6  On and off blueprint for the stereoscopic option 

D. Media Integration and Scene Composition 

To support narrative comprehension and historical 
context, 2D and 3D media elements were integrated into the 
gameplay experience. Adobe After Effects was used to 
create animated sequences such as the Hindenburg 
introduction, location reveal, and newspaper highlights (Fig. 
7 – Fig. 8). These scenes provide historical framing before 
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and during gameplay, guiding players’ understanding of the 
event. 

 
Fig. 7  Introduction to Hindenburg composition 

 
Fig. 8  The Hindenburg disaster newspaper highlight [12] 

 
Fig. 9  Passenger lounge 

 
Fig. 10  Smoking room 

 

Within Unreal Engine, 3D environments – including 
passenger lounges, smoking rooms, and airship interiors – 
were assembled with lighting, textures, and physics effects 
to simulate the atmosphere of the 1930s Zeppelin (Fig. 9 – 
Fig. 10). These environments serve not merely as visual 
backdrops but as interactive learning spaces in which 
players observe, navigate, and react to unfolding events. 

E. Audio and Multimodal Integration 

Audio was treated as a critical component of immersion 
and learning. Ambient sounds, environmental effects, and 
era-appropriate music were layered to create a believable 
soundscape. Narration was generated using AI-based text-
to-speech tools (ElevenLabs and TTSMaker) and 
synchronized with cutscenes and gameplay to reinforce 
storytelling and guide attention. 

The coordinated integration of audio, visual, and 
interactive elements creates a multimodal learning 
environment in which users process historical information 
through sight, sound, and action rather than through text 
alone. 

V. TESTING AND EVALUATION 

This evaluation was conducted as a pilot study to assess 
system functionality, usability, and perceived educational 
value prior to any large-scale deployment. The objective was 
not to establish statistically generalizable learning outcomes, 
but to determine whether the system operates as intended, 
provides a coherent user experience, and supports 
immersive engagement with historical content. 

The testing activities were structured into four 
complementary components. 

A. Functional Validation 

Core interface elements, including navigation controls, 
menu systems, and character selection features, were 
tested to ensure reliable and intuitive operation. Particular 
attention was given to primary interaction elements such as 
the Play button, avatar selection screen, and in-game 
prompts to confirm that users could progress through the 
application without confusion or error. 

B. Multimedia Synchronization 

The application’s audiovisual components were 
evaluated to ensure smooth playback and correct 
synchronization between video, audio, and stereoscopic 
rendering. This included verification of cutscene timing, 
narration alignment, and responsiveness of stereoscopic 
adjustments, ensuring that multimedia elements did not 
disrupt immersion or comprehension. 
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C. Gameplay Mechanics 

Player movement, object interaction, and environmental 
triggers were tested to confirm accurate system response to 
user input. These tests ensured that navigation within the 
airship, interaction with key objects, and progression 
through scripted events functioned consistently and as 
designed. 

D. Immersive Experience and Visual Fidelity 

Immersion was evaluated by examining the stability and 
consistency of stereoscopic 3D rendering across different 
scenes and gameplay states. Loading accuracy, depth 
perception, and persistence of user-defined stereoscopic 
settings were verified to ensure that the immersive 
experience remained coherent throughout gameplay. 

E. Pilot User Evaluation 

User acceptance testing was conducted with four 
participants from mixed backgrounds (three students and 
one engineer). Participants completed a guided gameplay 
session followed by structured feedback on navigation, 
content clarity, immersion, and overall experience. A test 
plan covering navigation, multimedia playback, gameplay 
mechanics, and stereoscopic functionality was executed, 
with all core system functions achieving a 100% pass rate (Fig. 
11). 

 

 
Fig. 11  Screenshot of selected functional test cases 

Although the sample size was limited, the pilot provided 
valuable insight into usability and perceived learning value. 
Participants reported high levels of immersion and generally 
strong understanding of the historical content, while also 
identifying areas for refinement. Suggested enhancements 
included clearer onboarding and tutorials, richer gameplay 

mechanics for experienced users, and expanded 
stereoscopic features, as summarized in Table II. 

 

TABLE III 
SUMMARY OF PARTICIPANT FEEDBACK 

Participant 
Background 

Ease of 
Navigation 

Understanding 
of Content 

Key 
Suggestion 

BIT Student 
(Novice 
Gamer) 

Excellent Good None 

Engineer 
(Hardcore 
Gamer) 

Excellent Excellent Add 
advanced 
gameplay 
mechanics 

BIT Student 
(Novice 
Gamer) 

Good Good Simpler 
tutorial 
needed 

BIT Student 
(Gamer) 

Excellent Excellent Expand 
stereoscopic 
features 

VI. CONCLUSION 

This study presented the design, implementation, and 
pilot evaluation of a 3D stereoscopic simulation game for 
historical education, using the Hindenburg disaster as a case 
study. The results of the pilot study indicate that immersive, 
interactive environments have strong potential to support 
historical understanding by allowing learners to experience 
events from within a reconstructed context rather than 
through static representations alone. Participants reported 
high levels of engagement, clear navigation, and meaningful 
interaction with the historical content, suggesting that the 
system provides a viable foundation for experiential history 
learning. 

Rather than making definitive claims about learning 
effectiveness, this work contributes a proof-of-concept 
demonstrating how stereoscopic rendering, narrative-
driven gameplay, and first-person interaction can be 
integrated into a serious game for history education. The 
findings from the pilot study offer early evidence that such 
systems are usable, immersive, and educationally promising, 
while also identifying practical areas for refinement. 

Despite its successful implementation of a fully 
functional passenger-level experience and stereoscopic 
system, the project was constrained by hardware limitations 
and the complexity of Unreal Engine 5, which restricted the 
completion of the planned bystander perspective and 
limited the depth of visual effects. 

Future work will therefore focus on: 

• completing the bystander perspective to support 
multi-viewpoint historical reasoning; 
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• refining stereoscopic rendering for greater visual 
comfort and depth perception; 

• optimizing performance for a wider range of devices, 
including mobile platforms; and 

• replacing placeholder assets with custom-designed 
models to improve visual coherence and historical 
authenticity. 

Overall, this pilot study establishes a solid technical and 
pedagogical foundation for future large-scale evaluation of 
stereoscopic serious games as tools for immersive historical 
learning. 
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Abstract—Brain tumor detection is essential for timely diagnosis, early intervention, and effective treatment 
planning. With advancements in artificial intelligence (AI), deep learning methods have emerged as powerful 
tools in medical imaging, offering automated, consistent, and efficient detection of brain abnormalities. 
However, achieving clinically reliable performance requires models that can accurately differentiate 
between tumor and non-tumor cases. This paper investigates and compares the performance of two deep 
learning models which are a lightweight Convolutional Neural Network (CNN) and the You Only Look Once 
(YOLO) YOLOv8 model for brain tumor classification in resource-constrained setting. Both models were 
trained and evaluated using the BR35H dataset, which comprises 3,000 MRI scans categorized into tumor 
and non-tumor classes. The performance of the models are evaluated using accuracy, precision, recall, F1-
score as well as inference time supplemented by confusion matrix, ROC analysis and Grad-CAM visualizations 
to assess class-wise prediction performance. The experimental results indicate that YOLOv8 demonstrated 
high predictions across both tumor and non-tumor categories. YOLOv8 outperformed the CNN, achieving an 
accuracy of 0.998, precision of 0.997, recall of 1.00, and an F1-score of 0.998. However, only a minimal 
difference was observed in the inference time per image between YOLOv8 and the CNN, with YOLOv8 being 
slower by just 10.6 ms. Finally, the results demonstrate YOLOv8’s robustness and reliability for early tumor 
detection, a critical factor in preventing diagnostic delays. The findings further highlight YOLOv8’s suitability 
for integration into clinical decision-support systems, particularly in resource-constrained environments 
where accurate and fast automated diagnosis can significantly enhance patient care. 

 

 
Keywords— deep learning, CNN, YOLO, Brain tumor, detection 

 

I. INTRODUCTION 

Brain tumors remain a critical global health concern, and 
early diagnosis is essential for improving treatment 
outcomes and patient survival. Magnetic Resonance 
Imaging (MRI) is the most widely used modality for 
detecting brain abnormalities due to its high contrast 
resolution and non-invasive nature. MRI is the standard non-
invasive imaging modality for identifying brain tumors due 
to its superior soft tissue contrast and high-resolution 
capabilities, which allow clinicians to visualize tumor 
morphology, size and location. However, in many clinical 
settings, particularly in developing countries, the number of 
trained radiologists or experts is insufficient to meet the 
increasing demand for diagnostic imaging[1][2]. This 
shortage contributes to a heavy workload and prolongs the 
detection process, as manual interpretation of MRI scans is 
inherently time-consuming, potentially causing delays in 
intervention and treatment planning. Brain tumors are 

among the most life-threatening neurological disorders 
worldwide, often requiring prompt and accurate diagnosis 
to guide effective treatment and improve patient 
outcomes[3][4][5]. Consequently, brain tumor detection 
and classification using MRI scans are critical tasks in medical 
diagnostics, significantly influencing patient outcomes 
through timely and precise diagnosis. 

Advancements in deep learning, particularly 
Convolutional Neural Networks (CNNs) and You Only Look 
Once (YOLO) frameworks, have revolutionized the field of 
medical image analysis, offering promising solutions for the 
automated detection and classification of brain 
tumors[6][7][8][9][10]. CNNs are the deep learning models 
designed to process and analyze visual data. The model 
excels in tasks such as object detection, image 
segmentation, and classification by automatically learning 
hierarchical features from the input images. CNNs have been 
widely used in brain tumor detection due to their ability to 
accurately identify and segment tumor regions in MRI 
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scans[7][11]. On the other hand, YOLO is an object detection 
framework designed to perform both localization and 
classification within a single unified architecture, enabling 
the model not only to identify the presence of a tumor but 
also to precisely localize its region within an MRI slice. Its 
deeper and optimized architecture enhances feature 
representation, improving sensitivity to subtle tumor 
boundaries and small-scale abnormalities.  

Given the urgent need for accurate and timely tumor 
detection to improve treatment outcomes and survival rates, 
this research investigates the detection performance of 
these two CNN and YOLO models for brain tumor 
classification. Experiments were conducted using the BR35H 
brain tumor MRI dataset to evaluate both a lightweight CNN 
and the YOLOv8 model. YOLOv8 was selected for its 
advanced feature extraction and robust detection 
capabilities, while the lightweight CNN serves as a baseline 
due to its simplicity and controlled architectural design. By 
comparing these two models, the research provides a 
focused analysis of performance, robustness and clinical 
applicability, particularly in resource-constrained clinical 
environments. Limiting the evaluation to these two models 
allows for a focused and practical investigation. By analyzing 
their strengths and limitations under identical experimental 
conditions, this research provides meaningful insights into 
selecting suitable AI architectures for clinical deployment. 
The findings contribute to the development of efficient, 
accurate, and explainable computer-aided diagnosis (CAD) 
systems for brain tumor detection. The contributions of this 
paper are as follows: 

• Conducts a focused evaluation in which a 
lightweight CNN serves as a conventional, low-
complexity feature-extraction classifier, while 
YOLOv8 represents a detection-oriented, multi-
scale architecture. 

• Provides a comparative evaluation of CNN and 
YOLOv8 for binary brain tumor detection using 
MRI scans, highlighting their practical 
applicability in clinical and resource-constrained 
settings, as well as their suitability for 
deployment in diverse healthcare environments. 

• Analyzes detection performance of both models 
across tumor and non-tumor classes to quantify 
diagnostic accuracy, while employing 
explainable AI techniques to evaluate model 
interpretability. 

The remainder of this paper is structured as follows: 
Section II presents related work on brain tumor detection. 
Section III discusses the methodology employed in this 
research. The experimental setup is described in Section IV, 
followed by results and discussion in Section V. Finally, 
conclusions and future work are presented in Section VI. 

II. RELATED WORK 

Deep learning approaches have been widely 
applied to brain tumor detection and classification using 
MRI images. The application of deep learning techniques 
for brain tumor classification has evolved significantly 
over the past few years. Early research for brain tumor 
classification focused primarily on CNN-based 
architectures.  CNN-based methods have been widely 
used for brain tumor classification due to their strong 
feature extraction capabilities. Sajjad et. al proposed a 
multi-grade brain tumor classification framework using 
CNNs combined with image enhancement techniques, 
reporting strong performance across glioma and 
meningioma detection tasks[12]. Similarly, Deepak et. al 
employed transfer learning on pre-trained CNN, 
demonstrating that CNN architectures can effectively 
capture hierarchical tumor features from MRI scans[13].  
O the other hand, Daniel Reyes et al. compared various 
CNN architectures including VGG, ResNet, EfficientNet, 
and ConvNeXt for brain tumor classification [14]. In their 
work, the CNN model able to achieve promising results 
with the best model reaching 98.7% accuracy on datasets 
containing over 3000 images of gliomas, meningiomas, 
and pituitary tumors. The research demonstrated that 
ResNet, MobileNet, and EfficientNet were the most 
accurate networks, with MobileNet and EfficientNet 
showing superior performance in terms of 
computational complexity. CNNs have been the 
backbone of many automated brain tumor diagnosis 
systems due to their ability to extract hierarchical spatial 
features and achieve high accuracy on medical images. 
CNNs have been widely used for brain tumor detection 
due to their robust feature extraction capabilities. The 
standard CNN classification models also able to provide 
a probabilistic output without directly indicating the 
tumor's spatial location. Various studies have 
demonstrated the effectiveness of CNNs in classifying 
and detecting brain tumors from MRI scans and have  
shown promising results in terms of accuracy, precision, 
and recall metrics particularly for limited labeled MRI 
data[15].   While CNNs are computationally efficient and 
suitable for resource-constrained environments, their 
relatively shallow feature extraction pipelines can limit 
performance on complex or heterogeneous tumor 
appearances.  

CNNs have been extensively used for brain tumor 
detection due to their ability to automatically extract 
hierarchical features from medical images. Various CNN 
architectures, such as EfficientNet, ResNet, and VGG-16, 
have demonstrated high accuracy in tumor detection 
tasks[16][17][18]. EfficientNet able to achieved a promising 
accuracy by optimizing depth, width, and resolution 
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simultaneously, making it both accurate and 
computationally efficient[19]. However, CNNs often 
struggle with capturing long-range dependencies and 
contextual information, which are crucial for accurate tumor 
classification[20]. Transformers, particularly Vision 
Transformers (ViTs), have been introduced to address the 
limitations of CNNs. ViTs use the self-attention mechanisms 
to capture both local and global features, significantly 
improving the model's ability to understand complex spatial 
relationships in medical images[21]. ViTs model able to 
achieve high accuracy in classification task. Jia et al. 
proposed a transformer-augmented deep learning model 
for tumor detection under cystoscopy, demonstrating 
improved feature representation and classification 
accuracy[22].  Despite their effectiveness, ViTs can be 
computationally intensive and require large datasets for 
training[23].  

Hybrid models have also been developed typically using 
CNNs for initial feature extraction and Transformers for 
capturing long-range dependencies. Jaffar et. al proposed a 
hybrid model combining ResNet50 and a Transformer 
encoder demonstrated superior performance in classifying 
brain tumors, achieving an accuracy of 99.2%[20]. While 

Sankari et. al.   integrated CNNs with ViTs and achieved a 
precision of 98.7%, outperforming both standalone CNN and 
Transformer models[24]. Hybrid models have consistently 
shown higher accuracy compared to standalone CNN or 
Transformer models. For instance, a CNN-ViT hybrid 
achieved an accuracy of 98%, surpassing the standalone 
models[25].  By combining local feature extraction of CNNs 
with the global context modeling of Transformers, hybrid 
models provide a more comprehensive feature 
representation[26]. These models have demonstrated 
better generalization to unseen data, making them more 
reliable for clinical applications[26]. While these approaches 
achieve strong performance, Hybrid models can be 
computationally demanding, requiring significant 
processing power and memory[23][24]. In addition, large 
and diverse datasets are often required to train these 
models effectively, which can be a limitation in medical 
imaging where data is scarce[23]. Despite their accuracy, 
integrating these models into existing clinical workflows 
poses challenges especially related to computational 
complexity and data requirements, which may limit practical 
deployment in clinical settings particularly in resource-
constrained environments. 

In contrast, the YOLO models balance accuracy and 
efficiency where the models reduce computational 
complexity while maintaining high detection accuracy[27]. 
YOLO models represents a class of single-stage object 
detectors designed to prioritize speed while maintaining 
competitive accuracy. This architecture simultaneously 

predicts bounding boxes and class probabilities, making it 
well suited for real-time analysis where detection latency is 
an important performance factor[28]. The detection 
architectures of a YOLO model have been progressively 
developed. Their model architectures have marked a 
significant advancement in many classifications task 
including brain tumor detection and classification. In 
YOLOv1 model, a unified detection framework is introduced 
in the model where it enabled real-time object detection[28].  
On the other hand, the YOLOv2 and YOLOv3 model 
improved feature extraction, multi-scale detection, and 
training stability[29]. YOLOv4 model further enhanced 
accuracy using advanced backbone networks and data 
augmentation strategies[30]. While YOLOv5 and YOLOv6 
models continued the trend with improved lightweight 
architectures for deployment efficiency. YOLOv5 model was 
adopted by Fayez Ghufran et al. for brain tumor 
identification and classification task. They compared the 
performance of YOLOv5 model with Faster R-CNN[31].In 
their work, they proposed 9-layer CNN and able to achieved 
an accuracy of 98.21%, highlighting the potential of YOLO-
based model to support real-time tumor detection with 
lower computational requirements compared to earlier 
models. The YOLO models continued to evolve, with each 
version introducing architectural improvements to enhance 
detection performance. The YOLOv7 model incorporated 
extended efficient layers and model re-parameterization 
strategies to maximize detection performance[32]. While in 
YOLOv8, significant architectural improvements over 
previous YOLO variants being introduced, including 
decoupled heads for classification and localization, a more 
efficient CSPDarknet-based backbone, and enhanced 
training optimization strategies[33]. In YOLOv8 model, it 
also includes a dedicated classification mode (YOLOv8-cls), 
enabling the framework to operate not only as a detector 
but also as a high-performance image classifier. This dual 
capability makes the YOLOv8 model particularly well-suited 
for medical image analysis tasks that demand both accuracy 
and efficiency. Its optimized inference pipeline, reduced 
computational complexity, and superior generalization 
performance make it an appealing choice for brain tumor 
classification compared with earlier YOLO versions.  Aniket 
Prabhu Taradale et al. specifically focused on YOLOv8 for 
brain tumor segmentation and classification, achieving 
promising performance metrics including 95% F1-Score, 
96.20% precision, 93.6% recall, and 97.2% mAP50[34]. Their 
work emphasized YOLO’s real-time detection capabilities, 
representing a significant improvement over segmentation 
method. On the other hand, Zougari et al. reported a 
detection accuracy of 0.85 using YOLOv8 on a dataset of 1101 
MRI images[35]. Similarly Verma et al. also reported that 
YOLOv8 demonstrated superior performance in brain tumor 
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classification, successfully distinguishing glioma, 
meningioma, and pituitary tumors with an accuracy of 
99.12%[36]. YOLOv8 model fine-tuned for brain tumor 
detection, achieves competitive accuracy and efficiency. Its 
balanced performance between precision and 
computational efficiency makes it well-suited for 
deployment in clinical environments, where both reliability 
and processing speed are critical[37].  

Despite YOLOv8 provides advanced performance, CNN 
models remain essential as it offers a simpler architectural 
design, allow direct control over feature extraction layers, 
and are widely adopted in medical imaging. These 
characteristics make CNNs an ideal baseline model for 
comparative evaluation, allowing a clear assessment of 
performance improvements offered by more advanced 
architectures such as YOLOv8. Both CNN and YOLO-based 
models have shown strong potential in brain tumor 
detection from MRI images. CNN particularly effective at 
hierarchical feature extraction and often achieve high 
classification accuracy, although they tend to be 
computationally intensive. In contrast, YOLOv8 offers real-
time detection capabilities and highly efficient computation, 
attributes that are critical for clinical environments requiring 
rapid decision support. YOLOv8 able to maintains 
competitive and often superior accuracy across various 
classification task[9][36]. 

Although CNN and YOLO-based models have shown 
strong performance in brain tumor detection and 
classification, there are limited studies that directly compare 
these two approaches under a unified experimental setup. 
This research conducts a direct comparison of a lightweight 
CNN and YOLOv8 using the BR35H dataset for binary tumor 
classification, explicitly considering resource-constrained 
environments and using identical training hyperparameters 
and evaluation protocols. Performance is assessed not only 
through accuracy, precision, recall, F1-score including 
inference time but also with confusion matrix analysis, ROC 
curves, and Grad-CAM visualizations, providing both 
quantitative and interpretable insights. These enables a 
clear understanding of the models’ relative performance, 
suitability for deployment in low-resource settings, and 
reliability for clinical decision support, particularly in 
minimizing false negatives that could delay diagnosis and 
treatment. By explicitly controlling dataset, task type, model 
version, and evaluation setup, this reseaerch provides an 
insight for future research in clinically relevant, resource-
constrained brain tumor detection and classification.  

III. METHODOLOGY 

This research implements an experimental workflow for 
brain tumor detection using two deep learning models 
which are CNN and YOLOv8 classification model. The 

workflow is illustrated in Fig. 1.  which outlines the 
sequential stages of dataset preparation, model 
development, hyperparameter optimization and 
performance evaluation. Each of these steps will be 
discussed in the following subsections.  
 

 

Fig. 1. Workflow of brain tumor detection using two deep learning 

models: CNN and YOLOv8. 

A. Data Preparation 

In this research, the BR35H dataset[38], comprising 
3,000 MRI brain images evenly divided into tumor and no-
tumor classes, was employed due to its suitability for 
binary brain tumor detection. Its balanced class 
distribution minimizes bias from class imbalance, ensuring 
fair and reliable training and evaluation of both CNN-based 
classifiers and detection-oriented models such as YOLOv8. 
In addition, BR35H’s standardized structure and adoption 
in prior research enable clinically meaningful and unbiased 
performance comparisons across different deep learning 
architectures.  

B. Model Development 

To identify the most suitable model for brain tumor 
classification, two deep learning models namely, CNN 
and YOLOv8 were developed. Each model is described in 
detail in the following subsections. 

I) Convolutional Neural Network (CNN): The CNN 
model architecture employs a convolutional neural 
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network as both the feature extractor and classifier, 
as illustrated Fig. 2. The CNN processes each MRI 
scan through a sequence of structured layers, 
including the input layer, convolutional layers, 
pooling layers, and fully connected layers. Each 
layer performs a specific computational 
transformation that converts the MRI image into a 
high-dimensional feature representation suitable 
for tumor classification. Three convolutional layers 
are used in the CNN architecture, each with 
progressively increasing depth to capture more 
complex spatial patterns at successive levels of 
abstraction. The first convolutional layer is 
responsible for detecting low-level features such as 
edges, contours, and basic intensity gradients 
within the MRI scan. The second convolutional layer 
extracts mid-level visual patterns, including textural 
differences and structural variations commonly 
associated with tumor regions. The third 
convolutional layer captures high-level, more 
abstract features, such as the overall shape, size, 
and spatial relationships of tumor regions, which 
are critical for accurate classification and 
localization. Each convolutional layer utilizes a set 
of learnable kernels that slide across the MRI image 
to detect localized spatial features. These filters 
generate feature maps by computing weighted dot 
products, enabling the network to encode spatial 
irregularities, lesion boundaries, and tumor shapes. 
Following each convolutional layer, a 
corresponding max-pooling layer is applied to 
reduce spatial resolution, retain dominant features, 
and decrease computational complexity. The 
pooling layers also help introduce translation 
invariance, enabling the network to detect tumor 
features regardless of their precise position within 
the MRI. After feature extraction, the flattened 
output is passed into fully connected layers that 
learn global feature interactions. The final 
classification is performed, which outputs the 
probability distribution across the two classes 
which are tumor and no tumor.  

 

 

Fig. 2. CNN model Architecture[39] 

 

2) YOLOv8: The YOLOv8 architecture consists of three 
main components which are the backbone, neck, 
and detection head. Each playing a critical role in 
feature extraction, multi-scale feature aggregation, 
and final tumor prediction. The backbone extracts 
hierarchical features from MRI images through a 
series of convolutional and C2f blocks. The stem 
layer uses a 3×3 convolutional kernel to reduce 
computational cost, while the C2f blocks efficiently 
process features at multiple pyramid levels (P1–P5). 
Low-level features (P1) capture fine details, while 
higher-level features (P5) encode semantic 
information, allowing detection of tumors of 
varying sizes and shapes. The neck aggregates 
multi-scale features from the backbone to improve 
detection accuracy. Using a feature pyramid 
approach, it concatenates features across pyramid 
levels (P1–P5) without requiring identical channel 
dimensions, reducing parameter count and tensor 
size while maintaining robust multi-scale tumor 
detection. The SPPF module is also applied to 
capture contextual information across varying 
receptive fields. The detection head receives the 
fused features from the neck and predicts tumor 
centers, bounding box dimensions, and class 
probabilities in an end-to-end manner. This 
eliminates the need for anchor boxes, which are 
commonly required in CNN-based models. The 
architectural structure of YOLOv8 is illustrated in 
Fig. 3 

 
Fig. 3. YOLOv8 architecture structure[40] 

Unlike CNNs, which are effective for feature 
extraction and classification but may struggle with 
tumors of irregular shapes or varying sizes, YOLOv8 
performs end-to-end detection, simultaneously 
localizing and classifying tumors. This capability 
leads to improved detection accuracy. YOLOv8 
directly predicts object centers using a center-
based detection strategy, enabling precise 
localization of irregularly shaped tumors and 
enhancing generalization across diverse tumor 
morphologies. These features make YOLOv8 
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particularly suitable for brain tumor detection tasks 
where both accurate classification and precise 
localization are critical. In addition, YOLOv8 
incorporates the Spatial Pyramid Pooling Fast (SPPF) 
module to capture features at multiple scales, 
which is important for detecting tumors of varying 
sizes while maintaining computational efficiency.  

IV. EXPERIMENTAL SETUP 

To evaluate the performance of both models for 
brain tumor classification, a series of experiments were 
conducted using the BR35H MRI dataset and 
implemented in Python. Both models were trained under 
identical training hyperparameters to ensure a fair 
comparison, as summarize in Table I. Adam optimizer 
with a learning rate of 0.001, a batch size of 16, and 30 
epochs are used in the experiments. Prior to training, all 
MRI images from the BR35H dataset were preprocesses, 
including resizing to 224×224 pixels. The 224×224 pixels 
image size was chosen to balance computational 
efficiency and the preservation of critical anatomical 
details, as larger images significantly increase training 
time and memory requirements, while smaller images 
may lose important tumor features that are essential for 
accurate detection. The batch size of 16 was selected to 
optimize memory usage while maintaining stable 
gradient updates during training. The models were 
trained for 30 epochs, providing sufficient iterations for 
convergence and adequate learning while minimizing 
the risk of overfitting. The selection of image size, 
number of epochs, and batch size in these experiments 
follows the settings reported in previous 
studies[41][42][43][44][45][46][47][48][49]. All the 
experiments were performed in a CPU-based 
environment, demonstrating the feasibility of the 
approach in resource-constrained settings. 

Table I. 

Hyperparameter settings for CNN and YOLOv8 models training 

Model 
Hyperparameter  

CNN YOLOv8 

Optimizer Adam Adam 

Activation Function 
ReLU 

(Rectified 
Linear Unit) 

SiLU (Sigmoid 
Linear Unit / 

Swish) 

Kernel size 3×3 3×3 

Number of Conv Layers 3  225  

Loss Function 
CrossEntro

pyLoss 
CrossEntropyLoss 

Image Size (pixels) 224×224 224×224 

Learning rate 
 

0.001 0.001 

Epoch Size 30 30 

Batch Size 16 16 

 

The BR35H brain tumor dataset, consisting of two 
classes which is tumor and non-tumor is used for 
evaluation, with details in Table II and sample images 
shown in in Fig. 4. 

Table II 
BR35H Dataset Distribution 

Classes Number of Images 

Tumor 1500 

Non-Tumor 1500 

Total  3000 

 

 

Fig. 4. Example images in BR35H dataset (a) non-tumor (b) tumor 

For model evaluation, an 80:20 train-test split was 
applied to the dataset for training and testing. This ratio 
is adopted in this research following prior studies, as 
most deep learning-based works in the literature use 
similar splits for training and evaluation 
[50][51][52][53][54][55]. Following these ratios, the 
training set comprises 2,400 images, while the remaining 
600 images are used for testing, as detailed in Table III. 

Table III 

Dataset Distribution for Training and Testing 

Dataset Split 
Training Set 

(80%) 
Testing Set 

(20%) 

Non-Tumor 1200 300 

Tumor 1200 300 

Total 2400 600 

 

V. RESULTS AND DISCUSSION 

In this research, the performance of the brain tumor 
classification models was evaluated using four performance 
metrics which are accuracy, precision, recall and F1-score 
including inference time. Accuracy represents the overall 
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proportion of correct predictions across both tumor and 
non-tumor cases.  Precision reflects the proportion of 
correctly identified tumor cases among all instances 
predicted as tumor, while recall measures the model’s ability 
to detect all positive cases. The F1-score provides a mean of 
precision and recall, offering a balanced performance 
indicator. The inference time per image was recorded in 
each experiment to evaluate computational efficiency. The 
formulas for calculating each of the evaluation metrics are 
defined as follows: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 (1) 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 +  𝐹𝑃
 (2) 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 +  𝐹𝑁
 (3) 

𝐹1 𝑆𝑐𝑜𝑟𝑒 = 2𝑥
 (𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑥 𝑅𝑒𝑐𝑎𝑙𝑙)

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 +  𝑅𝑒𝑐𝑎𝑙𝑙
 (4) 

 
 

where TP, FP, TN and FN are defined in Table IV.  

 
Table IV. 

Terminology and derivations 

Terminology Derivations 

TP (True Positive) Tumor image correctly identified as tumor 

TN (True Negatives) Non-tumor image correctly identified as non-
tumor 

FP (False positives) Non-tumor image incorrectly identified as 
tumor 

FN (False negatives) Tumor image incorrectly identified as non-
tumor 

A comparison of the performance of CNN and 
YOLOv8 in classifying brain tumor MRI images using the 
BR35H dataset are presented in Table V.  

Table V 

Comparative results (accuracy, precision, recall and inference time per 
image) for CNN and yolov8 

Models Accuracy  Precision Recall    F1-score 

Inference 
Time per 

Image 
(ms) 

CNN 0.980 0.983 0.977 0.980 
4.5 

YOLOv8 0.998 0.997 1.00 0.998 
15.1 

 
Overall, the results demonstrate that both models 

achieved high accuracy, precision, recall, and F1-score, 
confirming their effectiveness for binary brain tumor 
detection. However, slightly lower performance was 
observed with the CNN model, which achieved an 
accuracy of 0.980, a precision of 0.983, a recall of 0.977, 
and an F1-score of 0.980. While CNN performed well, 
YOLOv8 demonstrated superior performance across all 

metrics, achieving an accuracy of 0.998, a precision of 
0.997, recall of 1.00, and an F1-score of 0.998. Although 
the CNN results were slightly lower than YOLOv8, the 
promising results shown in the CNN methods indicate 
that the CNN architecture is capable of learning 
discriminative features from MRI images and provides 
reliable classification performance. The slight 
discrepancy between precision and recall shows that 
CNN occasionally misclassified a small number of tumor 
or non-tumor samples, which is expected given its 
relatively shallow architecture compared to modern 
deep learning models. In contrast, the value of 1.00 in 
recall implies that YOLOv8 successfully identified all 
tumor samples in the test set without missing any cases. 
This is very important aspect especially in medical 
diagnosis where false negatives carry significant clinical 
risks. The enhanced performance is due to YOLOv8’s 
advanced architecture, which incorporates optimized 
convolutional blocks, improved feature extraction 
modules, and more efficient gradient flow, enabling the 
model to capture complex patterns in MRI images more 
effectively than the CNN.  While both models performed 
strongly, the difference in accuracy and recall highlights 
YOLOv8’s model is more robustness, generalizable and 
sensitive in detection. These results shows that YOLOv8 
is more suitable for deployment in real-time clinical 
decision-support systems, where high reliability and low 
error rates are essential. Overall, YOLOv8 outperformed 
the CNN in accuracy, precision, recall and F1-Score, 
demonstrating its effectiveness as a modern deep 
learning model for brain tumor classification. Although 
YOLOv8 has a slightly higher inference time of 15.1 ms per 
image, which is only 10.6 ms longer than the CNN, it 
achieves superior performance and enhanced 
interpretability. The trade-off between speed and 
accuracy shows that YOLOv8 is well-suited for real-time 
clinical decision-support systems, and its inference time 
remains feasible for deployment in resource-constrained 
environments, making it a viable option for clinical 
application. 

The confusion matrix analysis also further confirms 
that misclassification rates were extremely low for both 
classes especially for YOLOv8 as shown in Fig.5. Fig.5 (a) 
presented CNN results while Fig.5 (b) presented YOLOv8.  
CNN results in Fig.5 (a) show that the model correctly 
classified 295 non-tumor images and 293 tumor images. 
The CNN model generated 5 false positives, where non-
tumor cases were incorrectly predicted as tumor, and 7 
false negatives, where tumor cases were incorrectly 
classified as non-tumor. These misclassifications indicate 
that although the CNN achieves high accuracy, its 
sensitivity to subtle tumor features remains slightly 
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limited, particularly in cases where tumor margins 
appear blurred or low contrast. In contrast, the 
confusion matrix of YOLOv8 as shown in Fig.5 (b) 
demonstrates substantially stronger performance. The 
model correctly predicted all 300 non-tumor cases and 
299 tumor cases, resulting in zero false positives and only 
one false negative. This reflects YOLOv8’s superior 
capacity to distinguish between tumor and non-tumor 
patterns, benefiting from deeper feature extraction, 
multi-scale representation learning, and an optimized 
detection head. The near-perfect separation between 
the two classes further explains its significantly higher 
precision, recall and F1-score compared to the CNN 
model.  

 

Fig. 5. Comparison confusion matric (a) CNN and (b) yolov8 model 

 
Overall, the results clearly demonstrate that 

YOLOv8 outperforms the CNN in both recall and 
precision. This superior performance indicates that 
YOLOv8 is more suitable for deployment in real-time or 
clinical decision-support settings, particularly where 
minimizing false negatives is crucial. Detecting tumor 
cases accurately is essential, as missed detections can 
delay diagnosis and treatment, potentially worsening 
patient outcomes. YOLOv8’s ability to significantly 
reduce false negatives, therefore makes it highly 
reliable for early and clinically sensitive tumor 
detection.  

To further evaluate the comparative performance 
of the CNN and YOLOv8 models,  The Receiver Operating 
Characteristic (ROC) curves for the CNN and YOLOv8 
models are presented in Fig. 6(a) and Fig. 6(b), 
respectively. 

 

 
Fig. 6. Comparison ROC Curve (a) CNN and (b) yolov8 model 

  
These ROC curves provide a threshold-independent 

evaluation of the classification performance of both 
models on the dataset tested. The curve illustrates the 
trade-off between the True Positive Rate (TPR) and False 
Positive Rate (FPR) across varying decision thresholds, 
providing a threshold-independent assessment of 
classification performance. As shown in Fig. 6 (a), the 
CNN model achieves an Area Under the Curve (AUC) of 
0.9984, indicating excellent discriminative capability 
between tumor and non-tumor classes. The curve rises 
steeply toward the upper-left corner, reflecting a high 
true positive rate with a relatively low false positive rate 
across most thresholds. This shows that the CNN model 
is effective in correctly identifying tumor cases (high TP) 
while maintaining a low rate of misclassifying non-tumor 
images as tumor (low FP). While the ROC curve for the 
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YOLOv8 model as presented in Fig. 6 (b) demonstrates 
an AUC of 1.00, indicating near-perfect separation 
between tumor and non-tumor classes on the dataset 
tested. The curve closely follows the left and top borders 
of the ROC space, shows that YOLOv8 consistently 
achieves a very high true positive rate with minimal false 
positives. This near-perfect performance is due to the 
characteristics of the BR35H dataset, which is relatively 
clean, balanced, and well-curated, with clearly defined 
tumor and non-tumor cases. This demonstrates strong 
robustness across decision thresholds, reducing the 
likelihood of false negatives (FN), which is particularly 
critical in clinical settings where missed tumor detections 
can delay diagnosis and treatment. 

Overall, the ROC analysis highlights that both 
models exhibit strong classification capability; however, 
YOLOv8 demonstrates superior threshold stability and 
robustness. Rather than relying solely on point estimates 
such as accuracy, the ROC results confirm that YOLOv8 
maintains reliable performance across a wide range of 
operating points, supporting its suitability for automated 
brain tumor detection, especially in clinical and resource-
constrained environments where consistent decision-
support systems is essential.  

While the ROC curve analysis confirms the strong 
discriminative capability of both models across varying 
decision thresholds, such performance metrics alone are 
insufficient to establish clinical trustworthiness. In 
medical imaging applications, it is equally important to 
understand how and why a model arrives at its 
predictions, particularly in brain tumor detection where 
erroneous or poorly justified decisions may have serious 
clinical consequences. Therefore, we further investigate 
the internal decision-making behavior of the CNN and 
YOLOv8 models using Gradient-weighted Class 
Activation Mapping (Grad-CAM). This explainable 
artificial intelligence (XAI) approach enables visualization 
of the spatial regions within MRI scans that most 
strongly influence model predictions, thereby facilitating 
assessment of whether the models attend to clinically 
meaningful tumor regions or rely on indirect contextual 
cues or imaging artifacts. Such interpretability analysis is 
essential not only for validating model reliability under 
real clinical variability but also for supporting safe 
human-in-the-loop deployment, where automated 
predictions are intended to assist rather than replace 
expert radiological judgment. Fig. 7 (a) and  Fig. 7 (b) 
illustrates representative Grad-CAM visualizations for 
the CNN and YOLOv8 models, providing insight into how 
each architecture using spatial information within brain 
MRI scans to support its predictions. In these 
visualizations, warmer colors indicate regions that 

contribute most strongly to the model’s decision, 
allowing direct assessment of whether the learned 
attention aligns with the visible tumor anatomy. 

 

 
Fig. 7. Grad-CAM visualizations for brain tumor detection (a) CNN and (b) 
YOLOv8 

 

As shown in Fig. 7 (a) the CNN model exhibits a 
relatively diffuse and fragmented activation pattern. 
Although the original MRI clearly demonstrates a 
prominent hyperintense lesion consistent with a brain 
tumor, the corresponding Grad-CAM heatmap highlights 
multiple regions of moderate importance distributed 
across both tumorous and non-tumorous areas. The 
absence of a sharply localized focus suggests that the 
CNN may be relying on a combination of global image 
characteristics, contextual anatomical cues, or 
correlated features rather than selectively attending to 
the pathological region itself. While this behaviour does 
not preclude high classification performance, it raises 
concerns regarding interpretability and robustness, 
particularly in real clinical environments where MRI data 
are inherently heterogeneous. Variations in scanner 
vendors, magnetic field strengths, acquisition protocols 
(e.g., T1-, T2-, or FLAIR-weighted imaging) and the 
presence of noise or motion artifacts may alter these 
contextual cues, potentially limiting generalizability 
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when models depend on indirect or dataset-specific 
patterns. 

In contrast, Fig. 7 (b) demonstrates that the 
YOLOv8 model produces a markedly more focused and 
clinically intuitive activation map. The Grad-CAM 
heatmap reveals intense, well-localized attention 
precisely over the tumor region, with minimal activation 
in surrounding healthy tissue. This spatial 
correspondence indicates that YOLOv8 has learned to 
prioritize salient pathological features. Such localization 
capability is valuable in real-world MRI settings, 
demonstrating the model’s robustness to variations in 
imaging protocols, scanner specifications, and common 
artifacts. By focusing on the actual tumor regions, the 
model is less likely to be misled by irrelevant patterns in 
the data, making its predictions more reliable across 
institutions and patient groups. 

From a clinical and ethical perspective, these 
interpretability findings are critical. High-performing 
models that lack transparent and anatomically aligned 
reasoning pose significant challenges for clinical trust. 
Reliance on such “black-box” systems particularly in 
brain tumor diagnostics can lead to delayed diagnoses or 
inappropriate clinical decisions. In contrast, the clearer 
localization exhibited by YOLOv8 facilitates safer 
integration into clinical workflows by supporting human-
in-the-loop deployment, allowing radiologists to verify 
that AI predictions focus on meaningful tumor regions 
and exercise informed oversight. This is essential for 
ensuring patient safety, maintaining clinical 
accountability and mitigating the risks associated with 
fully automated decision-making.  

VI. CONCLUSION AND FUTURE WORK 

This paper presented a comparative analysis of two 
deep learning approaches namely, CNN and YOLOv8 for 
brain tumor classification using the BR35H MRI dataset 
in resource-constrained settings. Both models 
demonstrated strong detection capability, where 
YOLOv8 obtain a superior performance with 0.998 
accuracy, 0.997 precision, 1.00 recall, and 0.998 F1-score. 
Its superior performance reflects its enhanced feature 
extraction capability and efficient architectural design, 
which appears more robust in distinguishing between 
tumor and non-tumor classes. The confusion matrix 
analysis further confirmed these observations, as 
YOLOv8 produced fewer misclassifications than the CNN 
model. The YOLOv8 model exhibited a substantial 
reduction in false negatives, an essential performance 
criterion for early and reliable tumor detection. This is 
particularly important from a clinical and patient-care 
perspective, as missed tumor cases can lead to delayed 

diagnosis, postponed treatment initiation, and 
potentially poorer health outcomes. By minimizing false 
negatives, YOLOv8 helps ensure that patients receive 
timely medical attention, which is critical for improving 
prognosis and overall survival rates. These results further 
indicate that YOLOv8 is a more reliable candidate for 
real-world deployment, particularly in diagnostic support 
systems where minimizing missed detections is crucial. 

Despite the promising, near-perfect results obtained 
on the tested dataset, these findings may not fully reflect 
performance in real-world clinical settings, where MRI 
data are typically more heterogeneous and may include 
variations arising from different scanners, imaging 
protocols, noise, artifacts or rare tumor variants. Several 
limitations therefore remain to be addressed in future 
work. While this study focused on binary classification, 
extending the evaluation to multi-class tumor types such 
as meningioma, glioma, and pituitary tumors would 
enable a more clinically meaningful and comprehensive 
assessment. Although YOLOv8’s ability to minimize false 
negatives (FN) highlights its potential as a reliable tool 
for early and clinically sensitive tumor detection, ethical 
and safety considerations must be carefully addressed to 
mitigate the risks associated with over-reliance on 
automated diagnosis. In particular, future research 
should emphasize the integration of human-in-the-loop 
frameworks, where AI systems function as decision-
support tools that complement and assist expert 
radiologists. Further validation using diverse, multi-
institutional datasets, cross-dataset evaluation, and 
experiments with multiple random seeds or k-fold cross-
validation would provide a more thorough assessment of 
model consistency and reliability, thereby strengthening 
the generalizability and robustness of both CNN and 
YOLOv8 models. In addition, future studies could 
explore more advanced architectures, such as Vision 
Transformers (ViT) or hybrid CNN Transformer models in 
higher-resource environments, as well as lightweight 
adaptations of these architectures for deployment in 
resource-constrained clinical settings. 
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Abstract — The rapid advancement of generative models has enabled the creation of highly realistic fake 
multimedia content, including altered images, deepfake videos, and synthetic audio. These forgeries 
undermine information integrity and pose significant societal risks, especially by encouraging 
misinformation, digital fraud and impersonation. As these threats directly affect public trust and institutional 
transparency, they challenge the goals outlined in SDG 16: Peace, Justice, and Strong Institutions, which 
focuses on reducing corruption, preserving information integrity, and ensuring accountable, trustworthy 
systems. To address these issues, this paper proposes a deep learning–based system that classifies 
multimedia content across three modalities, which are image, video, and audio. Unlike conventional 
multimodal fusion approaches that necessitate paired data inputs, this paper introduces a novel routing-
based unification architecture. The suggested framework makes use of a content-adaptive routing 
mechanism that treats each modality independently. Using a dual-backbone Swin Transformer and 
EfficientNet for images, Video Swin Transformer for video, and Wav2Vec 2.0 for audio, the system 
automatically determines the type of input file and sends it to the relevant specialized deep learning 
classifier. This design allows for a versatile, single-entry-point forensic tool that maintains high accuracy by 
leveraging domain-specific experts without the computational overhead of processing multiple streams 
concurrently. Experimental results demonstrate strong performance across individual modalities, with the 
audio model achieving 96.95% accuracy and the image model showing robust precision despite challenges 
posed by high quality generative forgeries. 

 
Keywords— Deep Learning, Multimedia Forensics, Swin Transformer, Wav2Vec 2.0, Machine Learning, Data 
Science. 

I. INTRODUCTION  

The rapid development of generative models and artificial 
intelligence (AI) has drastically changed how multimedia 
content is created and altered. While these technologies 
have driven innovation in visual effects, digital media 
production, and human-computer interaction, they have 
also promoted the emergence of deepfakes, a highly 
realistic synthetic images, videos, and audio. Reliable 
detection methods are desperately needed because such 
content has the potential to disseminate false information, 
impersonate people, and weaken public trust in digital 
communication. 

Deepfake techniques, including GANs, encoder-decoder 
models, and diffusion models, produce synthetic media that 
closely resembles real content, making manual detection 
more challenging [1]. These deepfakes have been used in 
identity fraud, political manipulation, disinformation 
campaigns, and various forms of social engineering, raising 
concerns for people, organizations, and public institutions. 
Consequently, the research community has prioritized 
developing automated systems that can distinguish 
between real and altered multimedia content across various 
modalities.  

Although high-performance detection algorithms are 
available, there is still a big usability and system integration 
gap. Currently, many cutting-edge detection models are 
extremely specialized and made to handle a single modality, 
such as independently analysing only images, only video or 
only audio. Forensic analysts and regular users, who 
frequently need different software tools or platforms to 
verify various file types, are left with a fragmented 
landscape as a result. For instance, to verify a suspicious 
news report, it might be necessary to use one tool to look at 
the headline image and another environment to examine an 
audio clip that goes with it. This lack of unification slows 
down the reaction to disinformation campaigns and causes 
friction in the verification process. 

This paper supports a unified “Cross-Media Fake Content 
Detection” framework using separate deep learning 
classifiers to address this fragmentation. This method 
emphasizes adaptability and architectural independence by 
developing core innovation of routing architecture that 
serves as a single interface for various media formats. The 
system cleverly directs the input to the most competent 
independent deep learning model by examining its structure.  
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To ensure the resilience of these independent classifiers, 
this paper makes use of a variety of modality-specific 
benchmark datasets. For images, the IMD2020 dataset 
offers a balanced set of real and manipulated samples 
involving inpainting and real-world forgeries [2], while the 
CASIA 2.0 dataset offers traditional image modifications like 
splicing, and copy-move editing. In the video domain, the 
DeeperForensic1.0 (v2) dataset, which contains complex 
face-swapping manipulations, serves as a high-quality 
benchmark for deepfake detection [3]. For audio, the 
ASVspoof dataset provides standardized real and spoofed 
speech samples, including synthetized voice-converted and 
synthetized audio [4]. Furthermore, the models of images, 
video, and audio are trained on distinct repositories to 
ensures that the specific artifacts unique to each medium 
are learned accurately. This data-driven strategy ensures 
that the system is accurate in its detection capabilities 
across various content types and unified in its interface. 

In the end, this methodology guarantees that a user can 
confirm a suspicious file in a single streamlined environment, 
regardless of whether it is an image, voice recording, or 
video clip. This project intends to provide a detection tool 
that is both accurate and practically deployable for real-
world scenarios where the format of the incoming threat is 
unpredictable by combining specialized, independent 
classifiers under a single “Cross-Media” umbrella. It is crucial 
to note that the developed framework is not a fully 
deployable commercial forensic tool, but rather a research-
oriented prototype evaluated under controlled conditions 
to show the viability of cross-media routing. 

II. RELATED WORK 

This paper builds on several works that remain relevant in 
today’s multimedia fake news landscape. Transformer-
based models have become a strong foundation due to their 
pretraining on large, modern datasets which reduce the 
need for traditional handcrafted feature engineering.  

 For image forgery detection, this paper adopts a hybrid 
approach using Swin Transformer and EfficientNet, chosen 
for their ability to capture both global and fine-grained 
details. Prior work has tended tothis stufy lean toward one 
side of this spectrum, which creates a clear comparative 
context for the present aproach. B. Singh et al. (2022) [9] 
relied on EfficientNet-B0 within a multimodal setting, pairing 
it with a text encoder for credibility analysis. Their reliance 
on EfficientNet provided strong local feature extraction, but 
their fusion design predated transformer-based attention 
mechanisms. Compared with that framework, the current 
study benefits from Swin Transformer’s hierarchical global 
reasoning, providing a broader contextual understanding 
that EfficientNet alone could not capture in Singh et al.’s 
setup. 

Similarly, Almsrahad et al. (2024) [10] used EfficientNet-
B0, though they focused on ELA-processed images from 
CASIA. Their results highlight EfficientNet’s usefulness for 
low-level forensic patterns, yet their dependence on ELA 
artifacts limits robustness to modern social-media imagery. 
In contrast, this paper avoids hand-crafted preprocessing 
and instead integrates EfficientNet with Swin Transformer 
to balance low-level artifact detection with higher-level 
semantic consistency, addressing the brittleness seen in 
ELA-driven pipelines.  

More recent work has leaned toward transformer-only 
designs. Gong et al. (2024) [11] applied Swin Transformer to 
video frames, introducing consistency-loss mechanisms to 
strengthen temporal generalization. Their focus on 
temporal cues, however, leaves open the question of how 
Swin could be paired with CNN-based forensic extractors. 
Mishra et al. (2023) [12] further showed that Swin 
outperforms many CNN baselines in robustness, but their 
evaluation—like other Swin-centric studies—prioritizes 
transformer capacity over hybrid feature diversity. 

Across these studies, the pattern is clear where 
EfficientNet-based approaches excel at localized artifacts 
but struggle with global context, while Swin-based 
approaches capture global structure yet often overlook lo-
level forensic detail. By combining both, this paper positions 
itself between the two extremes, aiming to inherit the 
strengths of each and mitigate their individual weaknesses.  

For audio forgery detection, this paper uses a hybrid of 
wav2vec2, BiLSTM, and an attention mechanism to balance 
high-level speech representations with temporal modelling. 
Prior work by J. M. Martin-Donas et al. [13] established 
wav2vec2 as a strong front-end feature extractor for audio 
deepfake detection. While their model combined wav2vec2 
with downstream classifiers, architectures integrating 
BiLSTM with attention were not explored, leaving a gap in 
modelling longer temporal dependencies as well as localized 
acoustic cues. 

Samia et al. (2024) [14] explored a hybrid architecture of 
CNN, BiLSTM, and Multi-Head Attention, showing that 
combining temporal modeling with attention significantly 
boosts reliability. A key limitation, however, is their use of 
CNN-based spectral features, which restricts the model to 
handcrafted inputs. We address this by employing wav2vec2 
to work directly with raw waveform representations. This 
approach leverages learned speech embeddings rather than 
static spectral cues. Ultimately, by coupling wav2vec2 with 
BiLSTM and attention, our model captures both global 
patterns and local anomalies more effectively. 

 
For video forgery detection, this paper employs Video 

Swin Transformer as a standalone backbone, prioritizing its 
capacity to learn complex spatio-temporal patterns directly 
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from raw video clips. This produces a more robust 
representation of motion-based manipulations compared to 
models that focus only on spatial cues. In contrast, Khalid et 
al. (2023) [15] used a Swin Y-Net Transformer, where the Y-
Net design fused multi-scale features through parallel Swin 
branches. Their model effectively captured both local and 
global forgery signals, yet the limited dataset in their study 
introduced overfitting, especially for specific manipulation 
types. This restricts the generalizability that our Video Swin 
implementation aims to preserve through more balanced 
and diverse training data. 

Deressa Zhou et al. (2023) [16] explored a different angle 
by combining ConvNeXt, Swin Transformer, and AE/VAE 
components to detect visual artifacts and latent 
inconsistencies. Their hybrid design improved 
generalization on unseen deepfake datasets thanks to the 
latent reconstruction loss. However, their approach 
remained frame-level and lacked a dedicated temporal 
modeling head, meaning it could not fully exploit motion 
cues. The method also depended heavily on precise face 
extraction; performance degraded noticeably when 
evaluated on full-frame inputs. In contrast, the current study 
avoids such dependency by using Video Swin’s native spatio-
temporal processing, reducing reliance on face cropping and 
allowing the model to handle a wider range of video 
structures. 

Broadly, this paper unifies image, audio, and video 
detection under a single framework to address the 
fragmentation in forensic tooling. Although cross-modal 
analysis has been studied in the past, these studies 
frequently suffer from dependency on paired inputs. In 2022, 
Zhou et al. [17] applied CLIP to align image and text features, 
improving fake-news detection on datasets such as Weibo, 
PolitiFact, and GossipCop. Such fusion-dependent 
architectures work well for news articles that contain both, 
but they fall short when analysing isolated media files (such 
as a standalone audio recording or video clip) in the absence 
of related text. 

Two years later, Ma et al. (2024) [18] proposed an event-
aware multi-view fusion framework combining text, image, 
and additional signals. Their model reduced ambiguity in 
mismatched news content by emphasizing event structure, 
which is beneficial for real-world news contexts. 
Nevertheless, the system is computationally demanding and 
less useful for general-purpose forensics where the context 
is unknown due to its reliance on event-level consistency. 

This supports the credibility of our study, since we focus 
on a ‘content-agnostic’ system. Unlike these rigid fusion 
architectures, our study suggests a Cross-Media Routing 
Framework. Our method does not require simultaneous 
data inputs by treating each modality with a specialized, 
independent deep learning classifier. This gives the system a 

degree of flexibility that strict multimodal fusion models 
don't, ensuring that it works whether the user submits a 
single image, a voice recording, or a video file. 

III. METHODOLGY  

The procedure for developing the cross-media fake 
content detection framework is described in this section. 
The intelligent routing mechanism that unifies them comes 
after dataset preparation, preprocessing pipelines, model 
architecture, training methods, and evaluation metrics for 
each independent classifier. 

A. Fake Image Detection 

• Dataset preparation 
A final custom dataset of 28,000 images was created by 
randomly selecting 14,000 samples per class using a 
fixed seed to ensure class balance. A tuple (image_path, 
label) was used to store each entry, with label 0 
denoting real and label 1 denoting fake. To ensure 
strong generalization and avoid information leakage, 
the dataset was divided into 70% training, 20% validation, 
and 10% testing after being shuffled using 
sklearn.utils.shuffle. 

• Preprocessing 
Two preprocessing pipelines were designed. The 
training pipeline included extensive augmentation to 
improve robustness against a variety of manipulation 
techniques. The transformations included 
RandomResizedCrop, RandomHorizontalFlip, 
RandomRotation (±10°), ColorJitter, 
RandomPerspective, GaussianBlur, RandomErasing, 
additive noise via a Lambda transform, and ImageNet 
normalization. These augmentations aid in exposing the 
model to generative artifacts and texture irregularities 
that are commonly found in manufactured media [5]. 

The evaluation pipeline only used to resize to 
224x224 pixels, tensor conversion, and ImageNet 
normalization to ensure consistent and unbiased 
testing conditions.  

• Model Architecture 
A dual-backbone architecture was employed to take 
advantage of complementary visual representations. 
The first backbone, a Swin Transformer, offers 
hierarchical global-local modelling for the purpose of 
detecting subtle deepfake artifacts. The second 
backbone, EfficientNet-B3, uses a compound scaling 
design to capture fine-grained texture irregularities. 
Both backbones were kept completely frozen 
throughout training to minimize overfitting and training 
time. 
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Let 𝐹img  and 𝐹eff  indicates the embeddings 

generated by EfficientNet-B3 and the Swin Transformer. 
The definition of the fused representation is:  

F = [𝐹img ; 𝐹eff], 

where [;] denotes vector concatenation. This fused 
feature vector is subsequently transformed into a 
binary real-fake prediction by a multi-layer classifier. 

• Training 
The model was optimized using a cross-entropy 
objective with regularization and a cosine-annealing 
learning-rate schedule. To increase training efficiency, 
automatic mixed precision was employed. Based on 
validation performance, early stopping with a patience 
of five epochs was used to avoid overfitting. 

• Evaluation 
Performance was evaluated on the held-out test set 

using accuracy, precision, recall, F1-score, ROC-AUC, 
confusion matrix, and a thorough per-class classification 
report. These metrics are in line with accepted methods 
in research on deepfake detection 

B. Fake Video Detection  

• Dataset preparation 
For the video-based fake multimedia detection 
experiment, this paper utilized the DeeperForensic1.0 
dataset, a large-scale benchmark for face manipulation 
detection. The dataset consists of high-quality real 
videos featuring 100 professional actors and their 
corresponding AI-generated videos, created using an 
end-to end face swapping framework []. A curated 
video dataset was created by sampling 2,00 real and 
2,00 fake videos using a fixed seed to maintain class 
balance. A tuple (video_path, label) was used to store 
each dataset entry, with 0 denoting real and 1 denoting 
fake. To maintain the class distribution, the dataset was 
divided into 80% training and 20% validation. 

• Preprocessing 
Videos were preprocessed by uniformly sampling 8 
frames per video, resizing frames to 224x224 pixels, and 
normalizing them using ImageNet statistics. During 
training, frame-level augmentation such as 
RandomResizedCrop and RandomHorizontalFlip were 
applied to improve robustness against varying visual 
content. For evaluation, only resizing and normalization 
were applied to maintain consistency.  

• Model architecture 
The foundation for video feature extraction was a Swin 
3D Transformer (Tiny) that had been pretrained. To 
convert the extracted embeddings to binary predictions, 
a linear layer was used in place of the original 
classification head. Let F_vst represent the embeddings 

generated by the Swin3D backbone. The final forecast is 
calculated as follows: 

𝑦 = 𝑠𝑜𝑓𝑡𝑚𝑎𝑥(𝐹𝐶(𝐹vst)) 
Where FC is the fully connected classification layer. 

• Training 
The model was trained using cross-entropy loss and the 
Adam optimizer with a learning rate of 1 ×  10−4 . 
Because of memory limitations, the batch size was set 
to 5. The model with the lowest validation loss was 
saved as the last checkpoint, and early stopping was 
implemented based on validation loss. To maintain 
consistent input shapes, video padding and frame 
extraction were carefully handled during the ten epochs 
of training. 

• Evaluation  
The model was evaluated on the validation set using 
confusion matrix to assess per-class performance. The 
approach guarantees that the model retains 
generalization to unseen samples while learning 
discriminative temporal and spatial patterns suggestive 
of manipulated videos.  

C. Fake Audio Detection 

• Dataset preparation 
The audio modality was developed using the ASVspoof 
2019 Logical Access (LA) corpus, which contains of 
bonafide human speech and spoofed utterances 
generated through various text-to-speech and voice 
conversion systems [4]. To ensure a controlled and 
balanced training set, all 2,580 bonafide samples were 
kept and matched with 2,580 randomly chosen spoofed 
samples using a fixed seed. For the development and 
evaluation subsets, stratified sampling was then used to 
reduce both subsets while maintaining the initial class 
imbalance, yielding in 410 bonafide and 3,590 spoof files 
for development and 413 bonafide and 3,587 spoof files 
for evaluation. A clean, organized dataset appropriate 
for representation learning and subsequent 
classification is created by pairing each audio file with its 
matching label (0=bonafide, 1=spoof). 

• Preprocessing  
The pretrained Wav2Vec 2.0 model, which offers self-
supervised embeddings that capture phonetic, spectral, 
and prosodic cues pertinent to spoof detection, was 
used to transform all audio files into fixed-length 
feature representations. The extracted embeddings 
were stored as PyTorch tensors to ensure consistent 
input dimensionality and prevent repeated 
computation. Since audio duration varies among 
utterances, sequences were only padded at the batch 
level during loading, allowing the model to process 
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variable-length speech while maintaining temporal 
patterns. 

• Model Architecture 
The classifier consists of a bidirectional LSTM and an 
attention mechanism that highlights the most 
informative temporal frames for differentiating 
between bonafide and spoofed speech. The 
bidirectional design allows the model to capture long-
rage temporal dependencies, while the attention layer 
generated a weighted representation that concentrates 
on segments with spoof-related artifacts. The 
aggregated representation is mapped to a binary 
output (bonafide vs. spood) by a fully connected layer. 

• Training 
The model was trained using cross-entropy loss and the 
Adam optimizer with a fixed learning rate. Training 
proceeded for a limited number of epochs, and the final 
model was chosen based on the lowest validation loss 
to reduce overfitting. Since the dataset contains class 
imbalance in the development and evaluation sets, 
metrics were tracked across both classes to guarantee 
stable generalization. 

• Evaluation 
Accuracy, precision, recall, F1-score, and confusion 
matrices were used to evaluate the model’s 
performance, enabling a comprehensive understanding 
of both bonafide and spoof classes. This evaluation 
framework provides insight into false-accept and false-
reject tendencies, which are crucial in anti-spoofing 
applications. The modular design also ensures that the 
audio classifier can be easily incorporated into the entire 
multimodal late-fusion pipeline.  

D. Cross-Media Routing and System Integration 

To operationalize the separate classifiers into a single, 
coherent framework, a unified inference class was 
created using PyTorch. By acting as an intelligent router, 
this system shields the user from the intricacies of the 
underlying model. 

• System Initialization and Resource Management 
All three pre-trained model architectures are loaded 
into GPU memory (cuda) by the system upon 
instantiation. The specific weights for each classifier are 
loaded from independent .pth checkpoints. By 
maintaining these as separate files, the system allows 
for the individual updating of a particular modality 
without necessitating a full system retraining. 

• Intelligent Input Routing 
A routing mechanism based on file extension is used in 
the core logic. The system examines the extension 
when a file path is passed to the predict() function to 
identify the proper processing stream. If an unspoorted 

format is detected, the system raises an error, enduring 
processing stability. 

• Dynamic Preprocessing 
The inference pipeline places more emphasis on 
consistency than training pipelines, which heavily rely 
on augmentation. To ensure that input tensors match 
the dimensions required by the corresponding 
backbones, the system uses OpenCV (cv2) to sample 
fixed video frames, torchaudio to normalize audio 
sampling rates, and PIL to resize images. 

• Unified Output Standardization 
The system creates a probability distribution by passing 
the raw model logits through a Softmax layer, 
regardless of the modality employed. Three essential 
metrics are included in the final output, which are the 
modality employed, the prediction label, and a 
confidence score. 

IV. RESULTS 

A. Fake Image Detection 

The experimental results for fake image detection is 
presented in Table. 1. Similarly, Figure 1 shows that the model 
performed well on the held-out test set consisting of 2,800 
images. Overall, the model achieved an accuracy of 73.4%, 
precision 72.0%, recall of 76.3%, and an F1-score of 74.1%, 
proving a balanced performance in detecting real and fake 
images. 

TABLE I    
RESULT OF FAKE IMAGE DETECTION ON THE EVALUATION SET. 

Metric Score (%) 

Accuracy 73.4 

Precision 72.0 

Recall 76.3 

F1-score 74.1 

According to per-class results (Table 2) and confusion 
matrix (Figure 1), the model classified 990 as real (70.5%) out 
of 1,405 real images, while 415 were misclassified as fake. 
Conversely, 1,065 images were accurately detected as fake 
(76.3%) among 1,395 fake images, whereas 330 images were 
incorrectly labelled as real. This illustrates the model’s 
comparatively better ability to identify phony images, 
probably because of unique generation artifacts that are still 
present in contemporary synthetic image pipelines. 

 
TABLE II    

CLASSIFICATION REPORT (PER-CLASS) FOR FAKE IMAGE DETECTION ON THE 
EVALUATION SET 

 Precision (%) Recall (%) F1-score (%) 

Real (0) 75.0 70.5 72.7 

Fake (1) 72.0 76.3 74.1 

Accuracy 73.4 73.4 73.4 
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Fig. 1   Confusion Matrix for fake image detection 

The model’s discriminative ability is further supported by the 
ROC curve in Figure 2, which shows strong separability 
between the real and fake classes with a ROC-AUC of 0.824.  
The high AUC implies that the features successfully improve 
the model’s capacity to discern minute cues present in 
altered images. 

 

Fig. 2   ROC Curve for fake image detection 

B. Fake Video Detection 

Based on Table 3, an independent test set of 800 video 
samples, which have 400 real and 400 fake, was used to 
assess the video deepfake detection model. The model 
achieved 100% accuracy, precision, recall, and F1-score. 
 

TABLE III 
RESULT OF FAKE VIDEO DETECTION ON THE EVALUATION SET 

Metric Score (%) 

Accuracy 100 

Precision 100 

Recall 100 

F1-score 100 

The per-class classification report shows perfect performance, 
with 100% precision, recall, and F1-score for both real and fake 
videos, yielding an overall evaluation accuracy of 100% (see 
Table 4). 

TABLE IV  
  CLASSIFICATION REPORT (PER-CLASS) FOR FAKE VIDEO DETECTION ON 

THE EVALUATION SET. 

 Precision (%) Recall (%) F1-score (%) 

Real (0) 100 100 100 

Fake (1) 100 100 100 

Accuracy   100 

According to Figure 3, a flawless classification pattern 
can be seen. All 400 of real videos were correctly classified 
as real (100%), with zero instances mistakenly identified as 
fake. Similarly, the model achieved a perfect score for fake 
videos (100%), correctly identifying each of the 400 instances 
with no false negatives. The absence of both false negative 
and false positive shows that the model maintains maximum 
specificity and sensitivity. Furthermore, the balanced 
precision and recall across classes proves that the model is 
unbiased toward either the real or fake class. 

 

Fig. 3   Confusion Matrix for fake video detection 

The ROC curve in Figure 4 shows perfect class separability 
with a ROC-AUC of 1.000, further supports the model’s 
discriminative ability. This implies that complex 
spatiotemporal anomalies and synthesis artifacts present in 
phony videos are successfully captures by the Video Swin 
Transformer, enabling a clear differentiation between real 
and fake content. 
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Fig. 4   ROC Curve for fake video detection 

 

C. Fake Audio Detection 

Fake audio detection achieved strong performance on the 
evaluation set. The model recorded an accuracy of 92.2%, 
demonstrating reliable overall classification. High precision 
of 99.4% indicates minimal false positives, while a recall of 
91.8% reflects effective identification of fake audio samples 
(see Table 5). The F1-score of 95.5% confirms a balanced and 
robust detection capability, highlighting the model’s 
effectiveness in distinguishing authentic and manipulated 
audio content under realistic evaluation conditions. 
 

TABLE V 
 FINAL EVALUATION METRICS FOR FAKE AUDIO DETECTION ON THE 

EVALUATION SET. 

Metric Score (%) 

Accuracy 92.2 

Precision 99.4 

Recall 91.8 

F1-score 95.5 

The model successfully identified 392 real samples 
(94.9%) out of 413, while 21 were incorrectly classified as fake, 
according to the per-class performance displayed in Tale 6 
and the confusion matrix in Figure 5. On the other hand, out 
of 3,587 fake samples, the model correctly identified 3,294 
(91.8%) of them, with 293 being mistakenly classified as real. 
This finding shows that the model is strong in detecting fake 
audio, as reflected in the very high precision, indicating that 
when the model predicts an audio clip as fake, it is almost 
always correct. Because of the inherent variability in human 
speech, real audio is still more difficult to model, as indicated 
by the comparatively lower recall for the real class. 

TABLE IV    
CLASSIFICATION REPORT (PER-CLASS) FOR FAKE AUDIO DETECTION ON THE 

EVALUATION SET. 
 Precision (%) Recall (%) F1-score (%) 

Real (0) 57.0 95.0 71.0 

Fake (1) 99.0 92.0 95.0 

Accuracy   92.0 

 

Fig. 5 Confusion matrix for fake audio detection. 

The ROC curve in Figure 6, which shows a high level of class 
separability with a ROC-AUC of 0.972, further supports the 
model’s discriminative ability. This suggests that the 
extracted Wav2Vec 2.0 embeddings effectively capture 
subtle acoustic inconsistencies and synthesis artifacts found 
in fake audio when combined with the BiLSTM and attention 
mechanism. 

 

Fig. 6   ROC Curve for fake audio detection 

D. System Integration and Cross-Media Verification 

The fully integrated class was tested on a set of seven 
random samples that included a variety of media formats in 
order to verify the efficacy of the suggested routing 
architecture. To test robustness, the test set contained real-
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world media and benchmark samples from IMD2020, CASIA, 
DeeperForensic1.0, and ASVspoof. 

 

Fig. 7   Sample predictions of multimodal detection 

Based on Figure 7, the system successfully routed input files 
to the appropriate modality. This demonstrates that the 
predict() function’s logic is dependable for mixed-media 
workflows. Across all modalities, the integrated system 
showed high levels of confidence.  While synthetic content 
was consistently detected with confidence scores 
exceeding 99%, the lowest confidence recorded for a real 
image was 71.61%.  

V. DISCUSSION 

Cross-media fake news detection matters because 
misinformation spreads quickly and can destabilize 
communities. False content often carries emotional charge, 
creates confusion, and fuels misleading narratives that 
people may unknowingly amplify. Systems that can detect 
manipulated or misleading content across multiple 
modalities help reduce that risk and support healthier 
information ecosystems.  

This paper employs a Content-Adaptive Routing 
Framework to tackle the problem of various multimedia 
forgeries. Our system operates as a unified forensic 
interface, in contrast to inflexible multimodal systems that 
require the integration of disparate data stream which often 
failing when a user provides only one file type. The input 
format (image, video, or audio) is dynamically identified by 
the system's routing logic, which then sends it to a 
specialized "expert" deep learning classifier. The system can 
successfully verify isolated media files without relying on 
paired data (e.g., requiring audio to accompany video) in 
part to this strategy's high availability and robustness. 

Compared to monolithic fusion models, the suggested 
routing architecture has several engineering advantages. 
Because resources are only allocated to the appropriate 
model for a given input (for example, the heavy Video Swin 
model is never loaded into memory when analysing a simple 
JPEG), it is producing a computationally efficient system. 
Additionally, the design is very modular; future 
enhancements to the audio component, for instance, can be 
incorporated without requiring a full retraining of the image 
or video subsystems by simply updating the AudioModel 
class weights. The framework is a workable, scalable 
solution for real-world multimedia verification because of its 
flexibility. 

A system like ours could be applied during elections, 
integrated into newsroom verification pipelines, or used in 
social-media monitoring to flag suspicious content before it 
gains traction. 

Despite the strengths, there are limitations. Our project 
relies on publicly available datasets, which are relatively 
small and may not capture the full diversity of real-world 
social-media content. A larger, more varied dataset would 
improve generalization. Computational cost is another 
constraint: multimodal deep learning requires significant 
processing power, which can make experimentation slower 
and deployment more expensive. 

VI. CONCLUSION 

Cross-media using images, audio, and video provides a 
valuable technological approach for helping users avoid 
becoming victims of false information. This paper achieved 
strong performance across all three modalities, particularly 
in detecting fake content, which is typically more 
challenging. However, several limitations were encountered. 
The datasets were sourced from publicly available 
repositories, which may not be as current or diverse as 
datasets from private domains. This limits real-world 
representativeness. In addition, computational constraints 
due to budget limitations restricted the scale and 
complexity of the experiments. Future work can focus on 
reducing domain shift between controlled, lab-based 
datasets and real-world multimedia. Enhancing 
generalization in this way will help the model produce more 
robust results and better align with real-time, real-world 
data. 
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Abstract— BeritaDebunked is an AI-driven near real-time fake news detection and alert system designed to 
combat misinformation in Malaysia, particularly on platforms such as WhatsApp. The system combines 
natural language processing and multimodal deep learning by using BERT for textual analysis and BLIP-2 for 
image–text evaluation. Deployed as a browser extension, it flags suspicious messages and allows continuous 
model updates through a scalable backend. Evaluation on the Fakeddit benchmark dataset demonstrates 
that the proposed hybrid architecture achieves an accuracy of (83.3%), with a precision of (82.6%) and an F1-
score of (84.9)%. While unimodal text baselines achieved marginally lower raw accuracy (82.9%), the hybrid 
model demonstrates superior robustness in detecting multimodal context mismatches. The system 
demonstrates real-time capability with an average inference latency of 56.42 ms. By enabling timely 
detection and user-friendly alerts, BeritaDebunked aims to support digital literacy efforts, reduce the spread 
of misinformation, and contribute to Sustainable Development Goal 16 by strengthening information 
integrity. 

 
Keywords— Hybrid, Fake news, SDG 16, BERT, BLIP-2, Multimodal deep learning, NLP 

I. INTRODUCTION 

Due to the widespread use of social media and messaging 
platforms, Malaysia is facing a challenge in controlling the 
rapid spread of fake news, particularly on WhatsApp, 
Facebook and Twitter. The process of manually verifying the 
authenticity of forwarded messages is difficult and 
unfeasible due to high volume and speed. Although 
initiatives by Malaysia Communication and Multimedia 
Commission (MCMC) Sebenarnya.my exist, the current 
approach remains slow, reactive and unable to prevent early 
public impact [1] [2].  

The research also focuses on evaluating and comparing 
different machine learning models for fake news detection. 
The algorithms and results are presented and compared in a 
detailed yet concise manner using multiple evaluation 
metrics to identify the most reliable approach. 

To address this problem, this project proposes the 
development of a real-time AI-driven fake news detection 
and alert system designed specifically for WhatsApp, 
leveraging natural language processing (NLP), machine 
learning, and deep learning techniques including models 
such as BERT for text classification and BLIP-2 for 
multimodal content analysis. The system prioritizes user 
privacy by analysing only message content and excludes 
personal metadata or private chat logs. It is built using 
Python, Flask/FastAPI, and a front-end browser extension, 
the platform ensures accessibility, scalability, and practical 
deployment for public use. 

Despite its potential, developing such a system 
introduces several challenges, including privacy concerns 
due to WhatsApp’s end-to-end encryption, compliance with 
Malaysia’s Personal Data Protection Act (PDPA), and the 
need for fast, real-time performance supported by scalable 
infrastructure. Ethical issues such as algorithmic bias, 
transparency, and responsible alerting must also be 
addressed to prevent user distrust or over-reliance. The 
scarcity of labelled WhatsApp datasets further complicates 
model training, while risks of false positives, maintenance 
requirements, and evolving platform features pose 
additional hurdles. 

Overall, the development of this AI-powered real-time 
detection system is critical for protecting information 
integrity, enhancing public digital literacy, and supporting 
organisations such as MCMC, MyCERT, fact-checkers, and 
media outlets in combating misinformation. This project also 
sets a technological precedent for misinformation detection 
on encrypted platforms, aligning with the goals of SDG 16 by 
promoting peace, justice, and strong institutions in the 
digital age. 

This paper makes three main contributions: (1) a hybrid 
BERT+BLIP-2 multimodal model trained on Fakeddit for fake 
news detection; (2) an end-to-end architecture that 
integrates the model into a browser extension for real-time 
alerts; and (3) a comparative evaluation against unimodal 
baselines using standard metrics on a multimodal 
benchmark dataset. 
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II. LITERATURE REVIEW 

The proposed paper draws directly from the reviewed 
literature to establish an effective framework for real-time 
fake news detection and alerting across text and images. 
Insights from both unimodal and multimodal models have 
been adapted to address core limitations and gaps that are 
identified in prior studies, ensuring the system is 
methodologically robust, scalable and aligned with current 
research trends. Evolution of Detection Models: From 
Unimodal to Multimodal 

Early research into fake news detection predominantly 
focused on unimodal approaches, utilizing machine learning 
and deep learning to analyze textual features. A few studies 
employing models like BERT, LSTM, and XGBoost have 
achieved exceptional accuracy rates. For instance, Cavus et 
al. [3] and Sharma et al. [4] demonstrated that semantic 
analysis can effectively identify false narratives, reaching 
accuracy levels up to 99.9%. However, these models face 
significant limitations in real-world applications. Unimodal 
systems are blind to visual context, rendering them 
ineffective against multimedia misinformation. 
Furthermore, approaches such as those by Rashad et al. [5] 
and Limbachia [6] rely on query-based inputs or domain-
specific training (e.g., COVID-19 data), limiting their 
generalizability and scalability. To address these 
deficiencies, recent scholars have shifted toward 
multimodal architecture that processes both text and 
images. 

To address these deficiencies, recent scholarship has 
shifted toward multimodal architectures that process both 
text and images. Advanced hybrid frameworks have 
emerged to tackle this complexity. Yan et al. [7] utilized 
BERT and BLIP-2 as feature extractors, integrating them 
through a 1D-CCNet attention mechanism and 
Heterogeneous Cross-Feature Fusion Method (HCFFM). This 
approach demonstrated the superior capability of BLIP-2 in 
capturing visual semantics compared to traditional CNNs. 
Similarly, Ojo et al. [8] employed a BiLSTM + VGG19 
architecture, achieving 97.2% accuracy. While these systems 
demonstrate strong performance, current research is often 
hindered by high model complexity, small datasets, and 
class imbalances [9], [10]. Additionally, most existing 
multimodal models are restricted to image-text pairs and 
struggle with cross-domain generalization. 
 
A. Comparison of Existing Fake News Detection Tools 

Beyond academic models, several consumer-facing 
systems attempt to mitigate misinformation, though they 
rely largely on source-level credibility rather than real-time 
content analysis. NewsGuard [11] and Media Bias/Fact Check 
(MBFC) [12] operate primarily as browser extensions that 
rate the reliability of news domains. NewsGuard employs 

human analysts to grade sites based on journalistic criteria, 
while MBFC categorizes sources by political bias and factual 
reporting. While valuable for digital literacy, their source-
level approach is a critical limitation. They cannot flag 
individual false articles hosted on generally credible sites, 
nor can they assess viral content on encrypted platforms. 
Furthermore, their reliance on human curation introduces 
subjectivity and scalability issues, with ratings often 
criticized for being US-centric or potentially biased. 

In contrast, ClaimBuster [13] utilizes NLP to detect 
check-worthy factual claims in real-time. While it automates 
the detection process, surpassing the speed of human 
evaluators, it remains limited to textual content. It relies 
heavily on matching claims against existing fact-checking 
databases, meaning it often fails to detect novel 
misinformation or nuanced context-dependent falsehoods 
that involve imagery. 
 
B. Synthesis and Research Gap 

Literature reveals a distinct gap in current 
countermeasures. Unimodal models [3]- [6] lack of visual 
context while existing multimodal architectures, such as 
attention-heavy mechanisms proposed by Yan et al. [7], 
often prioritize architectural novelty over the latency 
requirements of real-time detection systems and struggles 
with generalization and deployment scalability. 
Furthermore, commercial tools either prioritize source 
reputation over content analysis [11]- [12] or ignore 
multimedia entirely [13].  

Consequently, there is a critical need for a hybrid, real-
time detection system capable of analyzing both text and 
images within encrypted environments. Building upon the 
robust feature extraction capabilities established by Yan et 
al. [7], the proposed system integrates BERT for deep 
semantic text analysis and BLIP-2 for visual reasoning. 
However, unlike prior complex fusion methods, this paper 
employs a direct concatenation and dense classification 
approach to balance high accuracy with privacy-preserving, 
real-time performance required for platforms like 
WhatsApp.   

III. METHODOLOGY 

This paper proposes a hybrid multimodal deep learning 
framework designed to detect misinformation by analysing 
both textual and visual components of a message. The 
system integrates state-of-the-art pre-trained models, BERT 
for text and BLIP-2 for images into a unified classification 
pipeline.  
 
A. Dataset  

The core dataset that will be used is Fakeddit, a publicly 
available dataset multimodal fake news dataset that 
includes both text and images, along with multi-class labels 
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representing different levels of truthfulness [14]. The system 
utilizes this dataset to learn the patterns and features that 
distinguish real news from fake news across multiple 
modalities. Although the model is evaluated on the Fakeddit 
benchmark, which captures multimodal news content, 
WhatsApp messages in Malaysia may differ in style, 
language, and media usage. Therefore, the current results 
should be interpreted as an initial validation of the 
architecture, with future work focusing on collecting or 
adapting datasets that more closely reflect local WhatsApp 
communication patterns. 
 
B. Experimental Configuration and Reproducibility 

To ensure the reproducibility of our results, all 
experiments were conducted using a fixed random seed 
(seed=42) for both data splitting and model initialization. 
The dataset was partitioned into training (80%) and testing 
(20%) sets using stratified random sampling to preserve the 
class distribution of the original Fakeddit dataset. The hybrid 
model was implemented using PyTorch and the Hugging 
Face Transformers library. We utilized the AdamW optimizer 
and a batch size of 16 to fit within the memory constraints of 
a standard NVIDIA T4 GPU.  No additional class balancing 
techniques (such as SMOTE or weighted loss) were applied. 
 
C. Proposed System Architecture 

System Analysis and Design Diagram are essential tools 
for meddling, understanding, and communicating the 
structure and behaviour of this system [15]. They will visually 
map the information to support specific goals and enhance 
cognitive processing during task performance. Effective 
diagrams such as system architectural diagrams are well 
known. The architectural diagrams provide a high-level 
overview of system components and their interactions, 
supporting communication, design and maintenance [16].  
 

 
Fig. 1 System Architecture Design for BeritaDebunked 

The architectural framework of the proposed system is 
illustrated in Figure 1. The core processing layer is built upon 
a Python-based backend that orchestrates the multimodal 
analysis. Incoming data from the browser extension is 
routed to the Content Analysis module, where the BERT and 
BLIP-2 models operate in parallel to extract linguistic and 
visual features, respectively. These features are fused to 
generate a credibility score, which is then transmitted via a 
high-performance FastAPI backend. To ensure real-time 
responsiveness, the system leverages WebSockets for low-
latency communication, delivering immediate verification 
alerts to the user interface while asynchronously caching 
results in the Firebase cloud database for scalability. 

IV. RESULTS AND DISCUSSION 

The developed system integrates BERT for text analysis and 
BLIP-2 for multimodal understanding within a Python-based 
framework. BERT enables nuanced detection of sentiment 
and bias in textual claims, while BLIP-2 analyses image-text 
alignment to identify inconsistencies characteristic of 
manipulated media. This dual-model approach addresses a 
critical gap in existing tools, which often rely on single-
modality analysis.    

While the full Fakeddit dataset contains over one million 
samples, this paper utilized a focused subset of 30,000 
samples to balance training time with statistical confidence. 
Research by standard deep learning benchmarks indicates 
that validation sets exceeding 6,000 samples are sufficient 
to achieve model convergence and reliable performance 
estimates. Consequently, the results reported in this paper 
offer a high degree of confidence regarding the system's 
real-world applicability. 

The dataset is split into training (80%) and testing (20%) 
subsets. This 80:20 ratio was selected as a standard 
convention in machine learning to maintain a balance 
between sufficient data for the model to learn complex 
multimodal feature representations and a large enough 
unseen validation set to rigorously test generalizability and 
prevent overfitting. 

The qualitative analysis of the hybrid model reveals 
distinct behavioural advantages over unimodal approaches. 
While the BERT component successfully flags sensationalist 
text typical of 'clickbait' news, it struggles with posts where 
the text is neutral, but the accompanying image provides a 
misleading context. The integration of BLIP-2 addresses this 
semantic gap by generating image captions that are cross-
referenced with the textual claims. This multimodal fusion 
allows the system to detect mismatch where the visual 
evidence contradicts the textual narrative a key indicator of 
sophisticated misinformation that text-only models often 
miss. This behaviour suggests that future improvements 
should focus on fine-tuning the cross-modal attention 
mechanisms rather than simply increasing dataset size. 
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Performance benchmarking confirms the system's 
suitability for real-time deployment. On a standard T4 GPU 
environment, the model achieved an average inference 
latency of 56.42 ms per message with a throughput of 17.72 
messages/second, well within the latency tolerance for 
instant messaging applications. 

Table 1 reveals that the unimodal BERT model achieved 
an individual performance (82.9% accuracy), indicating 
strong textual cues in the dataset. However, the Hybrid 
model demonstrated competitive performance (83.3% 

accuracy), significantly outperforming the BLIP-2 baseline. 
While slightly higher than the unimodal text baseline, this 
trade-off is justified by the hybrid model's ability to detect 
multimodal context mismatches. This result highlights that 
while text remains the primary indicator of credibility in this 
dataset, the Hybrid architecture successfully integrates 
visual context with minimal loss in accuracy, providing a 
more holistic detection mechanism than text-only 
approaches.  
 

 
TABLE I 

RESULT COMPARISON OF MACHINE LEARNING MODELS 

Modality Machine Learning Model Accuracy (%) Precision (%) Recall (%) F1-Score 

Unimodal BERT 82.9 86.5 86.2 83.6 

Multimodal BLIP-2 60.7 60.6 70.9 65.4 

Hybrid (BERT+BLIP-2) 83.30 82.62 81.8 84.9 

 
Figure 2 illustrates the Hybrid BERT+BLIP-2 model's 

training progression over 2 epochs. The validation accuracy 
stabilizes at approximately 83.3%, while the validation loss 
decreases to 0.39, indicating that the model successfully 
learned generalizable patterns without overfitting. The 

convergence of training and validation loss confirms the 
stability of the fine-tuning process on the 30,000-sample 
subset. 

 

 

 
Fig. 2 Training and Validation Performance Curves for BERT+BLIP-2 model 

 
It is important to note that these preliminary results 

are derived from a subset of the Fakeddit dataset due to 
computational resource constraints. While the current 
sample size is sufficient to validate the hybrid architecture's 
logic, scaling the training process to the full multi-terabyte 

dataset in future iterations is expected to further improve 

the model's precision and recall stability. 
As detailed in  
TABLE , the proposed hybrid model's accuracy (83.3%) 

presents a realistic performance baseline when balanced 
against the constraints of real-time deployment. While prior 
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unimodal studies such as Cavus et al. [3] and Sharma et al. 
[4] reported accuracies exceeding 99%, these models were 
often trained on small, topic-specific datasets (e.g., COVID-
19), which limits their ability to generalize to the broad-
spectrum misinformation found on social media. 

Similarly, in the multimodal domain, architectures like 
Yan et al. [7] achieved higher accuracy (92.5%) but relied on 
computationally intensive attention mechanisms (1D-CCNet) 

that are unsuitable for browser-based extensions. In 
contrast, the slightly lower accuracy observed in this paper 
reflects the trade-off required to achieve near real-time 
latency and privacy preservation. Unlike Ojo et al. [8] whose 
high-accuracy model operates offline, the proposed system 
successfully integrates verification into the user's workflow, 
prioritizing immediate impact and accessibility over raw 
metric maximization on a noisy benchmark like Fakeddit.     

 
TABLE II.  

COMPARATIVE ANALYSIS 

Author, Year Modality Methodology Dataset Performance Key Limitation 

Cavus et. al.  [3] 

Unimodal 
(Text) 

CRIPS-DM, BERT, MS Azure COVID-19 News Acc. up to 99.9% 
Domain-specific 
training 

Babar et. al. {18} 
Hybrid N-Gram + LSTM Social media Acc. 96.5% 

High computation 
cost 

Sharma et. al. 
{4} 

XGBoost, LSTM News Dataset Acc. up to 99.9% Small dataset 

Rashad et. al. 
[5] 

TF-IDF 
Random Forest, Logistic 
Regression, LSTM 

News Dataset Acc. up to 99.8% Query-based input 

Limbachia [6] Random Forest News Dataset Acc. 100% Poor generalization 

Yan et. al. 
(2024) 

Multimodal 

BERT + BLIP-2 (Model encoders 
text & images extractor) 
1D-CCNet Attention Mechanism 
Heterogeneous Cross-Feature 
Fusion Method (HCFFM) 

Multimodal 
News 

Acc. 92.5–96.7% 
Weak cross-domain 
support 

Segura-Bedmar 
et. Al. [9] 

CNN + BiLSTM 
Multimodal 
News 

Acc. 87% Small dataset 

Ojo et. al. [8] 
BiLSTM + VGG19 Social media Acc. 97.2% 

No audio/video 
support 

Saha [17] 
DeBERTa + ConvNeXT 

Multimodal 
News 

Acc. 91.2% Image-text only 

Dellys et. al. [19] 
ViLBERT + SVM 

Multimodal 
News 

Acc. 77% Class imbalance 

Proposed 
System 

BERT + BLIP-2 Fakeddit Acc. 83.3% 
Computational 
constraint 

 

Fig. 1 Inference Latency Distribution and Throughput Analysis. 

To validate the system's real-time capabilities, we 
conducted a latency stress test on a standard NVIDIA T4 GPU 
environment. As shown in Figure 3, the system achieved an 

average inference latency of 56.42 ms per message, with a 
95th percentile lag of 60.11 ms. The system demonstrated a 
throughput of 17.72 messages per second. 

These results contradict initial concerns regarding the 
computational overhead of the BLIP-2 component. With an 
average response time well below the 100ms threshold 
often cited for perceived instantaneity, Berita Debunked 
successfully meets the 'near real-time' requirement for 
interactive user verification workflows. Consequently, the 
system is characterized as offering prototype-level 
responsiveness suitable for user verification workflows, 
rather than high-frequency automated filtering. 

For deployment, the backend architecture leverages 
asynchronous processing capabilities inherent in the FastAPI 
framework to handle concurrent requests efficiently. 

https://doi.org/10.31436/ijpcc.v12i1.644


International Journal on Perceptive and Cognitive Computing (IJPCC)                                                                Vol 12, Issue 1 (2026) 
https://doi.org/10.31436/ijpcc.v12i1.644 
 

79 

 

Furthermore, the integration of Firebase Cloud Messaging 
ensures that alert delivery is decoupled from the heavy 
model inference process, preventing bottlenecks during 
high-traffic periods. Future work will focus on optimizing the 
BLIP-2 backbone to further reduce computational overhead. 

V. CONCLUSIONS 

To summarize, this paper successfully developed and 
validated a near real-time prototype, multimodal fake news 
detection system designed to combat misinformation on 
encrypted platforms. By integrating BERT for textual 
analysis and BLIP-2 for visual-semantic reasoning, the 
proposed hybrid model achieved a classification accuracy of 
83.3% on a robust test set of 6,000 samples from the 
Fakeddit dataset. These results demonstrate that combining 
linguistic and visual features provides a more holistic 
verification mechanism than unimodal approaches, capable 
of identifying multimedia content in near real-time while 
maintaining user privacy through a browser-based 
extension architecture. However, this paper acknowledges 
certain limitations. The reliance on the Fakeddit benchmark 
as a proxy for WhatsApp messages introduces a domain 
shift, as the linguistic style of Reddit posts differs from 
private messaging patterns in Malaysia. Additionally, 
computational constraints necessitated the use of a 40,000-
sample subset of the dataset, which, while statistically 
significant, does not capture the full variance of the 
complete dataset. 

Lastly, the future work will focus on bridging this domain 
gap by fine-tuning the model on localized, anonymized 
Malaysian datasets to better capture regional dialects and 
specific forwarding behaviours. Furthermore, the project 
will prioritize the optimization and public deployment of the 
WhatsApp Web extension. This strategic focus 
acknowledges the current technical limitations of mobile 
operating systems in supporting real-time message 
interception, positioning the browser-based solution as the 
most viable path for immediate, scalable impact in 
combating misinformation. 
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Abstract— Skin disease remains a significant public health issue in rural Bangladesh, where limited access to 
dermatologists and inadequate diagnostic facilities often delay accurate assessment and treatment. To 
address these constraints, this conceptual paper presents a lightweight AI-based framework for predicting 
skin disease risks using structured epidemiological data gathered from hospital visits and interviews with 
patients and healthcare staff. The framework incorporates environmental, occupational, hygiene-related, 
and living-condition factors to model individual risk profiles. Preliminary experiments conducted on an 
existing dataset demonstrate that conventional machine learning algorithms, particularly K-Nearest 
Neighbors (KNN) and Random Forest, achieve strong predictive performance, with accuracy reaching up to 
88% in train–test evaluations and 80% in 10-fold cross-validation. These results confirm the viability of 
achieving high diagnostic reliability without image-based tools, relying solely on patient and environmental 
attributes. The findings further support the practical feasibility of deploying the proposed model in resource-
limited rural clinics to aid early risk identification and more efficient allocation of healthcare resources. 
Privacy protection is incorporated as a core component to ensure secure and ethical handling of patient 
information. 
 
Keywords— Skin disease risk prediction, epidemiology, lightweight AI, rural healthcare, machine learning. 

 

I. INTRODUCTION 

Skin diseases are a major health concern in Bangladesh, 
especially in rural communities. Based on observations from 
local hospitals, clinics, health centers, and the patient’s 
scenarios, these conditions are very common. People living 
in crowded areas, dirty environments, with poor water 
sources, low income, and poor sanitation are more affected 
compared to those living in developed areas. Similarly, 
frequent chemical exposure, irregular bathing and laundry 
practices, poor household environments, shared clothing, 
limited use of soap, flood-prone areas, and household pets 
also contribute to the increase in skin problems. In some 
areas near rivers and ponds, where there is no tube well or 
clean water facilities, people are fully dependent on these 
water sources and often use them directly for bathing and 
washing. They also share clothing and bedding and face 
difficulties in accessing medical care when symptoms 
appear. In many communities, skin problems become not 
only a health issue but also an essential part of daily life. 
According to reports from community health camps, skin 
issues represent about 15–20% of all patient visits. 
Furthermore, it is estimated that more than 60% of people 

experience some form of skin problem during their lifetime 
[1], [2]. Skin conditions like scabies, tinea, vitiligo, urticaria, 
acne, ringworm, and impetigo, eczema are very common, 
particularly among children and senior citizens. Chronic 
conditions such as eczema, urticaria, tinea, and psoriasis 
frequently persist in adulthood, leading to long-term health 
and social challenges [3], [4].  

A large number of families live in underserved areas in 
Bangladesh, typically in small and crowded houses. It is not 
unusual to find more than six people sleeping under one 
roof. When people live close proximity, skin problems can 
spread easily from one person to another. Children often 
share the same bed and wear each other’s clothes, which 
also contribute to the transmission of disease. In addition, 
many people bathe in the same pond or canal. For this 
reason, contagious diseases such as scabies re-occur every 
year [3]. The key factors are closely linked to the 
environment and unhygienic lifestyle of farming 
communities [5].  

In addition, frequent floods and high humidity also 
create perfect conditions to create germs. Combined with 
poor drainage systems, stagnant water, and animal waste, 
diseases spread even more rapidly [6]. A persistent lack of 
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safe water and sanitation makes these problems more 
critical. Few households have access to safe piped water or 
toilets, and among poor families and those living in flood-
prone areas, access is minimal [1] Knowledge about hygiene 
within community is also very limited, particularly among 
women, who are primarily responsible for household 
cleaning and related tasks. This gap, partially responsible for 
educational and cultural challenges, contributes to the 
continued spread of diseases. 

The healthcare system in Bangladesh is gradually 
improving, but underserved areas such as villages, continue 
to face significant challenges. Usually, a single dermatology 
specialist is responsible for many patients. A report has 
shown that the majority of people living outside big cities do 
not have access to skin specialists, or proper patient records 
in hospital [7]. Villagers often seek hospital care only when 
conditions become severe. Approximately one-third of skin 
problems are treated without expert practitioners, relying 
instead on village pharmacies or traditional methods. 
However, misinformation, violations of medical guidelines 
and self-medication increase the risk of both contiguous and 
incontiguous diseases. 

Advancements in healthcare, particularly those driven by 
artificial intelligence (AI), have shown significant progress in 
addressing gaps within the healthcare sectors. As a result, 
false information, weak health regulations, and self-
medication increase the risk of long-term illness and drug 
resistance. New digital health tools, especially those 
leveraging AI, have the potential to mitigate these issues 
and improve access to appropriate care. 

Within the domain of dermatology, the utilization of 
deep learning algorithms and image-based models has 
significantly improved the accuracy of disease detection, 
classification, and prioritization in settings with ample 
resources [8], [9]. Updated technologies are developed 
using large sets of high-quality skin images. Importantly, 
they can perform as well as, or even better than, 
experienced dermatologists. However, they rely on 
expensive technology, steady electricity, skilled personnel, 
and reliable internet access. Consequently, people in poor 
and undeserved areas of Bangladesh often cannot access 
these advanced solutions.  

The most effective approach, therefore, is to leverage 
readily accessible epidemiological data variables such as 
age, gender, occupation, household structure, hygiene 
practices, water availability, and population density, and 
scrutinize these using interpretable, artificial intelligence 
frameworks. Supervised machine learning methodologies 
can yield actionable risk assessments based on structured 
data variables. This approach aligns with the World Health 
Organization’s concept of social determinants of health 
which emphasizes that communities’ health is shaped by 

their personal income, household environment, and social 
conditions. The primary goal of this framework is to make 
healthcare more accessible, user-friendly, build trust, and 
strengthen local skills enabling artificial intelligence to 
better support global health [11]. 

Although the sector continues to undergo reforms, 
these evident constraints in the real world have motivated 
the present research to design a model that is closely 
aligned with the community's actual conditions and capable 
of practical grassroots implementation.  

II. LITERATURE REVIEW 

Several epidemiology studies have documented that skin 
disease is a burden in Bangladesh. A clinic-based study by [2] 
reported that about 58% of patients with skin disease have 
fungal infections. In comparison, scabies and contagious 
diseases occur in more than 20% of cases, together with 
bacterial and viral infections. During the rainy season, 
disease and infections increase due to poor-quality water. 
The highest-risk populations are children and seniors [5]. 

Institutional field studies have reported that the 
prevalence of scabies is between 18% and 34% among 
students. This is mostly due to living in overcrowded houses 
and poor clothing hygiene [6]. Transmission is more rapid 
among family members, suggesting that social and 
environmental variables are important for skin issues [3]. 

Common chronic skin diseases like eczema, urticaria, and 
psoriasis cause both physical and psychological morbidity. 
These types of problems are connected with mental stress, 
depression, and reduced professional or educational 
performance [4]. In Bangladesh, chronic skin disease has 
been reported to affect approximately 10% to 20% of people. 
Severity worsens due to environmental and individual 
factors such as climate change, poor diet, family stress, and 
delays in obtaining a proper medical treatment [10]. 

Both infectious and non-infectious skin diseases can be 
identified within the Social Determinants of Health (SDH) 
model. Social and structural factors such as education, 
occupation, income, living environment, and access to 
healthcare play an important role in determining whether 
people are healthy or sick [12]. Other studies have shown 
that water facilities, hygiene, household gatherings, and 
contact with animals are strong predictors of skin disease, 
even after adjustments for age and gender [1]. 

In the past five years, many scholars have used artificial 
intelligence (AI) to predict disease risks with community and 
survey data. This approach is very effective in regions such 
as Africa and Asia, where it is still limited to image datasets 
and digital health records [13], [14]. For example, one study 
of [15] proposed a supervised classification method using 
health-related and climatic factors to predict skin problems 
utilizing KNN, SVM, and Random Forest. Their findings show 
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that epidemiology-based prediction is feasible without using 
clinical image data. Most of those models used tabular data 
rather than clinical skin images. They are designed to be 
lightweight, interpretable, and suitable for use in public 
health programs.  

AI-based analysis of community and survey data still 
necessitates consideration of fundamental ethical principles, 
such as informed permission, confidentiality, and 
appropriate data governance in public health programs, 
even though this work does not specifically address privacy-
preserving strategies [15]. 

Several image-based deep learning systems have 
classified skin lesions with extremely high accuracy. For 
instance, [9] trained deep CNNs to achieve dermatologist-
level performance on dermoscopic pictures, whereas [15], [8] 
employed hybrid models, ResNet, and DenseNet to get AUC 
values near 0.99. These methods rely on high-quality clinical 
photos and computing resources, which are challenging to 
implement in clinics located in rural Bangladesh. 

Overall, the existing literature demonstrates that skin 
disease is prevalent in Bangladesh among children, students, 
and senior citizens and is heavily influenced by social and 
environmental variables. However, most AI-based literature 
on skin diseases either relies on relatively small, survey-
based models or clinical skin images and well-recorded 
datasets, which are hard to gather in rural settings. Even 
though it is clear that factors such as water source, hygiene 
practices, household crowding, education, income, and 
animal contact are responsible for spreading the disease, 
there is still a lack of a lightweight, simple prediction model 
that uses the epidemiological data to identify the skin risk 
for rural communities. This study addressed the gap by 
creating and evaluating an epidemiological data model for 
skin disease risk prediction specifically adapted to the rural 
Bangladeshi context and appropriate for incorporation into 
community health initiatives. 

 

TABLE I 

 SUMMARY OF RELATED STUDIES ON SKIN DISEASE RISK PREDICTION 
Year Author Method Used Accuracy  Research Gap Epidemiology 

data 
Dataset 

2025 Abbas et al. Transfer Learning 
(DL), Explainable 
AI 

CNN - 98%, ResNet‑50: 
84%  DenseNet‑121: 89% 
accuracy 

Fully image-based  Not used Large image 
datasets 

2025 Hoque et al. Epidemiological 
survey analysis 

Identified major 
predictors. 

Not ML based; Partially 
analysis  

Field survey data 
(Bangladesh) 

2025 Islam et al. Cross-section 
asses 

58% fungal 
infections, >20% scabies 
cases 

No predictive 
modelling; 

Epidemiological 
analysis only 

Clinic-based 
records 

2024 Hasan et 
al. 

 

Risk factor 
analysis. 

Scabies prevalence 18–
34% 

Lacks ML 
prediction;  

Yes Field survey 
(Madrasahs) 

2024 Wan et al. ML models on 
(EHR).  

AUC ≈ 0.82–0.83 (high 
performance) 

Fully digital EHR 
system;  

 

No  Large-scale EHR 
dataset.  

2024 Yusra et al. Hybrid ML 99.26% skin-disease 
detection  

ML-based 
diagnosis  

 No Image datasets  

2024 Panwar et 
al. 

 

ML models Used simple ML models Limited dataset Yes Survey dataset 

2024 Vayadande 
et al. 

ML for risk 
prediction.  

 

Effective for health 
surveys 

 

Not dermatology-
specific; 

Yes General health 
datasets 
 

2022 Meena et al. KNN, SVM, 
Random Forest.  

97% (RF) No privacy, 
hygienic also not 
rural 

Partially  Hospital dataset 

2022 
 

Chouhan 
et al. 

 

Economic impact 
study 

Environment risk related Not ML modelling Epidemiological  Livestock 
dataset 

2021  Samiul 
Huq et al. 

 

Community based Find major skin disease  No predictive  Yes Clinical survey 
data 
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2017 Esteva et al. CNN, Deep 
learning 

Dermatologist-level 
accuracy 

 

Not usable in low-
resource 
settings; 

 

No ISIC image 
dataset 

Many studies have used deep learning or ensemble machine 
learning techniques to detect skin diseases using infected 
skin images or well-recorded clinical datasets. These 
methods frequently rely on high-quality imaging, lab data, or 
urban lifestyle questionnaires, which are challenging to 
maintain in rural settings in Bangladesh. In the framework of 
lightweight, epidemiology-based risk prediction, Table I thus 
classifies the current literature into broad categories and 
identifies its primary shortcomings. [24] used ensemble 
models to obtain 97% accuracy for structured tabular data on 

the UCI dermatology dataset, however the features are 
specialized biopsy attributes rather than community 
epidemiology. Although they don't focus on rural skin 
conditions, epidemiology-based machine learning research 
such as [26] for parasitic infections and [19] for EHR-based 
melanoma risk demonstrate that survey data can support 
prediction. Although they did not concentrate on 
dermatology specifically, [13], [14] demonstrated 
lightweight ML on general health surveys. 

TABLE II 
LIMITATIONS OF EXISTING AI-BASED APPROACHES 

Type Model Limitations  Related 
work 

Image-based CNN / transfer learning on dermoscopic 

images (ResNet-50, DenseNet-121, 

sequential CNN, etc.)  

Requires dermatoscopes or high-quality clinical images, 

GPUs, and stable internet; not feasible for most rural 

Bangladeshi clinics 

[20], [21], 

[22] 

Image-based Advanced deep models and ensembles 

(Xception, Inception-v3, 

Inception-ResNet-v2, MobileNet, 

multi-CNN 

Optimised for large, multi-class image datasets; high 

computational cost; no integration of hygiene, 

socio-economic, or environmental variables.  

[20], [21] 

Image-based Classical ML with texture features 

(GLCM, color statistics) + DT, SVM, KNN 

on ISIC / HAM10000  

Depends on careful preprocessing (hair removal, 

segmentation, denoising) and good dermoscopic images; 

unsuitable where only tabular clinic data exist.  

[19] 

Image-based 

(mobile / app) 

Mobile / app-based systems combining 

CNNs with ensemble and data-mining 

algorithms 

Improves accessibility but still relies on smartphone 

cameras and connectivity; does not exploit routine 

epidemiological records from rural facilities.  

[21], [23] 

Tabular clinical 

(dermatology) 

Ensemble data-mining on UCI 

dermatology dataset. 

Uses biopsy and histopathology attributes collected in 

specialist hospitals;  

[24] 

lifestyle (skin) ML on survey-based lifestyle and 

treatment data (LR, DT, RF, CatBoost, 

GBC, LightGBM) for chronic skin 

diseases 

Focuses on symptom improvement in urban specialty 

clinics; does not model infectious vs non-infectious 

skin-disease risk in rural populations such as Bangladesh. 

[25] 

Epidemiology 

ML (non-skin 

infection) 

ML-based risk-factor analysis using 

epidemiological survey data for 

intestinal parasitic infections 

Shows how ML can use socio-demographic, 

environmental and haematological features for infection 

risk, but targets intestinal parasites (not skin diseases) and 

an Ethiopian context. 

[26] 

Epidemiology 

(skin 

prevalence & 

QoL) 

Community prevalence and DLQI / 

CDLQI studies of skin disease in rural 

populations.  

Quantify burden and quality-of-life impact but remain 

descriptive and do not propose ML-based risk-prediction 

tools for frontline workers. 

[25], [28] 

System-level 

(skin ML) 

Reviews of ML/DL for skin-lesion 

recognition (traditional ML + many 

Summarise image-centric pipelines and big datasets; 

provide little guidance on lightweight, interpretable, 

epidemiology-based models for low-resource settings. 

[21], [29] 

https://doi.org/10.31436/ijpcc.v12i1.642
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CNN/UNet variants; multiple public 

image datasets) 

Table II highlighted that most current research is either 

image-based or depends on structured clinical datasets. 

Although they are descriptive rather than predictive, recent 

reviews and quality of life studies like [25], [4] further 

emphasize the social and psychological burden of skin 

disease. The primary image-based and epidemiology-based 

research mentioned above are summarized in Table I, and a 

summary of their technological limitations is given in Table 

II. However, only a small number of studies use 

epidemiological survey variables to create lightweight, 

comprehensible risk-prediction models appropriate for rural 

Bangladesh. 
 

TABLE III 
COMPARATIVE ANALYSIS OF THE PROPOSED EPIDEMIOLOGY-BASED FRAMEWORK WITH PREVIOUS SKIN DISEASE PREDICTION STUDIES

Study Data type Methods Best performance Context vs this work 

Abbas et al. 
(2025) 

Dermoscopic 
images 

Sequential CNN, ResNet, 
DenseNet 

98% accuracy, 99% 
AUC 

High-resource, image-based; no rural 
epidemiology 

Verma et al. 
(2019) 

UCI 
dermatology 
dataset 

Ensemble data-mining 
models 

97% accuracy Specialist clinic attributes; no hygiene/living-
condition variables  

Zafar et al. 
(2022) 

Survey data 
(intestinal 
parasites) 

LR, SVM, RF, XGBoost with 
SMOTE 

AUC > 0.8 Epidemiology-based but not skin diseases; 
Ethiopian setting 

Park et al. 
(2024) 

Lifestyle data 
(chronic skin) 

LR, RF, boosting models High F1-scores Urban specialty clinics; focuses on symptom 
control 

This study Epidemiological 
survey (skin 
risk) 

KNN, RF, LR, NB 88% train–test, 
80.2% 10-fold 
accuracy 

Lightweight, interpretable model for rural 
Bangladesh 

Table III demonstrates that most of the previous research 
either uses well recorded clinical datasets or dermoscopic 
pictures, which limits its applicability to rural settings with 
limited resources 

However, the suggested framework, is more 
appropriate for rural Bangladeshi settings since it only uses 
lightweight models and epidemiological survey variables. 
 

III. Research Methodology 
A. THEORETICAL FRAMEWORK 
These days, people in rural Bangladesh are aware of skin 

disease in rural Bangladesh, and they can understand that it 

happens for many reasons. As they are linked to social, 

economic, and environmental problems. According to the 

World Health Organization (WHO), this is explained through 

the Social Determinants of Health idea. This says that human 

health is not only about our body but also about the world 

around us [11]. Importantly, education, cleanliness, money, 

housing, and gender can also change a person’s health. 

When the community does not have good conditions or low 

income, they are more likely to have skin problems [17]. 

The Social Determinants of Health (SDH) framework, 

which emphasizes that individual health outcomes are 

impacted not only by biological factors but also by education, 

income, family, water and sanitation, and larger 

environmental conditions, serves as the overall foundation 

for this study. In rural Bangladesh, where overpopulation, 

polluted water, and inadequate sanitary facilities 

significantly impact disease risk, these social and structural 

factors are particularly significant for skin diseases.  

Simultaneously, the work adopts a Supervised Machine 

Learning (SML) approach to risk prediction, wherein a 

model learns a mapping from epidemiological input features 

(hygiene, environmental, and demographic variables) to an 

output label representing the type or degree of skin-disease 

risk. This combination of SDH and SML offers an empirical 

basis for identifying community members who are most at 

risk and could thus benefit from early intervention utilizing 

epidemiology data. 

Computer science domain, especially artificial intelligence, 

machine learning, is now used to help identify health risks. 
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There are some normal or lightweight models, like decision 

KNN, logistic regression, and random forests can find and 

explain the links between many variables. These models use 

patient data from surveys or health center records to study 

people’s health [18]. 

Also, the benefits of using more models help to read data 
about people, families, and their lives. This makes risk 
accuracy better and helps to target those who need it most. 
For example, it can also help to detect which areas of 
communities have a high risk of getting a certain skin issue. 
Skin disease prevalence is significantly influenced by 
environmental and behavioral variables, including 
household obstruction of personal hygiene, and water 
quality [19]. As a result, these factors are included in the 
study's epidemiological dataset. 

Thus, the theoretical conceptual paper figures on two 
interconnected frameworks that connect with public health 
and artificial intelligence.  

1. Social Determinants of Health (SDH): Skin diseases 
are spreading due to socio-economic, 
environmental, and household factors. 

2. Supervised Machine Learning (SML): Like Logistic 
Regression, Naïve Bayes, KNN, and Random Forest 
learn patterns from provided epidemiological 
datasets.  

For this study, frameworks will provide a strong, clear 
base. Without using clinical images, epidemiological data 
can be used securely in the model to predict the risk of skin 
diseases in rural communities. 

 
 
 
 

B. Conceptual Framework 
The proposed conceptual framework is designed with a 
structured approach. By using epidemiological data and 
lightweight machine learning models to detect the risk of 
dermatological problems in rural communities in 
Bangladesh. The framework consists of four key stages: (a) 
data collection, (b) data preprocessing, (c) modelling and 
analysis, and (d) evaluation. Each stage is important for 
achieving practical accuracy in underserved areas with 
limited resource facilities. 

C. Data Collection 

The initial plan of data collection is to record epidemiological 
data from Bangladeshi rural clinics and hospitals. The 
variable will be the patient demographics (age, gender, 
marital status, education, income), sanitation and hygienic 
behavior (frequency of bathing, hand washing, soap use), 
environmental features (source of water, crowded 
household, pet contact), and related to work (chemicals, 
sunshine). During the physical clinical visits inside the 
doctor's consultation room. The expert dermatologist 
assigns the dependent variable to three classes: 0 - Not a 
skin disease, 1 - Contagious, 2 - Not Contagious.  

To ensure the ethical and responsible handling of 
patient data, privacy protection was maintained throughout 
the data collection phase. All records were stored using 
anonymized identifiers, and directly identifying attributes 
were kept in a separate, access-restricted file. Clinical data 
were encrypted at rest and only deidentified or aggregated 
datasets were used for analysis. These measures were 
implemented to prevent unauthorized disclosure, maintain 
confidentiality, and uphold ethical standards for handling 
health information. 

 
TABLE IV 

SAMPLE OF EPIDEMIOLOGICAL DATASET 

Id Age Gender Occupation Water 

Source 

Birth 

Frequency  

Household 

Crowding  

Pet Contact Skin Status 

R001 30 Male Farmer Pond 3-5 times / week >6 persons/room Yes Contagious 

R002 45 Female Housewife Tube well Daily 4–5 persons/room No No disease 

R003 18 Male Student River 1-2 times / week >6 persons/room Yes Contagious 

R004 55 Female Farmer Pond Daily 3–4 persons/room No Non-

contagious R005 27 Male Labor  Tube well 2-3 times / week 4–5 persons/room Yes Contagious 

D.  Data Pre-Processing 
The collected dataset uses several preprocessing 
techniques before the ML model is used: 

1. Filled the missing Values: To avoid any kind of bias, 
missing values are either input or deleted. 

2. Outlier Detection: To identify any human errors. 
3. Encode the categorical Variables: Encode the 

numerical types to nominal variables like gender, 
occupation, educational level, and disease types. 

4. Classes Balancing: Uses the resampling techniques, 
like supervised sampling or SMOTE, where 
appropriate. These techniques are employed to 
increase the class distribution, for example, the class-
2 ratio. 

5. Scaling the features: algorithms like KNN, 
normalizing, or standardization are used. 

So, these preprocessing steps enhance the prediction 
performance and model accuracy. 
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E.  Modelling and Analysis 

The models were used with four supervised learning 
algorithms: K-Nearest Neighbors (KNN), Random Forest 
(RF), Naïve Bayes (NB), and Logistic Regression (LR). KNN is 
a non-parametric classifier, like an instance-based classifier, 
that assigns a new sample a class label based on the majority 
class of its k nearest training samples in feature space. In this 
study, we used Euclidean distance and fixed k = 5 neighbors. 
RF is a collection of decision trees trained on bootstrap 
samples. Each tree is constructed using a random subset of 
characteristics and determined by majority voting among 
the trees. Moreover, we employed 100 trees with at least 
two samples per leaf and a maximum depth of, say, 10. We 
used the Gaussian Naïve Bayes classifier, a probabilistic 
classifier that applies Bayes' theorem under the 
presumption of conditional independence amongst 
predictors. We trained a multinomial logistic regression 
model with L2 regularization penalty and regularization 
strength C = 1.0. LR is a linear model that uses the logistic 
function to predict the likelihood of belonging to each class. 

To achieve the best accuracy, every model is trained 
using ‘10-fold cross-validation and train–test splitting (60:40, 
70:30, 80:20, 90:10). The most important features of the 
dataset (sun exposure, chemical contact, and bathing 
frequency) can be identified using feature importance 
analysis. 

According to initial performance, KNN and Random 
Forest frequently outperform LR and NB, achieving 88% in 
the 90:10 split and 79–80% in 10-fold cross-validation. 
F. Evaluation & performance metrics  
There are several metrics used to get the best model 
performance: 

1. The highest precision indicates the minimal false 
positives. Precision estimates the percentage of 
positive cases that are correct. 

2. Cohen's kappa statistic measures the degree of 
agreement between the model's prediction 
accuracy and the actual labels; values nearer 1 
denote stronger deal. 

3. The confusion matrix was used to generate several 
common classification measures that were used to 
evaluate the model's performance.  

4. The percentage of real positive cases that the 
model correctly detects is called recall.  A high recall 
indicates few false negatives. When classes are 
unbalanced, the F1-score, which is the harmonic 
mean of precision and recall, provides a single 
metric that balances both. 

5. The model's ability to distinguish between classes 
across all potential classification limits is 
summarized by the Area Under the Curve (ROC-
AUC); greater AUC values suggest better overall 
separability between positive and negative classes. 

The metrics are computed as follows: 

Accuracy = 
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
   

Precision = 
𝑇𝑃

𝑇𝑃+𝐹𝑃
 

Recall = 
𝑇𝑃

𝑇𝑃+𝐹𝑁
  

F1-score= 2 ×
Precision +Recall 

Precision +Recall 
 

Cohen’s Kappa K =   
𝑝𝑜  − 𝑝𝑒 

1 −𝑝𝑒 
 

Here 𝑝𝑜  is an observed agreement (accuracy) and 𝑝𝑒  is 
expected agreement. 

𝐴𝑈𝐶 = ∫ 𝑇𝑃𝑅(𝐹𝑃𝑅) 𝑑(𝐹𝑃𝑅)
1

0
  Here, TPR =  

𝑇𝑃

𝑇𝑃+𝐹𝑁
 , FPR=  

𝐹𝑃

𝐹𝑃+𝑇𝑁
 

Here, TP, TN, FP, and FN stand for true positives, true 
negatives, false positives, and false negatives, respectively, 
with the positive class denoting the risk of skin diseases. 

Based on the results, the highest Kappa values (0.60–
0.62) were obtained by KNN and Random Forest, suggesting 
moderate to good agreement. However, the Naïve Bayes 
performed worse (~63%) than Logistic Regression, which 
generated moderate accuracy (~70%). 

This prediction confirms that this framework is 
workable for skin disease risk in underserved areas. The 
framework is visualized in Figure 1. 
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 Fig. 1 Research methodology for epidemiology-based AI skin disease risk prediction. 

 

IV. EXPERIMENTAL ANALYSIS 
To review a 500-epidemiology data set, the data were 

pre-processed in many ways, like addressing missing values, 
dropping the outliers, encoding numerical and categorical 
factors, leveling feature scales, and using resampling 
techniques. After preprocessing, several supervised 
machine learning models like Logistic Regression, Naïve 
Bayes, K-Nearest Neighbors (KNN), and Random Forest 
classifiers were assessed for their capacity to predict 
outcomes from the dataset. This allowed for a methodical 
comparison of performance across various algorithmic 
families. 

 
A. Classification performance of the model: 
According to 10-fold cross-validation, Random Forest 
performed the best overall, with 80.2% accuracy and a 
significant Kappa value of 0.6216, suggesting strong 
agreement beyond chance. KNN came in second with 79% 
accuracy, whereas Naïve Bayes and Logistic Regression had 
lower accuracies of 63% and 70.6%, respectively, 
demonstrating that instance-based and tree-based 
approaches outperformed linear and probabilistic models 
for this dataset. The accuracy output is visualized in Table V. 

 

TABLE V  

10-FOLD CROSS-VALIDATION ACCURACY OF ML MODELS ON THE 

EPIDEMIOLOGICAL DATASET 

Algorithm  Accuracy 

(%) 

Kappa ROC 

Logistic Regression  70.6 0.44 0.77 

Naïve Bayes 63 0.28 0.75 

KNN 79 0.60 0.82 

Random Forest 80.2 0.62 0.88 

 
Fig. 2 Training–validation accuracy curve. 
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Fig. 3 Training–validation loss curve. 

In the Figure 2 shown the training curves with validation 
accuracies stabilizing between 79 and 80% without 
significant gaps from, both KNN and Random Forest 
achieve smooth convergence.  

However, the models generalize well and do not 
show significant overfitting on the epidemiology dataset, 
as shown by the associated loss curves in Figure 3, which 
drop slowly and do not diverge. 
 
B. Train and test splitting: 
Across various train-test splits, KNN and Random Forest 
produced the most consistent and often higher 
accuracies; performance improved as training size grew. 
KNN's accuracy peaked at 88% at the 90:10 split, while 
Random Forest's accuracy peaked at 84%. Both 
algorithms outperformed Naïve Bayes and Logistic 
Regression, which displayed greater variability and lower 
scores. The train-split accuracy output is visualized in 
Figure 4.  
 

Fig. 4 Train–Test Split Analysis 
 

C. Best Algorithm: 
The accuracy scores of four machine learning models were 
tested to predict skin diseases. The best accuracy was 88% 
for KNN, 84% for Random Forest, and 76% for both Naïve 

Bayes and Logistic Regression. This graphic demonstrates 
that KNN is the dataset's most efficient algorithm, 
surpassing the competitors in predicting. The best algorithm 
accuracy is visualized in Figure 5. 
 

 

Fig. 5 Best Algorithm Accuracy 

D. Best Fit Features: 
The categories and importance of various factors 
influencing skin disease risk. Sun exposure, chemical 
exposure, and bathing frequency are rated as highly 
important and span environmental, occupational, and 
hygiene categories. Shared clothing and family history have 
medium to high significance within behavioural and genetic 
domains, while pet contact and household environment play 
a moderate role as environmental factors. This highlights 
the multidimensional nature of risk, covering demographic, 
behavioural, and ecological aspects. The best features 
shown is in table VI. 
 

TABLE VI 
THE BEST EPIDEMIOLOGICAL FEATURES FOR SKIN-DISEASE RISK 

PREDICTION. 

Feature Category Importance level 

Sun exposure Environmental High 

Chemical exposure Occupational High 

Bathing frequency Hygiene High 

Shared clothing Behavioural Medium–high 

Household environment Environmental Moderate 

Pet contact Environmental Moderate 

 

V. DISCUSSION 

Although this study is conceptual, preliminary experiments 
were conducted using an epidemiology-based dataset to 
assess the feasibility of developing lightweight machine 
learning models for rural Bangladesh. This conceptual 
framework aims to present a lightweight machine learning 
method for predicting skin disease risks using 
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epidemiological factors. Despite the study's conceptual 
nature, preliminary testing was conducted to assess the 
viability of different conventional machine learning methods 
using epidemiological data linked to skin diseases.  

These initial experiments provided insights into the 
potential applicability of conventional machine learning 
methods in resource-constrained settings. 

Across all experimental runs, KNN and Random Forest 
consistently outperformed Naïve Bayes and Logistic 
Regression in terms of model accuracy. However, KNN 
obtained 79% accuracy with a kappa value of 0.605 in 10-fold 
cross-validation, while Random Forest obtained 80.2% 
accuracy with a kappa of 0.6216.  These kappa values show 
moderate to large agreement, demonstrating that the 
algorithms can learn significant epidemiological patterns 
and outperform chance. 

About 70% accuracy was attained by logistic regression, 
indicating that while linear correlations do exist, they are 
insufficient on their own to fully capture the intricacy of skin-
disease patterns.  The independence assumption does not 
match well with coupled epidemiological variables, as 
evidenced by the lowest performance of Naïve Bayes 
(~63%). When multiple train–test splits were tested, the 
most stable performance was also observed in KNN and 
Random Forest. Accuracy increased when the training size 
increased (90:10 split), reaching up to 88% (KNN) and 84% 
(Random Forest). This trend indicates that these models 
benefit from larger training samples and can generalize well 
to unseen data. 

However, it is important to recognize a few limitations. 
First, the current results may not accurately reflect the 
diversity of real rural communities in Bangladesh because 
they are based on a single dataset with a small sample size 
and class imbalance. Second, it is impossible to establish a 
causal association between risk factors and skin disease 
because the variables are taken from cross-sectional survey 
data. Third, the models' performance may alter when used 
in new contexts, such as various districts or primary-care 
institutions with distinct population characteristics, as they 
have not yet been prospectively verified in standard clinical 
workflows. Therefore, using locally gathered epidemiology 
data, additional validation is needed from various rural 
areas. 

Lastly, although basic privacy and encryption techniques 
were implemented in the data collection and preprocessing 
phase, it will be crucial to incorporate improved privacy-
preserving strategies to guarantee the safe and moral 
handling of patient data during large-scale deployment. 
Overall, these limitations suggest that the current findings 
should be considered preliminary; yet they offer a valuable 
basis for creating interpretable, cost-effective, and privacy-
conscious prediction frameworks for the risk of skin 
diseases in underserved areas. 

VI. CONCLUSION 

This conceptual paper proposes a lightweight, 
epidemiology-driven model for predicting skin disease risk in 
underserved rural areas of Bangladesh. Early experiments 
conducted on an existing dataset indicate that conventional 
machine learning models, particularly KNN and Random 
Forest, achieve reliable predictive performance with 
accuracy reaching approximately 88% under train–test 
evaluation and 80% under 10-fold cross-validation. These 
results demonstrate that high-accuracy prediction can be 
made without the need for image-based diagnostic tools, 
utilizing only structured patient and environmental 
data. The outcomes validate the feasibility of the suggested 
framework for practical implementation in rural clinics. 
Additionally, privacy protection is another important factor 
to secure patient information In addition, privacy protection 
was integrated as a core design element to ensure secure 
and ethical handling of patient information. Collectively, 
these contributions provide a foundation for an 
interpretable and context-appropriate risk-prediction model 
that may strengthen early disease detection capabilities in 
low-resource communities Future work will involve 
acquiring epidemiological data directly from rural 
Bangladeshi populations, integrating privacy-preserving 
techniques into the risk-detection process, and validating 
the proposed framework within real-world healthcare 
workflows. 
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Abstract— The growing demand for effective academic collaboration tools highlights the need for unified 
digital environments that support communication, resource sharing, and knowledge management. This 
study applies the Software Development Life Cycle (SDLC) framework to the design and prototyping of 
WeResearch, a unified research environment tailored to researchers’ needs. A qualitative methodology was 
employed, combining insights from prior studies with semi-structured interviews conducted with ten 
researchers from diverse disciplines. The interviews identified critical requirements for research 
collaboration, including seamless communication, collaborative task management, and intuitive navigation. 
Based on these requirements, a prototype of WeResearch was designed to visualize platform functionalities 
and user experience. The SDLC phases of planning, requirements analysis, design, and prototyping were 
applied to ensure a structured development process. The prototype was then tested with the same group 
of researchers, whose feedback provided valuable insights into usability and relevance. Findings suggest 
that the proposed design aligns strongly with user needs, offering solutions to gaps present in existing 
research collaboration platforms. This study contributes by integrating qualitative needs assessment with 
the SDLC framework in the academic context, addressing researchers’ needs, software requirements, and 
full prototype design to support a unified research collaboration platform across world universities. 

 
Keywords— Software Development Life Cycle (SDLC), Unified Research Environment, User-Centered 
Design, Prototype Design  

I. INTRODUCTION 

Effective academic collaboration is essential for 
advancing research across disciplines and institutions. 
However, the proliferation of diverse tools and platforms 
has led to fragmented digital environments, hindering 
seamless communication, resource sharing, and knowledge 
management among researchers. This fragmentation often 
results in inefficiencies, data silos, and challenges in 
coordinating tasks and managing research outputs [1], [2]. 

To address these challenges, the Software Development 
Life Cycle (SDLC) offers a structured framework for 
designing, developing, and evaluating digital solutions. The 
SDLC encompasses several phases, including planning, 
requirements analysis, design, development, testing, 
deployment, and maintenance [3], [4]. By applying the SDLC 
methodology, developers can ensure that software 
solutions are systematically planned, requirements are 
clearly defined, designs are rigorously developed, and 
prototypes are iteratively tested to align with end-user 
needs [5]. 

This study focuses on the design and prototyping of 
WeResearch, a unified research environment tailored to the 

needs of researchers across disciplines. By employing a 
qualitative methodology that combines insights from prior 
studies and semi-structured interviews with ten researchers, 
this study identifies critical requirements for effective 
research collaboration, including seamless communication, 
collaborative task management, and intuitive navigation [6], 
[7]. 

The resulting prototype demonstrates how SDLC 
phases—planning, requirements analysis, design, and 
prototyping—can be applied to create a unified platform 
that addresses gaps in existing research collaboration tools. 
This research contributes to the academic field by offering a 
structured approach to designing research collaboration 
software, integrating user needs with systematic software 
engineering principles, and providing a practical prototype 
that can guide future implementations in global academic 
contexts [8].  

Unlike existing collaboration tools, WeResearch 
integrates academic task management, reference handling, 
and institutional coordination in a unified environment. This 
study focuses specifically on the early phases of the 
Software Development Life Cycle, namely planning, 
requirements analysis, design, and prototyping. 

https://doi.org/10.31436/ijpcc.v12i1.634
mailto:m.mashadani@inu.edu.jo


International Journal on Perceptive and Cognitive Computing (IJPCC)  Vol 12, Issue 1 (2026)  
https://doi.org/10.31436/ijpcc.v12i1.634 

93 

 

Implementation, deployment, and maintenance phases are 
beyond the scope of the current work and are planned as 
future research directions. 

This study is guided by the following research questions: 
RQ1: What are the key requirements needed for a unified 

digital research environment from researchers’ perspectives? 
RQ2: How can early phases of the Software Development 

Life Cycle (SDLC) be applied to design and prototype a 
unified research collaboration platform? 

RQ3: To what extent does the proposed prototype align 
with researchers’ perceived needs and usability 
expectations? 

II. LITERATURE REVIEW 

Effective research methodologies are essential for 
maintaining the integrity and quality of academic research. 
However, many researchers, especially graduate students, 
face challenges due to insufficient guidance on selecting and 
applying appropriate methods. Alebaikan and Alsemiri [9] 
examined the attitudes of graduate students at King Saud 
University towards digital academic integrity and found that 
a lack of awareness regarding proper research practices 
often led to issues such as digital plagiarism. Their study 
highlighted the role of limited faculty guidance, inadequate 
academic writing skills, and insufficient training in managing 
digital data as key contributing factors to these challenges. 
Similarly, Flaxman [10] emphasized the importance of clear 
ethical guidelines and transparent research processes to 
prevent misconduct in research and publishing. By fostering 
a culture of accountability, research institutions can 
significantly reduce the risk of unethical practices and 
enhance the credibility of their scholarly output. 

A strong understanding of research methodology is 
crucial for conducting rigorous and reproducible studies. 
Garg [11] outlined the key components of research 
methodology, including the formulation of research 
questions, the selection of appropriate study designs, and 
the implementation of robust data collection and analysis 
techniques. This structured approach not only ensures the 
reliability and validity of research findings but also equips 
researchers with the skills necessary to navigate complex 
academic challenges. Sreekumar [12] further highlighted 
that integrating methodological guidance into academic 
programs helps students and early-career researchers 
develop a systematic approach to their work, improving 
both research quality and professional development.\ 

Recent studies have further emphasized the necessity 
of comprehensive methodological training. Altowairiki [13] 
investigated the application of action research to enhance 
the development of research methodology knowledge 
among graduate students. The study found that students 
were dissatisfied with current courses, leading to 
knowledge gaps and limited application of research 

approaches. Through iterative cycles of action research, a 
book club intervention was implemented, highlighting the 
potential of action research as a valuable framework for 
developing students' understanding of research 
methodologies. 

Additionally, Schneider [14] discussed the design of 
international research experiences for students, 
emphasizing the importance of providing clear guidance on 
research methodologies. The study underscored that well-
structured research experiences, coupled with appropriate 
methodological training, can significantly enhance students' 
research skills and contribute to their academic success. 

Overall, the literature underscores the critical need for 
clear and comprehensive guidance on research 
methodologies. Accordingly, this study addresses gaps in 
the research environment by focusing on the conceptual 
design and prototyping of the Wereesearch platform. The 
primary objective is to validate the proposed design in terms 
of functionality, usability, and alignment with identified 
research needs, rather than to conduct systematic 
comparative or performance-based benchmarking, which is 
reserved for future work. 

III. METHODOLOGY 

    This study adopted a qualitative research approach 
supported by the Software Development Life Cycle (SDLC) 
framework to guide the structured development of the 
WeResearch platform. The methodology aimed to identify 
researchers’ needs, translate them into functional 
requirements, and design a prototype reflecting these 
requirements. The section outlines the participants, data 
collection procedures, and data analysis methods used to 
achieve these objectives. 

A.  Participants 

Ten researchers from diverse academic disciplines 
participated in this study. Participants were selected using 
purposive sampling to ensure inclusion of individuals 
actively engaged in research and publication. Their 
experience ranged from early-career researchers to senior 
faculty, providing a comprehensive perspective on research 
needs and collaboration practices. 

B. B. Data Collection 

Semi-structured interviews were conducted with each 
participant, lasting approximately 30–45 minutes. 
Interviews were held either in person or via phone audio 
calls. The interview questions focused on researchers’ 
experiences with collaboration, data and document 
management, access to resources, research planning, and 
desired features in a digital research environment. 
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C. Data Analysis 

Transcripts of the interviews were analyzed using thematic 
analysis. Initial codes were derived from recurring 
statements and patterns in the data, which were then 
clustered into broader themes representing researchers’ 
shared experiences and needs. The analysis was conducted 
manually, as this approach allowed for closer engagement 
with the data and was appropriate given the manageable 
sample size. Although software-assisted analysis (e.g., 
NVivo) can support data management, manual coding was 
preferred to preserve the depth and contextual richness of 
participants’ responses. Peer debriefing and member 
checking were employed to enhance the credibility and 
trustworthiness of the findings.  

IV. RESULTS 

The thematic analysis of the interview data revealed twelve 
major themes, representing the key features researchers 
require in a digital research environment: 

• Unified Research Environment – Integration of all 
research tools and resources into a single platform to 
reduce fragmentation. 

• Organized Team Roles – Scheduling and allocation of 
responsibilities within research teams for coordinated 
workflows. 

• Workbox for Files – Management of personal and 
shared documents, datasets, and draft manuscripts. 

• Visual Access to Models, Theories, and Hypotheses – 
Tools to support conceptualization and planning. 

• Private Notes and Shared Drafts – Facilitating 
collaboration while preserving individual contributions. 

• Wiki of Research Majors – A centralized knowledge 
base providing quick references across disciplines. 

• Direct Access to Online Resources and Libraries – 
Supporting literature review and data retrieval. 

• Direct Contact with Funding Agencies – Streamlining 
grant and funding application processes. 

• Access to Journal and Conference Templates – 
Supporting proper formatting and submission 
requirements. 

• Communication Tools – Integrated chat and live video 
for synchronous collaboration. 

• Workbox of Previous Studies – Easy retrieval and 
organization of prior research for reference and 
citation. 

• Integration with Research Platforms – Access to 
ResearchGate, Google Scholar, and similar platforms to 
track publications and collaborations. 

To map themes to SDLC stages, Table 1 illustrates that as 
the following: 

 
 
 
 

TABLE 1 
MAPPING OF THEMES TO SDLC STAGES (ORGANIZED BY SDLC SEQUENCE) 

Theme Mapped 
SDLC 
Stage(s) 

Unified Research Environment – Integration of all 
tools and resources into one platform to reduce 
fragmentation. 

Planning, 
Analysis Direct Contact with Funding Agencies – Streamlined 

tools for grant and funding applications. 
Planning, 
Design Cross-Disciplinary Accessibility – Requirement for 

adaptability across research domains influenced 
overall scope and design. 

Planning, 
Design Organized Team Roles – Scheduling and role 

allocation for coordinated workflows. 
Analysis, 
Design Visual Access to Models, Theories, and Hypotheses 

– Tools to support conceptualization and research 
planning. 

Analysis, 
Design Workbox for Files – Management of personal and 

shared documents, datasets, and manuscripts. 
Design, 
Implemen
tation 

Private Notes and Shared Drafts – Collaboration 
features balancing privacy and sharing. 

Design, 
Implemen
tation 

Wiki of Research Majors – Centralized disciplinary 
knowledge base for reference. 

Design, 
Implemen
tation 

Direct Access to Online Resources and Libraries – 
Integration for literature review and data retrieval. 

Design, 
Implemen
tation 

Access to Journal and Conference Templates – 
Support for standardized submission formatting. 

Design, 
Implemen
tation 

Integration with Research Platforms – Linking with 
ResearchGate, Google Scholar, and similar 
platforms. 

Design, 
Implemen
tation 

Resource Sharing and Version Control – Issues with 
file duplication and access informed inclusion of 
cloud-based storage. 

Design, 
Implemen
tation 

Communication Tools – Integrated chat and video 
for synchronous collaboration. 

Design, 
Testing User-Friendly Interface – Need for simplicity and 

minimal learning curve shaped interface layout and 
usability testing. 

Design, 
Testing Workbox of Previous Studies – Organized access to 

prior research for citation and reference. 
Design, 
Implemen
tation These findings provide a structured framework of features 

that informed the design of the WeResearch platform, 
ensuring it is user-centered, comprehensive, and aligned 
with the actual needs of researchers.  

A. Planning 

The planning stage was informed by a comprehensive 
literature review and a series of semi-structured interviews 
with researchers. These inputs provided a foundation for 
identifying key gaps in existing digital research 
environments and aligning the platform’s objectives with 
actual user needs. The insights gained were translated into 
a clear project scope, with the goal of designing a unified 
platform that facilitates research collaboration, data 
management, and access to resources. 
 
B. Requirements Analysis 
The requirements analysis stage focused on systematically 
mapping the identified needs of researchers to platform 
features. From the interviews, twelve thematic categories of 
needs were identified, including collaboration support, 
document management, resource accessibility, planning 
tools, and integration of research workflows. Each theme 
was translated into functional requirements, ensuring that 
the proposed features directly addressed researchers’ 
priorities and pain points. The functional Requirements 
include the following points: 
User & Role Management: Functional Requirements 
FR1.1: University Registration 

• University Admin registers the university on the 
platform. 

• Verification ensures legitimacy using either: 
o Institutional email domain, or 
o Official approval letter from the university. 
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• Once verified, the university becomes the primary 
account holder on the platform. 

FR1.2: Platform Admin Verification 

• Platform Admin reviews and approves: 
o University registration. 
o University Admin accounts representing 

the institution. 

• Ensures all registrations comply with platform 
standards. 

FR1.3: University Admin Role Management, Role 
Assignment, and Transfer 

• University Admin Manages the university profile 
(official information, description, logo, policies). 

• University Admin can: 
o Assign Coordinators to manage academic 

staff and research activities. 
o Transfer the University Admin role to 

another verified user if needed (e.g., 
resignation or reassignment). 

o Transfer Coordinator roles to other 
verified users when necessary (e.g., 
workload redistribution or replacement). 

FR1.4: Coordinator Assignment and Roles 

• University Admin assigns Coordinators to manage 
academic staff and research activities. 

• Coordinators responsibilities: 
o Add Academic staff. 
o Oversee research submissions and 

collaborations. 
o Act as academic staff: submit research, join 

projects, and invite external collaborators. 

• Multiple coordinators can be assigned for 
redundancy and workload distribution. 

• Coordinate research with academic staff and 
collaboration with other institutions. 

FR1.5: Academic Staff Onboarding 

• University Admins onboard academic staff via: 
o Email invitation (single or multiple). 
o Bulk upload using CSV or Excel template. 

• Academic staff accounts are automatically linked to 
the university. 

FR1.6: Research Collaboration 

• Academic staff can: 
o Submit research projects. 
o Join or collaborate on existing projects. 
o Invite external collaborators with 

controlled permissions (view/edit/submit). 

• All research activities are tracked under the 
university account. 

FR1.7: Audit and Administration 

• Platform maintains logs of all actions, including: 
o Role transfers. 
o Staff onboarding. 

o Research submissions. 

• Platform Admin can intervene for: 
o University Admin reassignment. 
o Handling inactive accounts or exceptional 

cases. 

C. System Modeling 

To translate the identified requirements into a structured 
representation of the system, Unified Modeling Language 
(UML) diagrams were developed. UML provides a 
standardized way to model the functional and structural 
aspects of the platform, serving as a bridge between 
requirements analysis and detailed design. Three primary 
diagrams were produced: The Use Case Diagram, the 
Activity Diagram, and the Class Diagram. Together, these 
models describe the intended functionality, workflows, and 
structural organization of the WeResearch platform. 

1) Use Case Diagram 

The Use Case Diagram illustrates the interaction between 
external actors and the system. Key actors include the 
University Administration, WeResearch Administration, 
University Coordinators, Academic staff, and Research 
Collaborators. The diagram illustrates the major system 
functionalities, including managing platform settings, 
registration, adding academic staff and external researchers 
(collaborators). doing research and publishing. This high-
level view highlights the scope of the system and clarifies 
the boundaries between users and platform services. Figure 
1 illustrates the key actors of the WeResearch platform using 
a UML case diagram. 

 

Fig. 1 UML case diagram of WeResearch 
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2) Activity Diagram 
As part of the system design process, a UML Activity 
Diagram was developed to model the dynamic behavior of 
the proposed platform. The activity diagram provides a 
visual representation of the workflow of actions and 
decisions that occur when users interact with the system. 
The activity UML diagram can be described as follows: 
2.1 Start (Initial Node) 
2.2 University Admin Login/Register 

• University Admin creates an account or logs in. 
2.3 Platform Verification 

• Decision: Platform Admin verifies the university and 
University Admin account. 

2.4 Assign Coordinators 

• Action: University Admin assigns one or more 
Coordinators. 

2.5 Coordinator Login/Register 

• Action: Coordinator logs in or registers if newly 
assigned. 

2.6 Add Academic Staff 

• Coordinators or University Admin can onboard 
academic staff via: 

o Option A: Bulk upload (CSV/Excel) 
o Option B: Manual entry 

2.7 Academic Staff Self-Registration 

• Action: Staff complete their profile after being 
invited. 

2.7 Start Research Activities 

• Academic staff and coordinators can: 
o Submit research projects 
o Collaborate with peers. 
o Assign tasks/roles. 
o Share drafts and files. 
o Prepare publications. 

2.8 External Collaboration 

• Action: Invite external researchers to collaborate 
on projects 

• Action: Organize/Invite to conference. 
2.9 End (Final Node) 
The activity diagram represents the dynamic workflow of 

the platform, focusing on how tasks are executed in 
sequence. This diagram emphasizes the logical 
progression of activities, the flow of control between 
users and the system, and the decisions that guide 
different operational paths. Figure 2 demonstrates the 
UML activity diagram of WeResearch platform. 

 

 
Fig. 2 UML Activity Diagram of WeResearch 
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3) Class Diagram 

The Class Diagram models the structural aspects of the 
system by showing its main entities, their attributes, 
and the relationships between them. Core classes 
include the following entities: 

3.1 WeResearch Admin: 

• Attributes: adminID, name, email, password 

• Operations: 
verifyUniversity(), ,approveUniversityAdmin(), 
auditSystem(), monitorActivity() 

3.2 University 

• Attributes: universityID, name, address, status 

• Operations: verifyRegistration(), 
approveCoordinator() 

• Relationships: 1 University → 1 UniversityAdmin 

1 University → many Coordinators 

1 University → many AcademicStaff 

3.3 University Admin 

• adminID, universityID(), name , email, password  

• Operations: registerUniversity(), 
manageUniversityProfile(), assignCoordinator(), 
transferAdminRole(), transferCoordinatorRole() 

• Relationships:  1 University → 1 UniversityAdmin 

1 University → many Coordinators 

1 University → many AcademicStaff 
3.4 Coordinator 

• Attributes: coordinatorID, name, email, password, 
universityID 

• Operations: login(), addAcademicStaff(), 
uploadCSV(), manageResearchSubmissions(), 
submitResearch(), joinProject(), 
inviteCollaborator() 

• Relationship: 1 Coordinator manages many 
AcademicStaff 

3.5 Academic Staff 

• Attributes: staffID, name, department, email, 
password, universityID. 

• Operations: login(),completeprofile(), 
startResearch(), collaborate(), shareFile(), 
shareDraft(), assignTask(), inviteCollaborators() 

• Relationship1: AcademicStaff belong to University 

• Relationship2: AcademicStaff ↔ AcademicStaff  

• Relationship3: AcademicStaff → many 

ResearchProjects 
3.6 Research 

• Attributes: ResearchID, title, status, startDate, 
endDate 

• Operations: assignRole(), addDraft(), shareFiles(), 
preparePublication() 

• Relationships: ResearchProject has many 

AcademicStaff (aggregation), 1 ResearchProject → 

many Publications, 1 ResearchProject → many 

ExternalCollaborators 
3.7 Collaborator (External Researcher) 

• Attributes: CoolaboratorID, name, email 

• Operations: collaborate(), receiveInvitation() 

• Relationship: ExternalCollaborator ↔ 
ResearchProject 

3.8 Publication 

• Attributes: publicationID, title, type, 
submissionDate, status 

• Operations: submit(), review(), publish() 

• Relationships: 1 Publication → belongsTo → 
ResearchProject 

Figure 3 illustrates the UML class diagram of WeResearch 
platform. 

 

 
Fig. 3 UML Class Diagram of WeResearch 
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By combining these UML models, the system structure 
and functionality are clearly defined, ensuring that the 
subsequent design stage is grounded in a well-documented 
representation of user requirements and platform 
interactions. 

C. Design 

In the design phase, the system architecture was 
outlined to define the structural components of the 
platform and their interactions. Interface mockups were 
developed to provide a visual representation of the user 
experience, with an emphasis on simplicity, intuitiveness, 
and efficiency. Navigation flows were mapped to ensure 
seamless movement between modules, and design tools 
were employed to create wireframes that guided the 
subsequent prototyping process. 

D. Prototyping 

The prototyping phase resulted in the development of a 
working prototype that visualized the platform’s core 
functionalities. This prototype served as both a 
demonstration of the proposed environment and as a basis 
for iterative testing and refinement with users. The 
prototype highlighted key features such as collaborative 
workspaces, integrated document and data management, 
research planning modules, and resource access. Figure 4 
shows the screen of Researchers’ tasks and roles 
management, and an organized workbox of their files. While 
Figure 5 shows the WeResearch reference manager.  

 

 
Fig. 4 Screenshots of Researchers’ tasks and roles management, 

and an organized workbox of their files 

 

 
Fig. 5 WeResearch reference manager 

The design phase meets the needs of researchers by 
offering their private and shared notes and files. Figure 6 
illustrates the researcher's own notes and draft. Figure 7 
shows the researchers' shared notes. 

 

Fig. 6 Researcher’s private notes and draft 

 

Fig. 7 researchers shared notes 

To meet researchers' needs, the design of WeResearch 
offered journal and article templates which is ready to be 
downloaded to work quickly without looking for on other 
websites. Figure 8 shows WeResearch service of offering 
journal and articles templates.  

 

 
Fig. 8 journal and article templates 

In addition, due to researchers demand of the necessity 
of offering the upcoming conferences and invitations to it, 
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WeResearch offers their needs and puts it in its design and 
protoyping as shown in Figure 9. 

 

  
Fig. 9 Conference invitations and templates 

Furthermore, WeResearch offers research design types, 
theories and models per major and clear explanation for 
each to facilitate the research methodologies as shown in 
figures 10, 11,12 and 13.   

 

 
Fig. 10 Theories and models fitted with major 

 

 
Fig. 11 Research design types definitions for researchers 

 
Fig. 12 Sample calculator for quantitative studies 

 

 

Fig. 13 Encyclopedia of general articles of researchers for students 
and researchers 

V. EVALUATION AND USER FEEDBACK 

A. Participants 
The evaluation involved the same ten researchers who 

contributed to the needs assessment stage. Their 
participation ensured continuity and allowed for a direct 
comparison between their identified needs and their 
perceptions of the proposed design.  
 
B. Procedure 

Participants engaged in a usability session with the 
interactive prototype of WeResearch. The sessions lasted 
30–45 minutes and were conducted either in person or via 
online screen-sharing. Participants were first introduced to 
the purpose of the prototype and then asked to complete 
representative tasks as shown in Figures 4-12. 

The researcher observed participants’ interactions with 
the prototype, noting points of confusion, ease of 
navigation, and successful task completion. Think-aloud 
prompts were used to encourage participants to verbalize 
their reasoning and impressions while completing tasks. At 
the end of each session, a short debriefing was held to 
gather overall feedback on usability, feature relevance, and 
alignment with actual research practices. 

 
C. Data Collection 

Feedback was collected through a combination of semi-
structured interviews, direct observation, and open 
discussion during prototype testing sessions. Participants 
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were encouraged to think aloud while interacting with the 
prototype, verbalizing aspects they found intuitive, 
confusing, or particularly useful. The researcher 
documented task completion, navigation challenges, and 
spontaneous reactions. Follow-up questions were asked to 
clarify participants’ perspectives on specific features and 
workflows. 

 
D. Findings and feedback 

The prototype testing revealed several key themes:  
Usability and Clarity: Most participants found the interface 
intuitive and easy to navigate. However, some suggested 
simplifying certain menus and reducing the number of steps 
for common actions, such as uploading files. The usability 
evaluation was exploratory and primarily perception-based, 
relying on participant feedback and observational insights 
rather than standardized quantitative metrics such as SUS 
scores or task completion time. 

Relevance of Features: Core tools—particularly the 
Workbox for file management, collaborative task 
assignments, and communication functions—were 
considered highly relevant and directly applicable to 
participants’ ongoing research workflows. 

Enhancements and Desired Features: Participants 
recommended additional integrations (e.g., with citation 
managers and external databases), more personalized 
dashboards, and improved reference handling features. 

Overall Satisfaction: Researchers expressed strong 
satisfaction with the prototype’s direction, noting that it 
successfully addressed many of the gaps they had previously 
identified in existing research tools. 

 
E. Implications for Design 

The feedback validated several core design decisions while 
highlighting opportunities for refinement. Usability 
adjustments and requested features will inform the next 
iteration of the platform. Importantly, the evaluation 
confirmed that the interactive prototype aligned with 
researchers’ real-world needs, demonstrating the 
effectiveness of applying SDLC principles to guide user-
centered design and development. 
 

VI. CONCLUSION 

This study presented WeResearch, a unified research 
collaboration platform designed to strengthen connections 
among universities and researchers worldwide. By 
integrating a qualitative needs assessment with the 
Software Development Life Cycle (SDLC), the system was 
shaped according to both user requirements and software 
design principles. Through interviews with researchers, their 
needs were identified, analyzed, and transformed into 
functional specifications, which guided the modeling, design, 
and prototyping of the platform. UML diagrams were 

employed to structure the system, clarify relationships, and 
ensure alignment with user expectations. 

The design and prototyping of WeResearch 
demonstrates how participatory approaches can enhance 
the relevance and usability of academic software systems. 
The findings suggest that combining qualitative insights 
with systematic modeling not only bridges the gap between 
researchers’ needs and technical solutions but also supports 
the creation of a robust and scalable platform. Ultimately, 
WeResearch contributes to advancing global academic 
collaboration by presenting a structured, user-centered, and 
sustainable prototyped research platform. 

The proposed design is intended to be scalable and 
adaptable to different institutional contexts; however, 
scalability and performance characteristics have not yet 
been empirically validated. 

This study relied on interviews and observational 
feedback from ten researchers. Future work is proposed to 
include quantitative measures, document analysis, and 
independent evaluators. Future studies are proposed to 
adopt independent or blinded evaluation strategies. 

As is common in early-stage, user-centered design studies, 
the same group of participants contributed to both the 
requirements elicitation and the prototype evaluation. This 
approach supported continuity and coherence in assessing 
the alignment between user needs and the proposed design. 
Accordingly, the findings are best interpreted as evidence of 
the proposed design’s alignment with identified user 
requirements, while comprehensive evaluations of system 
effectiveness, performance, and scalability are deferred to 
future stages of implementation and investigation.  

This study focuses specifically on the early phases of the 
Software Development Life Cycle, namely planning, 
requirements analysis, design, and prototyping. 
Implementation, deployment, and maintenance phases are 
beyond the scope of the current work and are planned as 
future research directions. 
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Abstract— The lack of interpretability in AI-driven healthcare diagnostics poses a significant challenge to 
clinical adoption. This study explores the methodological integration of explainable artificial intelligence 
(XAI) tools using open clinical prediction dataset, the SCI-XAI pipeline, for stroke risk prediction. We apply 
multiple machine learning models ranging from white-box approaches (Logistic Regression, Decision Tree, 
Explainable Boosting Machine) to black-box models (Random Forest, XGBoost, LightGBM, and Multi-Layer 
Perceptron) and evaluate their trade-offs between predictive accuracy and explainability using techniques 
such as SHAP, LIME, and ELI5. The study uses a systematic approach involving pre-modeling, modeling, and 
post-modeling phases, aiming to improve model interpretability for potential use in clinical decision-support 
contexts. The experimental results show that ensemble models achieve superior accuracy, while traditional 
models provide inherent transparency. However, the SCI-XAI framework demonstrated that post-hoc 
explainability tools can extend such transparency to complex models. SHAP-based feature im-portance 
analysis identifies age, glucose levels, and BMI as the most influential predictors of stroke. The integration 
of structured explainability into AI based diagnostics helps bridge the gap between algorithmic prediction 
and clinical interpretability, offering a methodological foundation for more transparent decision-support 
systems.  

 
Keywords— explainable artificial intelligence (xai), stroke prediction, interpretable machine learning, sci-xai 
pipeline, clinical decision-making 

 

I. INTRODUCTION 

In the realm of modern healthcare, artificial intelligence 
(AI) holds immense potential to revolutionize medical 
diagnostics and treatment. However, the opacity of AI 
models presents a significant barrier to their widespread 
acceptance and utility in healthcare settings. This research 
project aims to address this challenge by focusing on 
Explainable AI (XAI) techniques, particularly with the SCI-XAI 
pipeline, to enhance interpretability and foster actionable 
insights in AI-driven healthcare diagnostics, specifically 
using tabular data [1]. 

Explainable AI (XAI) refers to methods and techniques 
that make the decision-making pro-cesses of AI models 
understandable to humans. In healthcare diagnostics, the 
need for interpret-ability is crucial, as it enables healthcare 
professionals to effectively utilize AI recommendations. This 
project integrates several XAI methodologies to ensure 
transparency and comprehensibility: SHAP (Shapley 
Additive explanations) provides a unified measure of 
feature importance, offering both global and local 
explanations of model predictions; ELI5 (Explain Like I'm 5) 
simplifies the understanding of model decisions by breaking 
down complex models into understandable components; 

and LIME (Local Interpretable Model-agnostic Explanations) 
generates local explanations for individual predictions, 
offering insights into how specific features influence model 
outcomes [2]. Our approach focuses on the SCI-XAI pipeline, 
a systematic method designed to enhance the 
interpretability of AI models by focusing on feature selection 
and extraction [3]. The pipeline involves two main steps – 
feature selection and feature extraction. The former 
identifies the most relevant features that significantly 
impact model predictions, ensuring that the models are not 
only accurate but also interpretable by highlighting the key 
factors driving decisions. The latter transforms raw data into 
a set of informative features that can be used for model 
training, enhancing the clarity and transparency of the 
models. 

Unlike prior studies that use the SCI-XAI framework or 
individual explainability tools in isolation, the contribution 
lies in its single systematic integration of the SCI-XAI pipeline 
with a broad spectrum of models ranging from interpretable 
(white-box) to opaque (grey-black-box) architectures and 
multiple XAI techniques (SHAP, LIME, ELI5). This unified 
experimental setup enables a structured comparison of 
interpretability–performance trade-offs across model 
complexities in a healthcare setting. By applying this 
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framework to stroke risk prediction, the study 
demonstrates how explainability methods can extend 
transparency from inherently interpretable models to 
complex ensembles and neural networks, offering 
methodological rather than clinical novelty in the context of 
medical AI.  

To integrate these techniques into diagnostics, we 
explore several powerful machine learning algorithms [4], 
particularly suited for tabular data. These include Adaptive 
Gradient Boosting, an ensemble technique that improves 
model performance by iteratively correcting errors from 
previous models; XGBoost (Extreme Gradient Boosting), 
known for its efficiency and high performance; and 
LightGBM (Light Gradient Boosting Machine), optimized for 
speed and efficiency, effectively handling large datasets and 
providing quick, accurate predictions [5]. In addition to 
these ensemble methods, we employ traditional regression 
models like logistic regression, which establishes 
relationships between features and outcomes, providing 
clear insights into data trends, and random forest, an 
ensemble method that enhances prediction accuracy by 
averaging the results of multiple decision trees, also offering 
insights into feature importance.  

This paper explores the methodological factors 
influencing model opacity in healthcare-focused AI and 
applies XAI-integrated machine learning models for stroke 
risk pre-diction using tabular data. The focus is on 
interpretability employing a range of explainable AI (XAI) 
techniques to provide both quantitative and qualitative 
insights into the decision-making processes of diverse 
model architectures. 

The objectives of this research are to implement and 
systematically evaluate a combination of classical machine 
learning, ensemble, and deep learning models within the 
SCI-XAI framework, and to quantify interpretability using 
established XAI tools. This ensures both transparency and 
measurable insight into model behavior. 

It is important to understand the key parameters and 
factors that influence stroke risk and outcomes before 
delving into the specific applications of XAI in stroke 
prediction and other medical diagnoses. These factors serve 
as the foundation for many AI-driven studies, as they are 
critical for accurate prediction and diagnosis. 

Research has thoroughly explored the multifaceted risk 
factors and outcomes associated with strokes, highlighting 
important demographic and health-related considerations. 
Gender differences in stroke incidence and outcomes are 
evident, with males having higher incidence and mortality 
rates between ages 45-74, while females experience higher 
rates after age 74 due to factors like increased comorbidities 
[5]. Stroke incidence is higher in women under 30, while men 
generally have higher incidence during midlife. By age 80, 
rates equalize or favour women. The lifetime risk of stroke is 
around 25.1% for women and 24.7% for men, with women 

typically experiencing strokes 4-6 years later than men [6]. 
Additionally, hypertension, affecting about 64% of stroke 
patients, is a major risk factor, linked to ischemic strokes and 

hemorrhages [7] [8]. Blood pressure thresholds ≥ 140/90 

mmHg are important for stroke detection, and maintaining 
systolic blood pressure below 140 mmHg is crucial for 
prevention [7]. Furthermore, heart failure (HF) increases 
stroke risk by 2-3 times, with a five-fold increase in stroke risk 
when combined with atrial fibrillation (AF) [8]. Marital status 
provides a protective effect against stroke outcomes, with 
married individuals exhibiting lower mortality rates [9]. Job 
loss and unemployment, particularly in high-stress jobs, are 
associated with increased stroke risks. Continuous 
employment, regardless of sector, is linked to lower stroke 
risks [10]. 

Further studies have shown nuanced influences like 
residential areas and associated risks. The impact of 
residential areas on stroke incidence is explored, showing a 
slightly higher in rural areas (3.35 per thousand) compared 
to suburbs (2.90 per thousand) for men and slightly higher 
in suburbs (2.34 per thousand) than in town centers (2.14 per 
thousand) for women, although case fatality was lower in 
rural areas [11]. The study of stroke risk associated with 
average glucose levels in 12,321 participants indicates a clear 
correlation between higher glucose levels and in-creased 
stroke risk. Participants with diabetes had a 3.5% stroke 
incidence, compared to 2.2% in non-diabetic participants, 

with higher glucose levels (≥ 126 mg/dL) increasing stroke 

risk by 78% (HR 1.78) compared to those with glucose levels 
of 90-99.9 mg/dL [12]. Blood pressure, BMI, cholesterol, and 
glucose levels were all significantly higher in participants 
with diabetes, reinforcing the importance of managing 
metabolic factors for stroke prevention [13], [14]. 

Now, with these key stroke-related parameters in mind, 
we turn to the application of XAI in medical diagnostics, 
particularly focusing on stroke and other health conditions. 
One study ap-plied machine learning models combined with 
XAI tools such as ELI5 and LIME for stroke pre-diction using 
EEG signals, achieving around 80% accuracy [15]. Another 
study enhanced intra-operative decision-making in ovarian 
cancer surgery by integrating XAI with human factors and 
domain knowledge, demonstrating the value of 
explainability in real-time clinical settings [16]. These studies 
collectively delve into the realm of Explainable AI (XAI) in 
medical diagnostics and decision support. They explore 
various methodologies and applications, from interpreting 
AI-generated clinical decision support systems (CDSS) 
through human-centered design approaches to evaluating 
XAI methods like Grad-CAM and Eigen-CAM on medical 
imaging datasets [17]. Moreover, they introduce innovative 
solutions such as the SCI-XAI pipeline for clinical prediction 
models and a geriatric MDSS incorporating XAI elements [3] 
[18]. The studies emphasize the importance of 
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interpretability, transparency, and user involvement in AI 
systems [19], aiming to enhance diagnostic accuracy, trust, 
and ultimately patient outcomes. Another study evaluated 
Grad-CAM and Eigen-CAM visual XAI methods on the 
VinDrCXR Chest X-ray Abnormalities Detection dataset using 
YOLO models. It highlighted the limitations of these 
methods in explaining model decisions and cautioned 
against sole reliance on their outputs. The authors 
recommended validating results through sample images, 
manual evaluations, or automated methods to find the most 
suitable XAI tools for specific domains. Challenges such as 
partiality, overfitting, and limited interpretability for 
complex models were discussed, emphasizing the need for 
careful application and additional verification in visual XAI 
[20]. These findings pave the way for further research and 
development in XAI to address practical challenges and 
improve medical decision-making processes across different 
domains [21]. 

The study in [22] presents a systematic comparison of 
post-hoc explainability methods i.e. LIME, SHAP, and 
Anchors which are evaluated on healthcare datasets for 
fidelity, stability, separability, computational efficiency, and 
bias detection. Results indicate that LIME provides dis-tinct 
explanations but with lower fidelity, SHAP demonstrates 
superior speed and bias detection, while Anchors offers 
intuitive rule-based outputs. The research highlights critical 
trade-offs be-tween interpretability and reliability, 
underscoring the complementary strengths of these 
approaches. A related investigation in [23] focuses on stroke 
prediction using an ensemble framework achieving 
approximately 96% accuracy. Five explainability techniques; 
SHAP, LIME, ELI5, Anchors, and QLattice were applied to 
interpret predictions. Across all methods, age, BMI, blood 
glucose, and hypertension emerged as key contributing 
factors, consistent with clinical evidence. The integration of 
multiple XAI tools ensured alignment between model 
behavior and medical understanding, supporting 
transparency and clinician trust. 

The work in [24] introduces an interpretable ensemble 
model to differentiate iron-deficiency anemia from aplastic 
anemia, marking the first use of interpretable AI for this 
diagnostic task. Employing SHAP, LIME, ELI5, QLattice, and 
Anchors, the study identified platelet count, mean cell 
volume, haemoglobin, and white blood cell count as 
dominant features, enhancing the transparency of model 
reasoning and clinical reliability. Similarly, research on type 2 
diabetes prediction in [25] developed an ensemble 

framework achieving 92.5% accuracy (AUC ≈  0.98), 

incorporating SHAP, LIME, EBM, and counterfactual analysis 
to interpret predictions. Key risk factors such as BMI, age, 
and physical activity were consistently highlighted, 
demonstrating both interpretability and clinical coherence. 
Finally, a comparative analysis in [26] evaluated traditional 
statistical and modern machine learning approaches for 

stroke risk prediction using logistic regression, Cox 
regression, Bayesian networks, EBM, and XGBoost with 
SHAP-based explanations. XGBoost achieved the highest 
performance (C-statistic = 0.89; F1-score = 0.80), followed 
closely by EBM (C-statistic = 0.87). Both models identified 
atrial fibrillation, hypertension, age, and HDL cholesterol as 
major predictors, aligning with established clinical 
knowledge.  

Building on prior works that primarily compared 
interpretability tools, this study extends those efforts by 
applying a comparative framework for stroke risk prediction 
that integrates white-box and black-box models within the 
SCI-XAI pipeline. This integration enables a systematic 
evaluation of both global and local explanations, offering 
balanced insights into accuracy and interpretability. 

Recent work by Challenging the Performance-
Interpretability Trade-Off: An Evaluation of Interpretable 
Machine Learning Models [27] provides strong empirical 
evidence that the performance–interpretability trade-off is 
not inevitable. In a large-scale evaluation of generalized 
additive models (GAMs) such as the Explainable Boosting 
Machine (EBM) against black-box baselines across twenty 
tabular datasets, the authors demonstrated that advanced 
GAMs could achieve competitive predictive performance 
while remaining inherently interpretable. This finding 
supports our selection of EBM as a key component within 
the SCI-XAI pipeline and motivates our comparative 
inclusion of both transparent and opaque models to 
evaluate explainability and performance in stroke prediction. 

In closing, this introduction has outlined the motivation, 
methodological framing and key analytical lenses of our 
study. With a clear view of the interpretability-performance 
landscape and the domain-specific foundations of stroke 
risk factors, the next section details the experimental 
methodology and SCI-XAI modeling framework. 

II. EXPERIMENTAL SETUP 

A. Dataset Description 

The dataset employed in this study is the Stroke 
Prediction Dataset, publicly available on Kaggle, curated by 
fedesoriano. It contains a total of 5,110 patient records; each 
aimed at sup-porting the prediction of stroke occurrence 
based on various demographic and health-related attributes. 
The target variable is stroke, a binary classification label 
where 1 indicates the occurrence of a stroke, and 0 indicates 
no stroke. A closer examination of the class distribution 
reveals a strong imbalance, with only 249 instances 
(approximately 4.87%) indicating stroke events, and the 
remaining 4,861 instances (approximately 95.13%) 
representing non-stroke cases. This pronounced imbalance 
is a crucial factor that informs model development and 
evaluation strategies.  
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The dataset comprises 11 features, encompassing both 
categorical and numerical variables. These include gender, 
age, hypertension, heart_disease, ever_married, work_type, 
Residence_type, avg_glucose_level, bmi, and 
smoking_status. Together, these features provide a 
comprehensive foundation for stroke risk modeling but 
require careful preprocessing due to mixed data types and 
imbalance.  

 
B. Data Modeling Process 

 

 
Fig. 1 Data Mining Flowchart. 

 
Figure 1. outlines the high-level progression of this study, 

starting from data collection to interpretability evaluation. It 
captures the essential stages including preprocessing, 
model selection, and pipeline strategies, followed by model 
training and the integration of explainable AI (XAI) 
techniques to ensure transparent and accountable 
predictions in healthcare diagnostics. 
 

  
Fig. 2 Modeling Flowchart. 

 

Figure 2. illustrates the comprehensive modelling 
workflow employed in this study, which encompasses pre-
modelling, modelling, and post-modelling stages, with a 
strong emphasis on interpretability.  

 
The experimental methodology was carefully structured 

into three key phases: pre-modeling, modeling, and post-
modeling, forming a systematic approach to developing a 
stroke prediction framework that is both interpretable and 
healthcare relevant. The research began with collecting and 
curating medical data from openly available sources to 
ensure a strong foundation for predictive modeling. The 
dataset included demographic, lifestyle, and clinical 
attributes such as age, gender, hypertension, heart disease, 
glucose levels, BMI, marital status, work type, residence 
type, and smoking status, with stroke occurrence as the 
target variable. These features were selected to capture key 
risk factors while ensuring that the model’s predictions 
remain interpretable for healthcare professionals. 

In this phase, data preprocessing was a critical step, 
involving normalization, standardization, and handling of 
missing values. Missing numerical data, including BMI, were 
imputed using median values to maintain central tendency 
without distorting variance, while missing categorical data 
such as smoking status were labeled as “Unknown” to 
retain sample completeness. Although advanced imputation 
strategies (e.g., MICE) may offer higher fidelity, the chosen 
method provided consistency and interpretability within the 
comparative experimental framework.  

To ensure compatibility across diverse model 
architectures, preprocessing steps were tailored to each 
model type rather than applied uniformly. Categorical 
variables were transformed based on the algorithm’s 
sensitivity: label encoding was applied for tree-based 
models such as XGBoost and Random Forest, while one-hot 
encoding was used for distance-based and linear models like 
Logistic Regression to preserve feature relationships. 
Numerical features (e.g., age, glucose level, and BMI) were 
standardized using StandardScaler only for models sensitive 
to feature magnitude such as Logistic Regression, MLP, and 
gradient boosting methods to facilitate stable optimization 
and faster convergence. Tree-based models (Decision Tree, 
Random Forest, LightGBM) were trained using unscaled 
numerical inputs, as these algorithms rely on relative 
thresholds rather than distance metrics. Exploratory Data 
Analysis (EDA) provided insights into feature distributions, 
correlations, and key stroke risk factors. Statistical 
techniques like Pearson correlation, mutual information, 
and variance inflation factor (VIF) were applied to assess 
feature relevance and detect multicollinearity.  

To refine the dataset, feature selection and extraction 
were carried out using the SCI-XAI pipeline, incorporating 
recursive feature elimination (RFE) and correlation-based 
filtering to retain only the most significant predictors. This 
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helped improve model performance while ensuring 
interpretability. Additionally, feature engineering was 
applied to incorporate domain knowledge. For example, 
gender was treated as a binary risk factor due to higher 
stroke prevalence in females, and age-based stroke risk was 
introduced using a 45-year threshold, recognizing that 
stroke risk increases with age. Clinical factors such as 
hypertension and heart disease were directly included, while 
marital status was encoded to reflect potential lifestyle 
stability, which is linked to better health outcomes. Work 
type was categorized to account for stress levels, 
distinguishing between high-stress jobs (private/self-
employed) and more stable employment (government jobs). 
Residence type was encoded to capture healthcare access 
disparities between rural and urban areas. 

Metabolic and lifestyle factors were also considered. 
Individuals with glucose levels in the prediabetic range (126–
139.9 mg/dL) were flagged under glucose stroke risk, as 
elevated glucose levels are associated with cardiovascular 
events. BMI risk was assigned based on standard 

classifications for underweight (<18.5) and obesity (≥30), 

recognizing their impact on stroke risk. Smoking status was 
categorized to distinguish between active smokers and 
former/non-smokers.   

The focus of the modeling phase was to implement 
explainable machine learning models that balance 
predictive accuracy with interpretability. Guided by the SCI-
XAI framework, both white-box and black-box models were 
explored to analyze stroke risk factors through multiple 
methodological perspectives. White-box models, including 
Logistic Regression, Decision Trees, and the Explainable 
Boosting Machine (EBM), were first implemented to 
establish baseline performance and interpretability 
benchmarks. These models provided transparent insights 
into in-dividual feature contributions, enabling 
straightforward interpretation of clinical risk indicators such 
as age, glucose level, and hypertension. EBM offered 
additive feature interactions that preserved interpretability 
while slightly improving accuracy over traditional linear 
methods. Subsequently, gray and black-box models such as 
Random Forest, XGBoost, and LightGBM were introduced to 
capture non-linear interactions and improve predictive 
robustness. An ensemble-based Adaptive Gradient Boosting 
model was also experimented with to integrate the 
complementary strengths of XGBoost and LightGBM, 
achieving improved stability and predictive performance 
across evaluation metrics.  

To capture complex, non-linear relationships in the data, 
deep learning models were also explored. A Multi-Layer 
Perceptron (MLP) neural network was trained to recognize 
intricate feature interactions. The MLP consisted of two 
hidden layers (128 and 64 neurons), ReLU activation 
functions, and dropout regularization (0.3) with batch 
normalization to prevent overfitting. Although CNN and 

LSTM architecture were initially explored for potential 
pattern and sequence modeling, their performance was not 
sufficiently generalizable for inclusion in the final report due 
to the dataset’s non-sequential nature and limited sample 
size. Hyperparameter tuning was conducted using a hybrid 
strategy combining grid search and Bayesian optimization to 
ensure equitable comparison across models. For the white-
box models, hyperparameters were configured based on 
empirical testing and literature-recommended defaults. 
Logistic Regression employed ℓ₂ regularization (penalty='l2') 
with an increased iteration limit (max_iter=1000) to ensure 
convergence. The Decision Tree classifier used the entropy 
criterion with a constrained maxi-mum depth of 3 and 
minimum samples per split set to 2 to prevent overfitting. 
For the Random Forest model, the number of estimators 
(100–500), tree depth, and feature subset sizes were 
adjusted to improve generalization and reduce overfitting. 
Among the gradient boosting models, XGBoost and 
LightGBM were fine-tuned for learning rate (0.01–0.3), tree 
depth (3–10), and number of estimators (100–300) to 
achieve optimal balance between bias and variance. For the 
deep learning model, the Multi-Layer Perceptron (MLP) was 
tuned for learning rate (0.001–0.01), number of neurons per 
layer (64–256), batch size (32–128), and dropout rate (0.2–
0.5). The adaptive Aquila Optimizer was employed to 
accelerate convergence and prevent stagnation during 
training, allowing faster stabilization without compromising 
accuracy. The dataset was divided into training and testing 
sets using an class–20 stratified split to preserve class 
balance. Model performance was evaluated using accuracy, 
precision, recall, F1-score, and ROC-AUC metrics, ensuring a 
fair and consistent comparison between models differing in 
complexity and interpretability. 

To enhance model reliability and ensure that the 
evaluation was not biased toward a specific data partition, 
k-fold cross-validation (k=5) was employed during model 
training and hyperparameter tuning. This involved dividing 
the dataset into five equally sized folds, iteratively training 
on four folds and validating on the remaining one. The 
process was repeated for all folds, and performance metrics 
were averaged to obtain a more robust estimate of each 
model’s generalization capability. Cross-validation was 
particularly applied to the Logistic Regression and Decision 
Tree, and Random Forest as well as to ensemble approaches 
such as, XGBoost, and LightGBM, to assess their stability 
across multiple data splits. For the MLP model, due to 
computational constraints, an 80–20 stratified split with 
early stopping and validation monitoring was used instead 
of full k-fold evaluation. 

To reduce overfitting risks arising from the small and 
imbalanced dataset, stratified sampling and class-balancing 
via SMOTE were applied. Alternative imbalance-handling 
strategies such as random under-sampling were also 
evaluated conceptually but not adopted, as preliminary 
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tests indicated a loss of minority-class representation. 
Future work could further explore hybrid sampling methods 
to improve generalization. Additionally, validations were 
employed using re-peated train–test splits. Ensemble 
models were regularized through depth constraints and 
learning-rate tuning to prevent excessive fitting to noise as 
discussed earlier.  

The final phase, post-modeling, aimed at making the 
model’s predictions interpretable. Various Explainable AI 
(XAI) techniques were used to bridge the gap between 
algorithmic insights and medical decision-making. Feature 
importance was analyzed using Shapley Additive 
explanations (SHAP), providing a breakdown of how each 
variable contributed to stroke predictions. SHAP values 
offered both global insights (overall feature impact) and 
local explanations (personalized risk factors), allowing 
clinicians to understand individual predictions. 

Key features such as age, hypertension, glucose level, and 
BMI were highlighted as primary predictors, aligning with 
clinical stroke risk assessments. Macro-explanation 
methods were used to validate decision rules across 
multiple patient samples, ensuring model consistency. Local 
interpretability was addressed using Local Interpretable 
Model-agnostic Explanations (LIME), which generated 
simplified models to explain individual predictions. 
Model evaluation metrics including accuracy, precision, 
recall, and F1-score were analyzed to assess classification 
performance. Additionally, the stability of XAI explanations 
was examined by checking SHAP value variations across 
different data subsets. This step ensured that the model 
remained reliable and its interpretations consistent across 
diverse patient groups. 

III. EXPERIMENTAL RESULTS 

This section presents the outcomes of the implemented 
machine learning models across both standard and SCI-XAI 
pipelines. Emphasis is placed not only on traditional 
performance metrics such as accuracy, F1-score, and ROC-
AUC, but also on the interpretability of the models. Through 
both global and local explanation techniques, the results are 
analyzed to evaluate their reliability and clinical decision-
making in stroke prediction. To ensure robust evaluation, 
relevant models were assessed using both hold-out testing 
and 5-fold cross-validation.  

A. Logistic Regression 

We first trained a Logistic Regression model as part of a 
standard machine learning pipeline, including data balancing 
using SMOTE to address class imbalance. The baseline 
performance showed promising but nuanced results: the 
training set achieved an accuracy of 85.6% (AUC = 0.91, 
weighted F1 = 0.86), while the test set achieved 71.6% 
accuracy (AUC = 0.84, weighted F1 = 0.79). 

 

 
Fig. 3 LogReg Confusion Matrices. 

 

The confusion matrices shown in Figure 3 reveal a familiar 
pattern for imbalanced datasets: the model achieves high 
precision (0.99) and F1 (0.82) for the majority class (non-
stroke), but low precision (0.16) and moderate F1 (0.27) for 
the minority class (stroke) despite a strong recall of 0.85. 
This indicates that while the model successfully detects 
most stroke cases, it does so at the expense of generating 
false positives, an expected trade-off in high-sensitivity 
healthcare screening.  

 
Fig. 4 LogReg ROC-AUC Score. 

 
The ROC curves at Figure 4 confirmed good separability, 

with AUC scores of 0.91 (train) and 0.84 (test), suggesting 
minimal overfitting and decent generalization. Cross-
validation further validated this stability, yielding a mean 
AUC of 0.91 ± 0.01, suggesting that the model’s predictive 
performance remained consistent across different data 
folds. However, these numerical metrics alone do not offer 
clinical practitioners’ insight into why the model makes its 
predictions, a crucial requirement in sensitive domains like 
healthcare.  

To address this, we integrated the model into the SCI-XAI 
pipeline, using state-of-the-art interpretability techniques: 
SHAP, LIME, and ELI5. 
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Fig. 5 LogReg SHAP Summary 

 
   Figure 5 plot clearly demonstrates that age is the 

dominant predictor of stroke, with higher age values 
strongly contributing to positive stroke predictions (as 
shown by red points on the right). Other impactful features 
include BMI categories (Overweight, Obese, Underweight) 
and occupational indicators such as 
work_type_self_employed and smoking status. This offers 
clinicians an intuitive way to understand the feature 
hierarchy and how individual features shift the stroke risk up 
or down (see Figure 6). 

 
Fig. 6 LogReg SHAP force plot. 

 
Drilling into an individual prediction, we observe that a 

lower age (-0.674) combined with working in government 
jobs and a never-smoked status reduces risk (blue bars), 
while obesity-related BMI and self-employment slightly 
increased risk (red bars). This granular level of ex-planation 
is invaluable for personalized risk assessments. 

This dependence plot illustrates a strong positive linear 
relationship between age and stroke risk, with SHAP values 
increasing steadily from approximately –6 to +2.5 as 
normalized age rises (see Figure 7). 

 
Fig. 7 LogReg SHAP dependence plot. 

 
This trend confirms that higher age substantially elevates 

the model’s predicted stroke risk. The color gradient, 
representing average glucose level, further suggests that 
elevated glucose levels amplify this age-related effect, 
reinforcing the combined influence of metabolic and 
demographic factors in stroke prediction. 

 

 
Fig. 8 LogReg LIME Explanations. 

 
Figure 8 emphasize age (coefficient 0.60) as the 

strongest risk driver, followed by BMI category 
(Underweight), work_type_children, and 
work_type_self_employed, which align well with the SHAP 
findings. The LIME output also includes feature thresholds 
(e.g., age <= -0.01), making it easy to visualize which side of 
a decision boundary the patient lies on. 

 
TABLE 1 

LOGREG ELI5 EXPLANATIONS. 
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Table 1 further strengthens interpretability by breaking 
down the model’s coefficients. For the positive class 
(stroke), age (+2.207) again tops the list, with BMI and 
occupational status providing additional weight. 
Interestingly, smoking_status_never_smoked (-0.415) and 
work_type_govt_job (-0.549) appear as significant negative 
contributors, echoing the SHAP force plot. The model’s 
inherent bias term also plays a non-negligible role.  

Together, these visualizations and explanations reveal a 
consistent pattern: age, BMI, and occupational/smoking 
factors as key stroke risk drivers. The SCI-XAI pipeline 
enhances the logistic regression model by turning raw 
predictions into clear, patient-specific explanations, helping 
interpret and communicate risk effectively by combining 
solid predictive performance with both global and local 
interpretability. 
 
B. Decision Trees  
      The decision tree model achieved a test accuracy of 
~77.98%, with a ROC AUC of 0.81 and a weighted F1 score of 
0.83. These metrics suggest solid predictive performance, 
especially the relatively high recall (71%) for the minority 
class (stroke). 
 

 
Fig. 9 DT Confusion Matrices. 

 
       As demonstrated in Figure 9, the confusion matrices 
reveal a balanced ability to detect both stroke and non-
stroke cases during training, but the test matrix shows some 
over-prediction of the majority class (non-stroke), which is 
typical for decision trees even after SMOTE balancing. 

 
Fig. 10 DT ROC-AUC Scores. 

 
       The ROC curves (Figure 10.) demonstrate good class 

separation capability, comparable to logistic regression but 
with slightly reduced generalization on the test set (AUC = 
0.81 vs. 0.91 for training). Cross-validation reinforced these 
findings, yielding a mean AUC of 0.91 ± 0.01, indicating that 
while the model performs consistently across folds, some 
overfitting tendencies remain due to its hierarchical nature.  
To further unpack how individual features influence 
predictions, we applied SHAP analysis to gain both global 
and local interpretability beyond the raw tree splits. 

 

 
 

Fig. 11. DT SHAP summary plots. 

 
   In Figure 11. the SHAP summary plots emphasizes that age 
(~0.48) remains the dominant predictor, followed by BMI-
related features (~0.14 and ~0.11), smoking status (notably 
smoking_status, never_smoked, ~0.27), and work type 
(~0.10) mirroring the findings from the logistic regression 
but with subtle shifts in feature impact distribution. 
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TABLE II 
DT LIME EXPLANATIONS 

 
 
     Table 2. reinforces that age and BMI categories are 
primary drivers of individual predictions, with clear rule-

based logic (e.g., “age ≤ -0.01 contributes 88% toward a 

'No Stroke' prediction), reflecting the deterministic nature 
of decision trees. 

Table III 
DT ELI5 Explanations. 

 
 
The ELI5 tree breakdown (detailed in the appendix 1 and 

visualized in Table 3. & Table 4.) provides direct 
interpretability through the tree structure itself, showing 
precise splits and thresholds offering clinicians a transparent, 
step-by-step rationale for each prediction. For example, age 

contributes +0.494 to the final score (out of a base bias of 
+0.500), while other features like 
work_type_self_employed and avg_glucose_level have 
smaller contributions (+0.004 and +0.002 respectively), 
reinforcing the dominance of age in prediction. This not only 
lists feature importance but shows how individual features 
push predictions higher or lower for a specific case, making 
it especially useful in medical settings.  

 
Table IV 

DT ELI5 Explanations 

 
 

Overall, the SCI-XAI pipeline transforms raw model 
predictions into human-readable, actionable insights. While 
decision trees are naturally interpretable, SCI-XAI’s layered 
explanations that combine global feature importance 
(SHAP/ELI5) and individualized prediction paths (LIME) 
enhance clarity and communication. This makes the tool 
particularly valuable in clinical contexts, where both 
performance and explanation are crucial.  
 
C. Explainable Boosting Machines (EBM) 
      Explainable Boosting Machine (EBM) offers a highly 
interpretable model architecture that combines the power 
of machine learning with human-understandable outputs. 
One of its major advantages lies in its interactive nature: 
through a dropdown interface, users can dynamically 
inspect global and local explanations for each feature and 
interaction term. This transparency al-lows clinicians and 
stakeholders to dissect individual model decisions easily, 
fostering deeper understanding of the predictive patterns. 
Notably, the EBM was trained using the SCI-XAI pipeline 
without requiring additional class imbalance handling, 
thanks to its inherent robustness in managing such data 
distributions. 
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Fig. 12 EBM Explainable Summary. 

 
As shown in Figure 12, the summary plot highlights that age 
dominates the feature contributions with a mean absolute 
weighted score around 1.4, followed by average glucose 
level (~0.15), BMI category (~0.14), and hypertension (~0.13). 
Other contributing features include work type (~0.12) and 
notable pairwise interactions such as ever_married & 
avg_glucose_level (~0.08). 
 

 
Fig. 13. EBM Global Explanation: Age. 

 
Examining age (Figure. 13) in detail reveals a clear, near-
linear increase in risk contribution after age 40, with a sharp 
inflection between 50–60 years, reaching a maximum 
contribution of around +2.5 for older patients. These 
matches established clinical knowledge, reinforcing age as a 
principal driver of stroke risk. 

 
Fig. 14 EBM Global Explanation: Average Glucose Level. 

 
The average glucose level above shows a subtler but still 
meaningful pattern: risk rises modestly after glucose levels 
of ~150 mg/dL, peaking at contributions around +1.5, though 
most density is clustered below 100 mg/dL (see Figure 14). 
 

 
Fig. 15 EBM Global Explanation: Age vs Avg Glucose Lvl. 

 
Figure 15. provides deeper insight into how these two 
features interplay. The heatmap indicates that higher risk is 
concentrated in the upper-right quadrant, where both age > 
60 and glucose > 200 mg/dL, reflecting compounding effects 
of these factors. 
 

 
Fig. 16 EBM Local Explanation: (Actual = 0, Predicted = 0, Pr(y=0)=0.965). 

 
     Finally, the local explanations at Figure 16. provides us 
with case-by-case insights, showing exactly how each 
feature influenced a specific prediction. For instance, in one 
patient example Actual = 0 (No Stroke), Predicted = 0 (No 
Stroke), with a predicted probability of 0.965, the model 
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was highly confident in its decision. Here, age (53 years) was 
the dominant factor reinforcing the "No Stroke" prediction, 
contributing the largest positive weight. Additional, smaller 
positive contributions came from the combined effect of 
gender & average glucose level, while features like BMI 
(Obese) and smoking status (smokes) applied slight 
opposing pressure (negative contributions), nudging the 
prediction toward stroke risk but not enough to outweigh 
the stronger protective signals. This case demonstrates how 
EBM offers a transparent, numeric breakdown of in-dividual 
risk profiles, which can be invaluable for clinical decision-
making.  

D. Random Forest 

       To extend the exploration beyond white-box models, 
Random Forest recognized as a grey-box model was applied. 
While Random Forests are robust and capable of capturing 
complex, non-linear relationships, they traditionally lack 
inherent interpretability. To address this gap, we utilized the 
SCI-XAI pipeline to generate both global and local 
explanations alongside standard statistical machine learning 
evaluations (see Figure 17). 

 

Fig. 17 RF Confusion Matrices. 

 

Fig. 18 RF ROC Scores. 

       The model, trained using a standard machine learning 
pipeline enhanced with SMOTE for class balancing, yielded 
solid predictive results: a test accuracy of 85.03% and a ROC 
AUC score of 0.82, as observed in the classification report. 
Precision and recall for the minority class (stroke) were 0.19 
and 0.44 respectively, reflecting the ongoing challenge of 
sensitivity in imbalanced medical datasets. To ensure 
robustness and mitigate potential overfitting, 5-fold cross-
validation was performed on the training data. The Random 
Forest achieved a mean cross-validated ROC-AUC of 0.9952 
± 0.0033, indicating stable and consistent performance 
across folds despite slight overfitting tendencies observed 
in single split evaluations (see Figure 18). 
      To add interpretability, the SCI-XAI pipeline transformed 
this grey-box model into an explainable one. The SHAP 
summary plot (see Figure. 19) below highlighted age as the 
most influential predictor by a wide margin, followed by 
avg_glucose_level, gender (both male and female), and 
smoking status. The distribution of SHAP values for age 
revealed consistent, high-magnitude contributions across 
many samples, underscoring its pivotal role in the model’s 
decisions. 

 

Fig. 19 RF SHAP Summary. 

         Delving deeper, the dependence plot below for age 
(Figure 20.) reveals a non-linear relationship with stroke risk. 
SHAP values remain close to zero for younger individuals 
(normalized age < 0) but rise sharply beyond approximately 
1.0 (around 50 years old), indicating a substantial increase in 
stroke likelihood with advancing age. The colour gradient 
represents smoking status, where individuals who have 
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never smoked (red) generally exhibit lower SHAP values at 
comparable ages. This pattern highlights how age and 
smoking behaviour jointly modulate stroke risk, aligning 
with established clinical evidence linking aging and lifestyle 
factors to elevated cerebrovascular vulnerability.  

 
Fig. 20 RF SHAP dependence plot. 

E. Ensemble Model  

       The ensemble, comprising XGBoost and LightGBM, 
classified as a black-box model was trained and evaluated 
using a standard machine learning pipeline that included 
class balancing via SMOTE. The model achieved relevantly a 
high performance on the test set, with an overall accuracy 
of 88.36%, a ROC AUC score of 0.8048, and a macro-
averaged F1-score of 0.58. Notably, for the minority class 
(stroke cases), the model attained a precision of 0.19 and 
recall of 0.29, indicating moderate ability to detect stroke 
instances despite class imbalance challenges. 

 

Fig. 21 Ensemble Confusion Matrices. 

         Figure 21. shows for both training and testing sets that 
illustrate the model's performance. While the training 
confusion matrix shows near-perfect classification (accuracy 
~99.86%), the test matrix reveals some degradation in 
performance, particularly in sensitivity (recall) for the 
minority class. To mitigate potential overfitting, 5-fold cross-
validation produced a mean AUC of 0.9965 ± 0.0043, 
reinforcing the reliability and consistency of the model’s 
predictive performance across data splits. 

 

Fig. 22 Ensemble ROC Scores. 

      The ROC curves further confirm this. The training ROC 
curve exhibits an AUC of 1.00, indicating perfect separation 
of classes, while the test ROC curve achieves an AUC of 0.80, 
suggesting the model maintains good discriminative ability 
on unseen data but is less ideal than the overly optimistic 
training performance (see Figure 22). 
      While these metrics and visualizations (confusion matrix 
and ROC curve) provide useful quantitative assessments of 
model performance, they fall short in offering insights into 
why the model makes certain predictions, an essential factor 
for clinical decision-making. 
     To bridge this gap, we applied the SCI-XAI pipeline, 
employing SHAP (SHapley Additive exPlanations) to deliver 
both global and local interpretability.  

 

Fig. 23 Ensemble SHAP Summary. 

https://doi.org/10.31436/ijpcc.v12i1.636


International Journal on Perceptive and Cognitive Computing (IJPCC)  Vol 12, Issue 1 (2026) 
https://doi.org/10.31436/ijpcc.v12i1.636  

114 

 

       Figure. 23’s summary plot identifies and ranks features 
based on their overall impact on the model’s predictions. 
Here, age stands out as the most significant predictor, 
followed by average glucose level, smoking status, and 
various work type and BMI category variables. The color 
gradient (red to blue) visually maps each feature's value 
(e.g., high vs. low age), and its influence on pushing 
predictions toward stroke or non-stroke. This plot not only 
validates clinical knowledge (e.g., age and glucose level 
being critical risk factors) but also helps clinicians 
understand nuanced associations, such as how certain 
employment types or smoking history influence stroke 
likelihood. This global view is crucial for population-level 
insights and aligns the model’s reasoning. 

 

Fig. 24 Ensemble SHAP Waterfall force plot. 

         The waterfall plot dissects a single prediction to show 
how individual features cumulatively influence the model's 
output. For example, in one instance, age contributes a 
significant negative impact, decreasing the likelihood of 
stroke, while features like smoking status (never smoked) 
and BMI (obese) contribute to smaller, nuanced effects. This 
granular view allows clinicians to trace back the reasoning 
for specific patients, ensuring that individual predictions are 
transparent and defensible, a key requirement in high-stakes 
environments like healthcare (see Figure 24). 

F. Multi-Layer Perceptron Model 

      The model comprised two hidden layers (128 and 64 
neurons) with ReLU activation, dropout (0.3), and batch 
normalization to prevent overfitting. Using the Adam 
optimizer (learning rate = 0.001) and binary cross-entropy 
loss, it achieved 79.2% accuracy and an ROC-AUC of 0.78. 
While slightly less accurate than ensemble models, the MLP 
captured non-linear feature interactions effectively with 
stable generalization. 

 

Fig. 25 Training Validation Accuracy & Loss 

       These graphs at Figure 25. illustrate the MLP’s learning 
dynamics over 50 epochs. The training accuracy (left) 
steadily increased to around 95%, while validation accuracy 
plateaued near 80%, indicating the model learned well but 
began to generalize less effectively after ~20 epochs. 
Similarly, the training loss (right) consistently declined to 
about 0.12, whereas validation loss fluctuated between 0.5–
0.7, suggesting mild overfitting, the model fits training data 
very well but shows higher error on unseen data. Overall, 
the network achieved stable performance but could benefit 
from stronger regularization or early stopping to improve 
generalization (see Figure 26). 

 

Fig. 26 MLP SHAP Summary Plot. 

       The summary plot demonstrates that age, average 
glucose level, and BMI were the most influential predictors 
in the MLP model, showing the highest positive SHAP values 
(approximately +0.25, +0.20, and +0.15, respectively). Higher 
values for these features significantly increased the model’s 
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predicted stroke risk, consistent with established clinical 
evidence. Moderate effects were observed for marital 
status and smoking-related variables, while demographic 
and occupational features contributed minimally, clustering 
near zero SHAP values. The colour gradient indicates that 
high feature values (red) generally pushed predictions 
toward higher stroke probability, whereas lower values 
(blue) reduced it. Overall, these findings highlight that 
metabolic and age-related factors predominantly drive the 
MLP model’s decision-making process. 

 

Fig. 27 MLP SHAP Dependence Plot. 

         Figure 27. plot reveals a strong, non-linear relationship 
between the feature age and the MLP model's output for 
stroke prediction. For low, normalized age values (e.g., from 
-2.0 to 0.0), the SHAP value is consistently negative, ranging 
from approximately -0.07 to 0.00, indicating that younger 
ages decrease the model's predicted probability of stroke. 
Conversely, as age increases beyond 0.0, the SHAP value 
rises exponentially, peaking at approximately +0.27 for the 
highest normalized age value of around 1.75. This 
demonstrates that increasing age is a major contributor to a 
higher predicted stroke probability. Furthermore, the plot 
highlights an interaction effect with avg_glucose_level 
(color-coded). At the highest age values (age > 1.0), the 
largest positive SHAP contributions (up to +0.27) are 
predominantly associated with the highest 
avg_glucose_level values (red, up to 2.0), suggesting that 
the positive impact of advanced age on stroke risk is 
amplified by a high average glucose level. 

       By integrating the SCI-XAI pipeline, we extend all the 
model's utility beyond raw predictive performance into the 
realm of Explainable AI (XAI). This is particularly valuable in 
medical contexts, where black-box predictions are often 
viewed with scepticism. The SHAP-based interpretability 
framework not only boosts interpretation confidence but 
also supports patient-specific consultations, potentially 
enabling caregivers to explain risk profiles in 
understandable terms. 

IV. DISCUSSION 

      Our results demonstrate that the SCI-XAI pipeline 
effectively balances predictive performance and 
interpretability in stroke prediction. The comparative 
framework particularly EBM and the SHAP-augmented 
ensemble achieved ROC-AUC and F1-scores closely matching 
those of black-box models, confirming that interpretability 
did not come at the cost of accuracy. This aligns with 
literature suggesting that for tabular data, advanced 
interpretable models like EBM can capture nonlinear 
patterns without compromising performance [26] [27]. For 
example, in prior work an EBM attained accuracy nearly on 
par with a random forest while remaining a transparent 
“glass-box” model [26] In our study, while the XGBoost + 
LightGBM ensemble achieved the highest metrics, EBM 
closely rivaled it, falling only marginally short. This finding 
reinforces the idea that interpretable models can deliver 
state-of-the-art performance while providing trans-parency 
an important insight for developing trustworthy AI systems 
[27] The key predictive fac-tors identified age, hypertension, 
and heart disease were consistent across EBM and SHAP 
anal-yses and align with established stroke risk factors 
reported in the literature (e.g., atrial fibrillation, blood 
pressure) [26] [27]. This consistency supports the validity of 
the models’ reasoning and suggests that the SCI-XAI pipeline 
produces explanations that align well with domain 
knowledge.  

     A core aspect of the evaluation was comparing global and 
local interpretability. EBM, as an intrinsically interpretable 
model, offered clear global insights through its feature 
effect plots. For instance, stroke risk increased sharply with 
age beyond a certain threshold and rose consistently in 
patients with hypertension. Locally, EBM decomposed each 
prediction into additive contributions, showing precisely 
how individual features influenced outcomes and 
strengthened its white-box design [26].   

     By contrast, the ensemble (XGBoost + LightGBM) is a 
black-box model that cannot be directly interpreted [27]. 
Through SCI-XAI, we applied SHAP to this ensemble, 
enabling post-hoc inter-pretability. SHAP’s global 
summaries highlighted top features such as age, glucose 
level, and hypertension closely mirroring EBM’s insights. 
Locally, SHAP’s force plots broke down individual 
predictions, showing how specific features (e.g., “Age = 75,” 
“Hypertension = Yes”) raised or lowered stroke risk 
compared to the baseline. The agreement between EBM’s 
intrinsic explana-tions and SHAP’s post-hoc outputs 
strengthens confidence in the reliability of these interpreta-
tions.  
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     Additionally, traditional models like logistic regression 
and decision trees were examined. Logistic regression 
provided interpretable coefficients but was limited by its 
linear assumptions, making it less able to capture nonlinear 
risk effects. Decision trees were intuitive but, when deeper, 
became harder to interpret and underperformed compared 
to EBM and the ensemble. EBM im-proved upon both by 
modeling complex patterns transparently. Meanwhile, 
SHAP successfully added interpretability to the ensemble, 
demonstrating how post-hoc XAI tools can make high-
performing black-box models more explainable [26].  

    While ensemble models such as Random Forest and 
XGBoost achieved high training perfor-mance, the observed 
discrepancy between training and testing metrics indicates 
mild overfitting. This is expected given the limited dataset 
size and high-class imbalance. Nonetheless, the applied 
mitigation strategies including tree depth limitation, 
regularization, and SMOTE-based resampling partially 
reduced this gap. Importantly, the study’s focus is 
methodological rather than clinical deployment; thus, the 
results primarily demonstrate feasibility and interpretability 
rather than clinical readiness. 

    Overall, these findings highlight the value of combining 
inherently interpretable models with post-hoc explainability 
methods to achieve both accuracy and transparency. While 
this study does not develop a clinical tool, it offers a 
methodological framework that can inform future work 
aiming for transparent, interpretable AI in healthcare 
diagnostics. 

V. LIMITATIONS & FUTURE WORK 
      While the results are promising, several limitations and 
avenues for future research must be noted. First, the 
ensemble model (XGBoost + LightGBM), though highly 
performant, is complex and risks overfitting particularly 
given modest sample size and high feature dimensionality. 
We mitigated this through cross-validation, depth control 
and hyperparameter tuning, but generalizability to new data 
cannot be guaranteed. Thus, future studies should validate 
these findings on larger, external datasets, ideally 
incorporating real-world clinical records to strengthen 
reliability. Simpler models (e.g., logistic regression, decision 
trees) were more robust to overfitting but showed lower 
predictive accuracy. Future work could explore more 
regularization techniques, simplified ensemble strategies, or 
hybrid models to retain performance while reducing 
complexity. Additionally, stroke was modeled as a binary 
classification task due to dataset constraints, which 
overlook the temporal progression of stroke risk. Future 
studies could incorporate longitudinal or time-to-event data 
to better capture real-world disease trajectories.  
       Second, the dataset was highly imbalanced, with stroke 
cases representing fewer than 5% of the total. While SMOTE 
oversampling and class-balanced training improved 

sensitivity, synthetic sampling may introduce artifacts and 
may not fully represent true population distributions. The 
dataset also reflects a specific demographic and regional 
context, which limits external validity. Future research 
should validate these models on broader, multi-center 
datasets and test alternative imbalance-handling techniques 
such as cost-sensitive learning or anomaly detection to 
enhance generalizability [26].  
      Third, feature limitations impacted the models. Key risk 
factors such as diet, exercise, and detailed cardiac history 
(e.g., atrial fibrillation) were missing, and some variables 
(like "heart disease") were overly broad. Incorporating 
richer clinical data including imaging, lab tests, and genetic 
information could improve both accuracy and 
interpretability. Additionally, investigating model calibration 
to ensure that predicted probabilities align with absolute 
stroke risk remains an important next step.  
       Lastly, while this study focused on technical 
interpretability using tools like SHAP, ELI5, and LIME, the 
assessment of interpretability remains theoretical. We did 
not conduct user studies to evaluate how healthcare 
professionals perceive and apply these explanations. Future 
work should include human-factors evaluations to measure 
usability, trust, and practical value, as well as explore ways 
to simplify outputs (e.g., streamlined SHAP visuals or 
natural-language summaries). Expanding interactive 
feedback loops where clinicians can flag unexpected results 
could also support continuous model refinement. 

      Overall, addressing these limitations will make future 
iterations of this framework more robust, generalizable, and 
useful as a benchmark for transparent AI in healthcare 
research. While clinical impact is a long-term goal, this work 
primarily contributes a methodological foundation for 
balancing predictive performance and interpretability in 
medical diagnostics.  

VI. CONCLUSIONS 

This study applied the SCI-XAI pipeline a structured 
framework combining advanced machine learning with 
Explainable AI (XAI) techniques to benchmark stroke risk 
prediction models with an emphasis on interpretability and 
performance. By integrating both white-box models, such as 
the Explainable Boosting Machine (EBM), and black-box 
ensembles (XGBoost + LightGBM) augmented with SHAP, 
LIME, and ELI5 explanations, we demonstrated that 
interpretable models could achieve predictive accuracy 
comparable to complex, opaque models while providing 
much clearer and more actionable insights.  

Our comparative analysis highlighted that EBM, despite 
being inherently interpretable, closely rivaled the 
performance of black-box ensembles in terms of ROC-AUC 
and F1-score, reinforcing that high predictive power and 
transparency can coexist especially in tabular medical 
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datasets. SHAP and other post-hoc explainability tools 
effectively bridged the gap for black-box models, ensuring 
that even complex algorithms could be made more 
interpretable and suitable for actionable insights. Crucially, 
the key predictive features identified such as age, 
hypertension, and heart disease aligned with established 
clinical knowledge, lending further credibility to the out-puts 
and supporting the relevance of XAI in medical diagnostics. 
[26].  

In conclusion, our study highlights the importance and 
feasibility of bringing interpretability to the forefront of 
white, gray-black-box models in healthcare. While the 
models presented are not intended for immediate clinical 
deployment, the structured application of the SCI-XAI 
framework provides a robust foundation for future research 
aiming to make AI in healthcare more trans-parent and 
reliable. This work contributes valuable insights into the 
trade-offs between model complexity, interpretability, and 
performance, offering a roadmap for researchers and 
practitioners interested in balancing these dimensions. 
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APPENDIX 1: Simplified Decision Tree Visualization for Stroke Prediction  

Visualization generated via Mermaid (https://mermaid.js.org/), adapted for academic presentation. 
 

This appendix presents the ELI5-generated decision tree breakdown, corresponding to the interpretability discussion in the 
main text (referenced in Table 3 and Table 4). The visualization was reproduced using the Mermaid diagram-ming 
framework to illustrate the internal decision logic of the trained model. Each branch represents a feature-based split (e.g., 
Age, Average Glucose Level, BMI Category, Smoking Status, Work Type), providing a trans-parent, step-by-step rationale 
for the model’s classification outcomes. 

Color coding enhances interpretability: blue nodes indicate pathways leading to No Stroke predictions, while red nodes 
denote Stroke = Yes outcomes. Intermediate nodes shaded in orange or light blue correspond to decision points based on 
threshold values that guide the classification process. 

Note: Numeric thresholds (e.g., Age ≤ 0.475) represent normalized feature values derived through Min–Max scaling, 
where all continuous features were transformed to a [0,1] range. These values reflect the relative percentile positions within 
the dataset (for example, Age ≤ 0.475 corresponds to individuals below approximately the 47.5th per-centile of the 
observed age range). This normalization ensures consistent feature comparison across different clinical measures and 
supports stable, interpretable model behavior. 
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Abstract— In modern fast-paced lifestyles, maintaining a healthy diet is challenging, contributing to the rise 
of diet-related diseases and food wastage, particularly fresh produce. Existing digital meal planning systems 
often lack the robustness to integrate practical ingredient detection with personalized dietary requirements 
effectively. To address these issues, this paper introduces NutriMatch, a web-based application designed to 
provide personalized healthy meal suggestions based on user submitted images of fresh fruits and 
vegetables. NutriMatch integrates an ingredient detection interface where users upload produce images via 
the browser, and the system returns the predicted ingredient label with a confidence score, for example, 
ginger with 90%, enabling users to verify detection before receiving tailored recipe recommendations. The 
system utilizes the MobileNetV2 architecture to classify 36 categories of fresh ingredients, chosen for its 
efficiency and suitability for web-based deployment. The platform is developed using the Laravel framework 
with PHP and MySQL for backend management, while the frontend utilizes React for a responsive user 
interface. Experimental results on the test dataset demonstrate that the model achieves a precision of 
roughly 92 percent and an F1-score of 0.89, validating the system's ability to facilitate sustainable eating 
habits and personalized nutrition through artificial intelligence model. 

 
Keywords—Artificial Intelligence, Image Recognition, Personalized Nutrition, Web Application, MobileNetV2 

 
I. INTRODUCTION 

With a global rise in diet-related health problems such as 
obesity, diabetes, and malnutrition, the need for healthy 
eating is more critical than ever. Currently, individuals often 
lack detailed insights into utilizing fresh produce, leading to 
spoilage. Fruits and vegetables are essential for a balanced 
diet, yet their potential is often unrealized due to a lack of 
cooking skills or time constraints.  

The primary problem motivating this project is the 
limitation of current recipe applications. While many apps 
aim to assist in meal planning, they often fail to effectively 
bridge the gap between abstract meal ideas, and the actual 
ingredients users possess at home. Furthermore, existing 
digital meal planning systems often lack the technological 
robustness to offer features like automated ingredient 
detection or seamless dietary personalization. NutriMatch 
aims to resolve these issues by offering a smart, AI-powered 
ecosystem that empowers users to maximize their fresh 
produce usage. By recommending personalized, health-
aware recipes based on available ingredients and individual 
health goals, the system promotes both personal wellness 
and environmental sustainability.  

This paper presents the design and development of 
NutriMatch, a web-based system that supports sustainable 
eating habits through personalized nutrition assistance. 

NutriMatch integrates AI-powered image recognition to 
detect food items from user-submitted images and 
combines this with an automated recipe recommendation 
module that filters and tailor’s recipe suggestions to 
individual needs and preferences. 

II. RELATED WORKS 

A. Automated Recognition and Classification of Fruit and 

Vegetables 

The development of deep learning models for identifying 
and categorizing produce has become essential for 
industrial and commercial applications, particularly in 
supermarkets and processing factories [1]. To address the 
variability found in real-world environments, such as lighting 
changes and background variations, researchers have 
proposed various high-precision frameworks for example 
Robust DCNN Frameworks. One study introduced a simple 
and efficient Deep Convolutional Neural Network (DCNN) 
designed to distinguish natural fruit images in difficult 
scenarios [2]. By utilizing a specialized database of 20 
categories (comprising 10,000 images) from the Gilgit-
Baltistan region of Pakistan, the model achieved a 96% 
recognition accuracy, demonstrating its readiness for global 
application requirements 
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Research also works on the optimized CNNs and 
freshness detection. Utilizing Keras and TensorFlow, 
researchers built an optimized CNN architecture featuring 
five convolutional and pooling layers [1]. This model was 
specifically trained to identify fresh versus rotten produce 
across six classes, achieving a high accuracy of 96.88%. 
Furthermore, the model proved its versatility by maintaining 
a 94.35% accuracy when tested on the more extensive Fruits 
360 dataset, which contains 131 categories 

Beyond mere identification, research into YOLOv3 and 
optimized GoogLeNet has focused on maximizing efficiency 
for real-time industrial use [3]. By reducing the number of 
convolutional kernels and training parameters by 48%, 
researchers successfully tripled training speeds from 11.38 to 
33.68 sheets per second. These technical refinements were 
particularly effective at distinguishing between produce 
items that are nearly identical in shape and color, such as 
lemons and oranges, which often pose significant 
challenges for traditional recognition systems. 

B. Dietary Monitoring and Nutritional Health 

Researchers developed MyDietCam, a mobile app for 
healthy Malaysian adults that integrates automated food 
recognition to ease the burden of manual dietary logging. It 
provides individualized recommendations and generates a 
diet quality score based on the Malaysian Healthy Eating 
Index [4]. 

A cross-sectional study of 2,509 adults used Principal 
Component Analysis (PCA) to identify five distinct eating 
behavior groups. The research found significant gender 
differences, noting that men consume more meat and 
engage in strength sports, while women adhere more to 
structured, vegetable-rich diets [5]. 

For Multi-food Detection on Plates, this research treats 
food analysis as a multi-class object detection problem 
because plates often contain multiple food items [6]. It 
evaluates models like YOLOv5 to accurately identify 
components of meals to support nutritional health tracking 

C. Optimization of Deep Learning Architectures 

Research by Sandler et al. [7] introduces MobileNetV2 

architecture, a new mobile-tailored architecture using 

inverted residuals and linear bottlenecks. It significantly 

decreases the required memory and computational 

operations while maintaining high accuracy for object 

detection and semantic segmentation on resource-

constrained devices. 

One study compares YOLOv5 and EfficientDet across 

various food datasets for comparative performance analysis, 

concluding that YOLOv5 provides superior performance in 

both accuracy (mAP) and response time [6]. 

In terms of speed and efficiency Improvements, efforts to 

optimize GoogLeNet resulted in reducing the number of 

training parameters by 48%, which increased the training 

speed from 11.38 to 33.68 sheets per second [3]. 

D. Comparative Analysis with Existing Platform 

A comprehensive review of existing platforms reveals a 
distinct gap in current market solutions, particularly 
regarding the integration of real-time image scanning with 
personalized recipe generation. We conducted a 
comparative analysis of NutriMatch against prominent 
existing systems such as MyFitnessPal [8], PlateJoy [9], and 
SuperCook [10]. 

MyFitnessPal is widely recognized for its robust calorie 
tracking capabilities; however, it relies heavily on manual 
data entry and lacks any form of ingredient image detection. 
Similarly, PlateJoy offers excellent personalized meal 
planning services but necessitates that users manually input 
their pantry inventory, which can be tedious and time-
consuming. On the other hand, SuperCook succeeds in 
suggesting recipes based on listed ingredients but does not 
incorporate AI-driven health tracking or deep 
personalization for dietary restrictions. NutriMatch 
addresses these identified limitations by synthesizing the 
strengths of these platforms. It combines the convenience 
of automated ingredient detection with the utility of 
personalized recipe creation and nutritional tracking, 
offering a more holistic solution for sustainable nutrition 
management. 

Table I summarizes the functional differences between 
these platforms, highlighting NutriMatch's unique position 
as the only system integrating real-time detection with 
health tracking. Across the four platforms, NutriMatch 
stands out as the most comprehensive: it supports real-time 
monitoring, recipe generation, and uniquely offers 
ingredient detection whereby this is a feature missing in 
MyFitnessPal, PlateJoy, and Supercook.  

 
TABLE I 

COMPARISON BETWEEN NUTRIMATCH AND OTHER WEB SYSTEM 

Criteria MyFitnessPal 
[8] 

PlateJoy 
[9] 

Supercook 
[10] 

NutriMatch 

Real-time 
Monitoring 

Yes No No Yes 

Recipe 
Generation 

No Yes Yes Yes 

Ingredient 
Detection 

No No No Yes 

Calorie 
Tracking 

High Medium Low High 

Food 
Waste 
Focus 

Low Low High High 
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III. METHODOLOGY 

The development of NutriMatch adheres to Agile 
Methodology. This iterative approach was selected due to 
the complex nature of integrating Artificial Intelligence with 
web development. The Agile framework allows for 
continuous refinement of the AI model and user interface 
through repeated cycles of planning, designing, developing, 
and testing. 

A. System Design 

The system architecture is designed to operate 
seamlessly within a web browser environment. The 
workflow begins when users interact with the frontend 
interface to upload photographs of their ingredients. These 
requests are transmitted to the backend server, which 
orchestrates communication between the database and the 
AI processing module.  

Fig. 1 illustrates the core user interactions within the 
system, such as uploading ingredient images, viewing 
detection results, and generating personalized meal 
recommendations. This structure ensures that heavy 
computational tasks, such as image classification, are 
handled on server-side to maintain a smooth user 
experience.  

As shown in Fig. 2, the NutriMatch system flow starts 
with user authentication to ensure secure access. After a 
successful login, the user uploads an ingredient image which 
is processed by the ingredient detection module. Once an 
ingredient is detected, the result is displayed to the 
user who may optionally add additional ingredients. The 
system then retrieves the user’s dietary preferences and 
profile data to generate personalized recipe 
recommendations. Finally, the selected recipe contributes 
to the calorie tracking process, allowing users 
to monitor their daily nutritional intake before the process 
ends. 

B. Implementation Stacks 

The development employs a robust technology stack 
tensure scalability and high performance. The frontend is 
constructed using the React library, which allows for the 
creation of a dynamic and responsive user interface 
featuring a modern, green-themed aesthetic suitable for a 
health application. For the backend, the Laravel framework 
is utilized to manage server-side logic, including secure user 
authentication and database management. This separation 
of concerns ensures that the application remains 
maintainable and scalable as the user base grows. 

 
 

 

Fig. 1 Use Case Diagram 

 

 

Fig. 2 NutriMatch FlowChart 
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C. Machine Learning Implementation 

The core intelligence of the NutriMatch system relies on a 
deep learning model designed to classify fresh produce from 
user-uploaded images. For this purpose, the MobileNetV2 
architecture was selected due to its lightweight design and 
computational efficiency, making it suitable for web-based 
deployment where system resources may be limited.  

The model was developed using the TensorFlow 
and Keras frameworks and trained on an image dataset 
consisting of 36 distinct categories of fruits and vegetables. 
The dataset was already organised into separate training, 
validation, and testing folders by the data provider. 
Specifically, each category contained 100 images for training, 
10 images for validation, and 10 images for testing, resulting 
in an approximate split of 83% for training, and 8% each for 
validation and testing. This predefined dataset structure 
was used directly during model training and evaluation, 
without additional manual data splitting.  

 The development process employed Transfer Learning 
to expedite training and improve accuracy. A pretrained 
MobileNetV2 backbone, initialized with ImageNet weights, 
was utilized as the feature extractor. To adapt the model 
for NutriMatch, the top classification layers were removed 
and replaced with a global average pooling layer, followed 
by fully connected dense layers with ReLU activation, and a 
final Softmax output layer with 36 neurons corresponding 
to the target classes.       During the training phase, the base 
layers of the MobileNetV2 model were frozen to retain the 
learned features from ImageNet, while only the custom 
classification layers were trained 

 Data preprocessing was a critical step in the pipeline. All 
input images were resized to a standard resolution of 224 × 
224 pixels to match the architecture requirements. To 
prevent overfitting and enhance the model's ability to 
generalize unseen data, data augmentation techniques 
were applied, including random rotation, zooming, 
horizontal flipping, and shearing. The trained model was 
eventually saved in the .h5 format and integrated into the 
system via a FastAPI service, allowing for real-time inference 
requests from the main application. 

IV. RESULTS AND SYSTEM PROTOTYPES 

This section presents the fully developed prototype 
of NutriMatch and discusses the results of the system 
testing. The user interface was meticulously designed to be 
intuitive, ensuring that users can easily navigate from 
registration to recipe generation.  

A. Registration and Personalization Module  

The user journey begins at the Registration and 
Personalization interface. Unlike standard sign-up forms, 
NutriMatch requires users to create a detailed profile that 

captures essential personal metrics, dietary preferences 
(such as Vegan, Keto, or Paleo), and specific health goals. 
This data is critical as it feeds into the personalization engine. 
Fig. 3 illustrates the dietary preference selection screen, 
where users configure their specific restrictions and cuisine 
interests to tailor future recommendations. 

 

 

Fig. 3 User Profile based on preference 

B. Dashboard and Calorie Tracker 

Upon logging in, users are greeted by the Main 
Dashboard. This central hub features a visually engaging 
real-time calorie tracker, displayed as a dynamic progress 
ring. The dashboard is designed to provide a quick health 
overview briefly, encouraging users to stay within their 
nutritional goals. Fig. 4 shows the Calorie Tracker Ring that 
updates in real time as users log meals, visualizing the 
percentage of the daily calorie goal achieved. This provides 
users with instant feedback on their nutritional intake. 

 

Fig. 4 Real-time calorie tracker ring on the dashboard 

Fig. 5 shows the system generates a Random Recipe 
Recommendation list directly on the dashboard. This section 
offers immediate meal inspiration without requiring any 
user input, helping users decide what to cook quickly. 
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Fig. 5 Random Recipe Recommendation 

C. Ingredient Detection 

The core feature of the application is the Ingredient 
Detection Interface. In this module, users upload an image 
of their fresh produce directly through the browser. The 
system processes this image using the integrated 
MobileNetV2 model. Fig. 6 demonstrates the detection 
result interface, displaying the uploaded image alongside 
the AI-predicted ingredient label (e.g., Ginger) and a 
confidence score (e.g., 90%) to verify accuracy. 

 

Fig. 6 detected ingredients after image upload. 

Ingredient detection is a distinguishing capability of 
NutriMatch compared with existing web-based nutrition 
and recipe platforms. MyFitnessPal, PlateJoy, and 
Supercook do not provide ingredient detection from user 
images, meaning users must rely on manual input or pre-
defined search to begin meal planning and tracking [8-10]. In 
contrast, NutriMatch supports browser-based image upload 
and automatic produce recognition, returning a predicted 
ingredient label (with a confidence score) that can be 
immediately used to drive recipe filtering and 
personalization. 

D. Recipe Recommendations 

Once the ingredients are confirmed, the system 
transitions to the Recipe Recommendation module. To 

ensure nutritional balance, the system provides a 
comprehensive workflow where, following ingredient 
detection, users are allowed to manually select additional 
carbohydrate or protein source. This step ensures that the 
generated recipes consist of a complete and balanced meal. 
Fig. 7 presents the selection of Carbohydrate and Protein the 
user can add before generating the recipe. 

 

Fig. 7 Selection of Carbohydrate and Protein 

Based on the detected produce, selection of additional 
nutrient and the user's pre-set dietary profiles, NutriMatch 
queries its database to generate a curated grid of recipe 
cards. Each card provides essential details, including the 
recipe title, total calorie count, and relevant cuisine tags. Fig. 
8 presents the recipe grid, illustrating how users can view 
recommendations, bookmark recipes, or click the '+' button 
to instantly track the meal in their daily log. 

 

 
Fig. 8 Balanced recipe recommendations based on user ingredients. 

E. Testing and Evaluation 

The system underwent rigorous testing to validate its 
performance. The AI model achieved a high classification 
accuracy of 0.89 and an F1-score of 0.88 on the unseen test 
dataset, indicating reliable performance in distinguishing 
between different types of produce. Furthermore, 
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functional testing confirmed that all critical modules, 
including image uploading, API communication, and recipe 
filtering, are operated without errors. 

The NutriMatch system's implementation of the 
MobileNetV2 architecture leverages inverted residuals and 
linear bottlenecks to optimize efficiency for web-based 
deployment, significantly reducing memory and 
computational operations while maintaining the high 
representational power required for ingredient 
classification [7]. These results are consistent with prior 
studies showing that deep learning models can remain 
robust under real-world variations (for example, lighting and 
background changes) in food-related recognition tasks [2].  

Prior work has compared object detection models such as 
YOLOv5 and EfficientDet across food datasets, reporting 
that YOLOv5 can achieve better accuracy (mAP) and faster 
response time in those detection settings [6]. However, 
since NutriMatch focuses on lightweight ingredient 
classification for web-based deployment, this study adopts 
MobileNetV2 to balance accuracy and computational 
efficiency. 

Furthermore, NutriMatch’s focus on personalized meal 
recipes aligns with the identified need for tailored 
interventions based on gender-specific dietary patterns, 
such as the distinct food preferences and routine structures 
revealed through Principal Component Analysis (PCA) [5]. 
Finally, the successful functional testing of NutriMatch's API 
and image upload modules mirrors the development 
process of applications like MyDietCam, where rigorous lab 
and pilot testing are essential to prevent the crashing and 
lagging issues that frequently lead users to abandon digital 
dietary monitoring tools. 

V. CONCLUSION 

Future improvements for NutriMatch include extending 
the detection model to be able recognise multiple 
ingredients within a single image and upgrading the 
Spoonacular API plan to support higher request limits and 
richer nutritional data.  A chatbot feature may be added to 
enhance user interaction, while conversion to a mobile 
application would improve accessibility. Additional 
enhancements include religion-based dietary filtering, 
integration of generativ AI for more intelligent recipe 
recommendations, and the ability to estimate ingredient 
freshness and quantity for better serving suggestions 

 NutriMatch demonstrates the effective use of artificial 
intelligence and web technologies to support healthier 
eating through automated ingredient detection and 
personalized recipe recommendations. The system reduces 
the effort required for meal planning, particularly for users 
with busy lifestyles. Despite limitations such as API 
restrictions and model capability, the system achieves 

its objectives and shows strong potential for future 
expansion into a smart nutrition assistant. 
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Abstract— In today’s competitive job market, a resume often serves as the first point of contact between 
job seekers and recruiters. However, many job seekers, especially fresh graduates, struggle to craft a 
professional and ATS-friendly resume that clearly highlights their skills and experiences. At the same time, 
recruiters face the challenge of screening large volumes of applications, which is time-consuming and may 
result in qualified candidates being overlooked. To address these issues, this project develops Resume Pro, 
a web-based system that integrates AI-powered resume crafting and automated resume screening. The 
platform enables users to generate high-quality, ATS-friendly resumes with AI-driven suggestions, while 
recruiters can screen and rank applicants using natural language processing and machine learning 
techniques. The system is implemented using Python (Flask) for the backend and HTML, CSS, and JavaScript 
for the frontend. The delivered system is a user-friendly application that supports better resume preparation 
and improves efficiency and accuracy in the hiring process. 

 
Keywords— AI Resume crafting, Resume Screening, Machine Learning, Natural Language Processing, ATS-
Friendly Resume, Web-Based System, Python, AI suggestion 

 

I. INTRODUCTION 

Since we are in the digital era now, a lot of companies 
have started using the Applicant Tracking System (ATS) to 
help filter resumes which poses a new challenge for the 
candidates to create a good resume that will stand out and 
pass through these automated systems [1-4]. In addition, 
recruiters also need an efficient way to screen the 
candidates and pick the best fit candidates for the job. 

Both job seekers and recruiters face a lot of challenges 
during the hiring process especially in today’s competitive 
job market. Job seekers, especially fresh graduates, often 
struggle to make a resume that stands out mostly because 
they do not know what the recruiters are looking for. 
Because of that, many job seekers ended up using the most 
basic resume templates that did not highlight their abilities, 
strength or match it with the roles that they are applying for. 
Other than that, recruiters also face problems when 
reviewing the resumes because it takes a lot of time for 
them to manually review them.  

This process slows down the entire hiring process and 
also raises the operating expenses. Furthermore, human 
screening tends to be inconsistent and biased which may 
cause qualified candidates to be unfairly passed over [4]. 
The process will also be tedious with the absence of 
intelligent tools to help match the candidate’s skill with the 
job requirements. 

This paper investigates current system requirements for 
resume crafting and candidate screening in environments 
increasingly influenced by Applicant Tracking Systems (ATS). 
Building on the identified needs and limitations of existing 
approaches, the study designs and develops an AI-powered 
platform that supports two primary user groups: job seekers, 
who can generate and refine personalized resumes, and 
recruiters, who can screen job applications more efficiently 
to identify candidates that best match the job requirements. 
The platform is subsequently tested to confirm core 
functionality and usability, ensuring the proposed solution is 
practical and reliable for real-world adoption. 

II. RELATED WORKS 

In ATS-influenced hiring, resume crafting becomes a 
machine-readability and matching problem as much as a 
writing problem such as candidates are pushed to use parse-
friendly layouts and align terminology to the job description 
so their skills are not missed during automated parsing and 
scoring. The job-seeker side is strongest when a platform 
explicitly supports ATS-friendly resume building (for 
example, an AI-assisted builder) but can still be limited by 
template-only customization, which may not fit diverse roles 
and experiences. At the same time, research shows that 
resume–job matching can be improved by using embedding-
based representations to better capture semantic similarity 
and reflect human evaluation preferences across domains 
[1]. 
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From the recruiter side, screening is mainly a scale and 
consistency challenge. Systems typically parse resume text, 
extract features or skills, and apply ranking methods to 
shortlist candidates efficiently. One example in the literature 
uses text parsing, cosine similarity and KNN-based ranking 
to match CVs with job descriptions at volume, illustrating 
how pipeline-style screening is commonly operationalized 
[5]. Platforms oriented toward employers prioritize filtering 
or ranking and ATS-like workflows rather than helping 
candidates craft resumes. For instance, Hiredly’s employer 
offerings describe AI-enabled application screening and 
resume summarisation and a built-in applicant tracking 
system, reflecting the emphasis on recruiter-side efficiency 
[6]. However, these automated approaches also raise 
governance concerns—bias and validity can depend heavily 
on data choices, prediction targets, and ongoing monitoring, 
and applicants’ trust can differ depending on whether 
algorithms are used for resume screening [7]. 

Based on the feature comparison in Table 1, existing 
platforms tend to support either resume creation or 
employer-side screening, but rarely both in an integrated 
workflow. Info-Tech focuses mainly on job seekers, offering 
an AI-assisted resume builder and ATS-friendly output, 
however, its resume customization is limited to preset 
templates, and it does not provide screening tools for 
recruiters. In contrast, Hiredly and JobsLah place stronger 
emphasis on the employer or recruitment side by providing 
screening-related capabilities. However, their job-seeker 
features differ whereby JobsLah includes a built-in resume 
builder, while Hiredly does not offer an integrated resume 
builder or resume customization features for job seekers. 
This split creates a gap for users who need end-to-end 
support from crafting an ATS-ready resume to being 
evaluated fairly and efficiently through screening. 

TABLE I 
COMPARISON WITH EXISTING SYSTEM 

FEATURES INFO- TECH [8] HIREDLY [6] JOBSLAH [9] 

Resume 
Builder 

Yes, AI 
assisted 

No, built-in 
resume 
builder 

Yes, built-in 
resume 
builder 

Resume 
Customization 

Limited, only 
preset 
templates 

Not available Not 
available 

ATS 
Compatibility 
(Builder) 

ATS friendly Not available Not 
available 

Resume 
Screening 
(Employer) 

Not available Yes, it uses 
smart filters 
to rank the 
applicants 

Yes, it has 
ATS module 
with 
keyword-
based 
filtering 

FEATURES INFO- TECH [8] HIREDLY [6] JOBSLAH [9] 

AI/Keyword 
Filtering 

Not for 
recruiters 

For 
employers, 
matches 
profiles to 
job posts 

For 
employers, 
it filters 
resumes by 
keywords 

Target Users Job Seekers Job Seekers 
and 
Employers 

Employers 
(HR teams 
only) 

Strength  Easy resume 
building for 
job seekers 

Fast and 
smart job 
matching for 
recruiters 

End to end 
screening 
and 
recruitment 
for HR 

Weakness No tools for 
employers 
to screen 
resume 

No resume 
builder 

Template 
resume-
driven 

III. METHODOLOGY 

The development approach selected for this project is the 
Agile Software Development Life Cycle (SDLC). Agile is an 
iterative and adaptive methodology that breaks 
development into smaller, manageable cycles, allowing 
features to be designed, implemented, tested, and refined 
progressively. This approach provides the flexibility needed 
to incorporate feedback, enhance functionality, and 
improve user experience throughout the project, making it 
well suited for a system that may require continuous 
adjustments and incremental improvements [10]. 

A. Requirements Gathering 

The Agile software development life cycle begins with 
requirements gathering, where the project team identifies 
and defines the user needs and expectations for the system. 
In this phase, we analyse and compare existing resume 
crafting and screening platforms to understand current 
practices and common limitations. The missing or weak 
features identified from this comparison are then translated 
into system requirements, ensuring that the proposed 
platform addresses key gaps in current solutions and 
supports both job seekers and recruiters effectively. 

B. System Design 

Figure 1 illustrates the use case diagram for our system 
namely Resume Pro, which involves three main actors which 
are Job Seeker, Recruiter, and Admin. Both job seekers and 
recruiters can register and log in to the system, and they are 
able to upload job descriptions. A Forgot Password function 
is also provided to support account recovery when users 
cannot access their credentials. For job seekers, the system 
supports profile management, selection of resume 
templates, and resume editing, including AI-generated 
suggestions to improve content. Job seekers can then 
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download the completed resume. Recruiters, on the other 
hand, can import resumes and view or compare screening 
results to support candidate selection. Finally, the admin is 
responsible for managing user accounts and monitoring 
system usage to ensure smooth operation and oversight. 

 
Fig. 1. Resume Pro Use Case diagram 

C. Development 

This project consists of two core modules which are 
resume crafting and resume screening. The web application 
is developed with HTML, CSS, and JavaScript for a user-
friendly frontend interface, while Python (Flask) is used to 
implement backend services and API endpoints. MySQL 
serves as the database for storing user information, resume 
content, uploaded job descriptions, and screening results. 
To support AI-driven resume recommendations and 
automated screening, we explored suitable machine 
learning approaches based on resume–job matching tasks. 

We initially searched for a dataset containing resume 
attributes such as education, skills, and work experience. 
The dataset was cleaned using Pandas by removing 
irrelevant columns, handling missing values, and combining 
relevant textual features into a unified text_data field. 
However, due to limited dataset availability and constraints 
for model training, the system relies on pre-trained 
transformer models from Hugging Face.  

Two models were implemented for different stages of 
evaluation which are BERT, used as the primary feature 
extractor and classification baseline, and MiniLM-L6-v2, 
used as the ranking engine for resume–job description 
matching. BERT was fine-tuned using the skills and 
objective_career fields, first for general feature 
representation and then for binary suitability classification 
using a 0.7 match threshold to provide rapid initial screening. 
MiniLM-L6-v2 processes the job description and resume as a 
paired input to generate a compatibility score (0–100), 

enabling the system to rank candidates based on contextual 
similarity rather than simple keyword frequency. Following 
model integration, the frontend, backend, and database 
components are combined to complete the platform, and 
comprehensive testing and evaluation are performed to 
assess usability and real-world system performance. 

D. Testing 

This section describes the testing conducted on the web 
application to ensure it is ready for use and meets all 
specified requirements and functionalities. The evaluation 
includes unit testing, integration testing, system testing, 
and User Acceptance Testing (UAT) to verify both individual 
components and overall system performance. 

The testing activity was carried out across three test 
phases and showed consistent success for all key features. 
Core workflows including user registration, login, job 
description submission, skill recommendation, resume PDF 
generation, and resume screening upload passed in every 
phase. In addition, validation and control cases such as 
invalid login attempts, adding skills via the skill button, and 
role-based redirection also passed throughout, indicating 
stable functionality and reliable system behaviour across 
repeated testing cycles. 

TABLE II 
TESTING ACTIVITY 

Test Case 
Description 

Test Phase 1 Test Phase 2 Test Phase 3 

User Registration ✔ ✔ ✔ 

Login ✔ ✔ ✔ 

Submit Job 
Description 

✔ ✔ ✔ 

Get Skill 
Recommendation 

✔ ✔ ✔ 

Generate Resume 
PDF 

✔ ✔ ✔ 

Resume 
Screening Upload 

✔ ✔ ✔ 

Invalid Login 
Attempt 

✔ ✔ ✔ 

Skill Button Add ✔ ✔ ✔ 

Role-Based 
Redirect 

✔ ✔ ✔ 

E. Deployment 

In this section, we document the development, 
implementation, and evaluation of Resume Pro, a web-
based application that integrates AI for resume crafting and 
screening. The system is deployed using the Flask web 
framework, supported by MySQL for structured data 
management, and Hugging Face Transformers for the AI 
components. The application also underwent functional 
testing and User Acceptance Testing (UAT) to ensure that it 
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operates reliably, produces accurate outputs, and supports 
timely interactions in real usage. 

The frontend was developed using HTML, CSS, and 
JavaScript to deliver a clean and professional user interface. 
A consistent blue-and-white theme was applied across the 
application to maintain a uniform look and feel. Responsive 
design principles were implemented to ensure accessibility 
across different screen sizes. In addition, custom JavaScript 
was used to support file uploads and to display AI-generated 
skill recommendations dynamically without requiring page 
refreshes. 

For the backend, Flask was used to provide a lightweight 
and efficient server environment, while MySQL manages 
stored data such as processed resume content, user 
credentials, and job descriptions. For the skill 
recommendation feature, a fine-tuned DistilBERT model 
was implemented for Named Entity Recognition (NER) using 
a custom-labelled dataset and the BIO tagging format to 
identify skills from raw text. For candidate ranking, the 
system uses the MiniLM-L6-v2 Sentence Transformer to 
perform semantic matching by encoding documents into 
384-dimensional embeddings and computing cosine 
similarity, allowing candidates to be ranked based on 
contextual relevance rather than keyword frequency alone. 

System integration connects the frontend interface, Flask 
backend, database, and both AI models into a unified 
pipeline. For resume screening, when a recruiter uploads a 
resume, the frontend sends the file to the backend, which 
triggers the MiniLM-L6-v2 model to compute a match score 
against the active job description. The screening results are 
stored in MySQL and returned to the frontend to update the 
recruiter’s leaderboard. For resume crafting, when a user 
submits a job description, the fine-tuned DistilBERT NER 
model extracts explicit technical and soft skills from the text. 
The extracted skills are then used to query a skill map, 
enabling the system to recommend related skills that 
commonly co-occur with the identified ones. 

IV. SYSTEM PROTOTYPE 

This section presents the user interface of Resume Pro 
and highlights its key features. 
 

 
Fig. 2. Main Page 

 Fig. 2 shows the main page of Resume Pro, where users 
can choose between two primary functions which are 
resume crafting or resume screening. 

 

Fig. 3. Registration Page 

 Fig 3.  shows the registration page for Resume Pro, where 
users create an account and select their role as either a job 
seeker or a recruiter. 

 

 
Fig. 4. Login page 

 

Fig. 4 shows the login page for Resume Pro, where users 
enter their email and password to access the system. 

 

 
Fig. 5. Resume Screening Page 

 

Fig 5. presents the resume screening page, where 
recruiters can upload multiple resumes at once and input a 
job description to initiate the screening process. 
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Fig. 6. Crafting Resume 

Fig 6. Shows the crafting resume page for Resume Pro. 
This is where the user can upload job descriptions and 
submit them and input their personal details.  

 

Fig. 7. Crafting Resume 

 Fig. 7 continues the resume crafting page, where users can 
enter details of their work experience and projects to 
further complete and refine their resume. Fig 8. Is also a 
continuation of the resume crafting page. 

 

 
Fig. 8. Crafting Resume 

 

Fig. 9. Crafting Resume 

Fig 9. shows the section where users can add their skills 
and receive AI-generated skill recommendations. 

 

Fig. 10. Crafting Resume 

Fig. 10 illustrates the Craft Resume function, where users 
can generate and download their resume in PDF format. 

 
Fig. 11. Generated Resume 
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Fig 11. shows the resume that has been generated by 
Resume Pro in pdf format. 

V. CONCLUSIONS 

In conclusion, this project successfully developed Resume 
Pro, an AI-powered web application for resume crafting and 
candidate screening that addresses practical challenges in 
resume preparation and job–candidate matching. The 
system met its main objectives by delivering a unified 
platform that combines automation with artificial 
intelligence to support both job seekers and recruiters. 
Although several challenges were encountered during 
development, particularly in integrating and deploying the 
AI components, these issues were resolved and the final 
system operates as intended. Nevertheless, there remains 
scope for further enhancement to improve functionality, 
usability, and overall performance in future work. Future 
developments to improve Resume Pro web-based 
application include: Adding more resume templates to 
provide users with greater design and formatting options. 
Introducing a user profile dashboard that enables users to 
manage and update personal information more efficiently. 
Fine-tuning both AI models using larger and more diverse 
datasets across multiple sectors such as healthcare, legal, 
and arts to improve generalization. Strengthening security 
features, including password reset and password change 
functionality. 
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Abstract— Load Balancing is a critical and foundational challenge in systems and network performance, 
especially in resource-constrained infrastructure environments. In which it requires careful alignment 
between infrastructure limited resources and performance requirements. This paper presents a lightweight 
deployment of a locally hosted web server on a small local network using off-the shelf devices. The 
observations of this paper indicate effective distribution of traffic evolving through different deployment 
stages. One node setup was implemented to be a baseline for performance comparison. And a 2-nodes setup 
was built using NGINX to provide the required load balancing. Both implementations were tested using load 
testing tools: Locust and Siege. Results were then compared based on standardized performance metrics: 
scalability, response time, throughput, and server load. The 2-nodes implementation showed near-linear 
scalability, with doubled throughput and CPU load dropped to 45%. 
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I. INTRODUCTION 

 Local network infrastructure plays a crucial role in 
establishing a scalable environment for a web server to 
ensure high availability and performance, especially if there 
are limited resources. A web server or application 
specifically deployed for the purpose of cybersecurity 
applications and awareness demands a network 
infrastructure that can handle high volumes of traffic and 
requests. This is where the concept of load balancing 
requires immediate attention and involvement. Cloudflare 
simply defines load balancing as the practice of distributing 
computational workloads between two or more computers. 
Load balancing ensures even distribution, maximizes 
resource allocation, and provides fault tolerance, 
preventing any single component of the network from 
becoming a bottleneck [1], [2]. 

 Currently, there is a lot of existing work and research on 
load balancing techniques and cloud computing in general. 
These studies focus on the comparison of existing load 
balancing algorithms alone or discuss how load balancing 
works in a cloud infrastructure in a broader sense [3], [4]. 
However, there is a lack of studies focusing specifically on 
the deployment of a load balancing setup in a small-scale 
environment offering cost-effective solutions. While setting 
up a locally hosted environment, acquiring high-
performance servers can prove to be a significant financial 
challenge. Existing lab equipment lacks the required 
processing power and memory capacity to support and 
handle a fairly large number of users accessing the servers 

for simultaneous use. Thus, implementing an optimized local 
network with such off-the-shelf devices using load balancing 
would provide a cost-effective alternative to buying 
expensive servers and proprietary software [5]. This will 
enhance the computational capacity of the whole network 
to satisfy the needs of the system. 

For local small-scale infrastructures, in a university lab for 
example, with only a few servers in a local network, users 
may face overload when multiple simultaneous connections 
from users are there. In such scenarios, this can lead to 
service slowdowns and failures. Effective load balance can 
enhance applications performance in these situations and 
ensure smoother user experience and improved traffic 
control.  

The rise of lightweight deployment frameworks such as 
containerization with Docker and open-source load 
balancers has made it feasible to implement robust load 
balancing without enterprise-grade hardware [6], [7]. 
Technologies like Docker allow services to be containerized 
and run on commodity hardware, while software-based load 
balancers can efficiently distribute traffic at low cost. 
Example of open-source software load balancers are NGINX 
[8] and HAProxy [9]. They are both popular for Linux and 
they support load balancing in layer 4 and 7. Other emerging 
and popular software load balancers are Traefik [10] and 
Envoy [11]. They offer more flexibility of configurations and 
availability on integrations with container-based platforms. 
[12]  

https://doi.org/10.31436/ijpcc.v12i1.679
mailto:zainab_senan@iium.edu.my


International Journal on Perceptive and Cognitive Computing (IJPCC)  Vol 12, Issue 1 (2026) 
https://doi.org/10.31436/ijpcc.v12i1.679  

 

132 

 

The aim of this study here is to investigate some working 
load balancing technologies that can apply to small-scale 
local networks, and work towards adapting such 
technologies for the enhanced distribution of resources 
over a limited system. The very goal is to design and 
implement a lightweight load balancing mechanism able to 
manage the changing loads in an efficient manner in a basic 
lab setup. The research seeks to answer how such load 
balancing can be optimized using freely available tools like 
HAProxy, what components are best suited for modest 
infrastructure, and which metrics—such as throughput, 
fault tolerance, and memory usage can effectively evaluate 
performance [13]. 

This current accessibility of technology and the open-
source community enable small organizations to achieve 
reliability close to that provided by large data centers, but it 
also raises research questions. How well do standard load 
balancing algorithms perform in a resource-constrained 
local network? What trade-offs arise when using tools like 
HAProxy and NGINX on minimal hardware? These questions 
are significant for academia and small enterprises aiming to 
optimize performance without significant investment [14]. 
This paper answers the questions set forth by analyzing the 
implementation of a locally hosted CipherQuest, a 
cybersecurity training and Capture the Flag (CTF) event 
platform. The system is evaluated through three different 
evolutionary phases: from the entry-level single-node server 
to the more complex dual-node cluster with rudimentary 
splitting of traffic, and finally to the robust dual-node 
arrangement with a dedicated HAProxy load balancer. Using 
performance parameters, such as response time, 
throughput, CPU load, and so on, the results were 
contrasted among different traffic management schemes. 
The aim is to identify how well traffic could be distributed in 
a small local network and which algorithms therefore 
provide the best performance under that constraint. The 
paper's outcome sheds light on the viability of setting up 
load balancers in the limited environment and offers some 
points to consider for similar deployments in the future. 

The reminder of this paper is organized as follows. 
Section II presents research methodology and load balancer 
design and implementation. Section III illustrates 
experimentation results, and results discussion and 
performance evaluation in section IV. Paper ends with a 
conclusion in section V. 

II. METHODOLOGY 

This study adopts mixed-methods experimental research 
design, combining quantitative performance metrics (e.g., 
response time, throughput, CPU usage) with qualitative 
system behavior observations (e.g., failover response, load 
distribution consistency). The goal is to investigate how 

lightweight load balancing mechanisms perform in a small-
scale, resource-constrained local network and to evaluate 
their efficiency under simulated traffic. 
 
A. Environmental Setup 
The experimental testbed for this paper comprises a 
distributed local network consisting of two nodes. These 
nodes are off-the-rack computers running on 8GB RAM each 
connected via ethernet provided by the university LAN (1000 
MBps). The operating system chosen was Linux with the 
Ubuntu LTS distribution, given its optimization for server 
tasks and lightweight deployment, catering to the need for 
managing web applications and eliminating licensing costs 
compared to a Windows Server. This setup reflects a 
resource-constrained environment typical of a small lab or 
classroom setup. The application deployed is an open-
source Capture-The-flag web platform used for 
cybersecurity training exercises. This application serves as a 
representative workload for this research that generates 
typical web traffic (multiple concurrent users, database 
queries, dynamic content). To ensure portability and ease of 
management, containerization surrounds the full 
application stack using Docker containers. These 
lightweight virtualized units that packed the whole 
application, dependencies, database and load balancer. This 
abstracts the differences in the underlying OS environments 
and provides a suitable platform for testing different node 
setups and load balancing algorithms with simulated traffic 
to gather results in terms of performance metrics which will 
be later discussed in the paper. 

To scrape and gather performance metrics of the servers, 
the infrastructure was implemented and tested in two 
phases: 

●  Stage 1: Single-Node Deployment (Baseline): In the initial 
setup, only one PC was used to host the CTFd container. 
A NGINX web server was running as a reverse proxy on 
the same host to forward HTTP requests to the container 
(and serve any static assets). NGINX was configured to 
listen on the host’s IP and route all traffic to the local 
CTFd application. This stage had no load balancing since 
only one node served all requests. It established baseline 
measurements for how the application performs on a 
single server under load and these measurements are 
then used to do a comparative analysis of performance 
metrics with a load balancing strategy introduced later. 
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Fig. 1  Single Node Deployment Architecture 

 

 

Fig. 2 Dual Node Deployment Architecture 

• Stage 2: Dual-Node with Load Balancing: In this stage, a 
second PC was added to create the distributed setup 
comprising two application servers independently 
running Dockerized instances of CTFd and 
synchronizing the database. Each machine was 
configured with its own NGINX reverse proxy for local 
handling of incoming web traffic from containers. 
NGINX was the main load balancer in this scenario: on 
each of the two servers, NGINX was statically 
configured with an upstream block listing the CTFd 
instances of both the local and remote server with 
different load balancing algorithms, depending on 
which scenario was being tested. This decentralized 
style of balancing ensured that no single node would 
become a bottleneck while also avoiding the need for a 
central load balancer. Although these strategies were 
limited, lacking features such as health checks or 
adaptive request routing, they offered a lightweight 
and functional method for traffic distribution. This stage 
demonstrated the feasibility of achieving basic load 
balancing using reverse proxy infrastructure, providing 
early performance improvements without additional 
overhead. 

B. Load Generation Tools 

For this experimental setup, we used load generation tools 
to simulate clients and generate load on the system. We 
used three different industry standard tools: Apache Jmeter, 
Siege and Locust. Siege, an HTTP load testing and 
benchmarking utility tool is a command-line-based tool that 
triggers a preset number of concurrent users (threads) 
hitting an appropriate URL or set of URLs and consequently 
reports the elapsed time, response time, and throughput 
(transactions per second). Siege was used for fast stress 
tests, such as bombardment of the CTFd home page or 
challenge endpoints at 50, 100, 200 concurrent hits to 
analyze pure throughput and server behavior. Locust is a 
much more flexible load testing framework in which users 
exist within Python codes. Locust lets you define more 
complex user behaviors in Python code that can scale to 
simulate millions of users. We wrote simple Locust scenarios 
to simulate a typical user session in CTFd: logging in, fetching 
the scoreboard, and opening a challenge page. Locust gave 
us further stats (response time distribution, response time 
percentiles) and allowed us to gradually ramp up users. This 
tool was particularly useful in observing the system’s 
behavior over time under sustained load and for checking if 
an algorithm causes queue build-up on one server or not. 
These two tools, while giving us a myriad of information, 
gave us insight into the systems from a high-level 
perspective of user experience and a low-level perspective 
of request throughput. 

C. Monitoring and Metrics 

To gather fine-grained performance data from the running 
system, Prometheus and Grafana were set up as the 
monitoring stack. Prometheus is the open-source 
monitoring solution that gathers the metrics data and stores 
it in a time series database. Prometheus was configured to 
scrape the metrics from each component: the Linux system 
metrics on each of the nodes (CPU, memory, network 
usage) via Node Exporter, Docker metrics including CPU 
usage per container for specificity and custom metrics from 
application if there were any (limited to infrastructure 
metrics, as CTFd being a flask app did not natively expose 
Prometheus metrics). The traffic simulation tools come with 
their own statistics which were gathered manually and 
through saved logs.  

Grafana was then employed to visualize these metrics via 
dashboards. It is an open-source analytics and interactive 
visualization web application. Custom dashboards for key 
performance indicators were set up, such as CPU usage of a 
node, memory usage, load average, network traffic, 
requests handled by a server, response time graphs over a 
test, which allow us to cross-check the monitoring with the 
Siege/Locust results. If Siege reports a slowdown at 200 
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users, for instance, that monitoring can tell whether the CPU 
of one node maxed out or if memory or networking became 
a bottleneck. Monitoring also ensured that our test 
environment was fully operational (e.g., if one node went 
down, we would see it in the metrics immediately and could 
investigate). 

The performance metrics mentioned below serve to 
evaluate system behavior underload and the efficiency of 
traffic distribution, and the overall resource consumption by 
nodes. Each metric therefore exposes one or the other facet 
of locally distributed network performance through 
different stages.  

1. Latency or Response Time  
Measured as the end-to-end time taken for a request to be 
processed from the client to the server and back. This 
includes network latency, processing time on the server, and 
any delays introduced by the load balancing mechanism. 
Measurement was made for both median response times 
and for the 90th percentile not only to capture the average 
performance but also the performance in peak load 
conditions.  

2. Throughput  
The number of requests successfully processed by the 
system per unit time, typically measured in requests per 
second (RPS). Throughput provides an indication of the 
system’s capacity to handle high volumes of traffic. 

3. Server Load Balancing  
Balanced load distribution among the servers forms the 
heart of all load balancing strategies. Ideally, two servers 
with exactly similar capabilities would share the whole 
workload exactly equally.  

4. CPU and Memory Utilization  
Monitoring CPU and memory usage on each node provides 
a low-level view of how efficiently resources are being used. 
CPU utilization trends can reveal whether traffic is being 
spread effectively, while discrepancies in CPU or memory 
load between nodes may suggest imbalances in request 
handling. Memory usage is also tracked to ensure 
containerized services remain stable under stress, though in 
lightweight deployments like CTFd, memory is typically a 
secondary concern unless large-scale concurrency is 
involved. 
 
D. Testing Procedure  
For each stage of deployment (and for each load balancing 
algorithm in Stage 2,3), we conducted a series of tests to 
measure performance:  

Baseline single-node test: Using Siege, we bombarded 
the single-node setup with incremental loads: a varied 
number of concurrent users (each user continuously 
requesting a mix of pages). We recorded the average 
response time, throughput (requests per second), and 

observed the system resource usage. This established the 
capacity of one server and provided critical baseline data for 
later comparison with distributed configurations.  

Dual-node manual split test: We repeated similar load 
tests on the Stage 2 setup. When using NGINX’s upstream 
approach, we examined NGINX logs to confirm that roughly 
half the requests went to each node. The performance 
metrics here illustrate the benefit of having two servers. 
During this stage, multiple NGINX-supported algorithms 
were tested under identical conditions to analyze their 
behavior in a dual-node setup. Specifically, round-robin 
(default), least-connections (which routes new requests to 
the less busy server), and IP-hash (which maps requests to a 
server based on client IP) were configured and evaluated. 
The same load testing tools—Locust, Siege, and Apache 
JMeter—were used to simulate user traffic. 

III. RESULTS 

This section visualizes the load testing metrics collected 
during Stage 1, where a single-node architecture was 
deployed using one PC hosting all core services (CTFd 
application, database, Redis, and NGINX). Two types of load 
tests were conducted using Locust and Siege. 

 

 

Fig. 3 Locust Results with heavy load testing (100 users) 

 

 

Fig. 4. Locust Results with stress load testing (200 users) 
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TABLE I 
SIEGE RESULTS WITH HEAVY LOAD TESTING 

Metric Value Result 

Test Duration  5 minutes  

Concurrent Users  255 (user cap hit)  

Transactions  60,837  

Success Rate  100% (0 failures)  

Avg. Response Time  1.24 seconds  

Transaction Rate  203.28 requests/sec  

Throughput  38.08 MB/sec  

 
This section visualizes the load testing metrics collected 
during Stage 2, where a two-node load-balanced 
architecture was deployed. In this setup, core services such 
as the CTFd application, database, Redis, and NGINX were 
distributed across two PCs, with NGINX acting as a reverse 
proxy to balance incoming traffic between the nodes. The 
same load testing tools, Locust and Siege, were used to 
evaluate performance under identical conditions as Stage 1. 
 

 

Fig. 5. Locust Results with heavy load testing (100 users) 

 

 

Fig. 6. Locust Results with stress load testing (200 users, increased ramp 
up) 

 

 

 

TABLE II 
SEIGE RESULTS STAGE 2 

Metric Value Result 

Test Duration  5 minutes  

Concurrent Users  255 (user cap hit)  

Transactions  79,320  

Success Rate  100% (0 failures)  

Avg. Response Time  0.72 seconds  

Transaction Rate  264.4 requests/sec  

Throughput  49.61 MB/sec  

 

 

Fig.7 Stage 1 and Stage 2 Comparison for heavy load test 

 

 

Fig. 8 Stage 1 and stage 2 comparison of stress load test 

 

IV. DISCUSSION 

The findings of this study clearly demonstrate the 
performance benefits of introducing a two-node distributed 
architecture in a local network environment using off-the-
shelf machines and free software tools. Through both 
controlled (100-user) and stress-level (200-user) load testing, 
the system showed substantial improvements in 
throughput, response time, and load distribution when 
transitioned from a single-node to a dual-node setup with 
load balancing via NGINX.  
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The single-node deployment, although sufficient for 
moderate traffic, quickly reached saturation under heavier 
loads, leading to CPU utilization nearing 90% and median 
response times exceeding 300 ms for critical endpoints like 
/login. In contrast, the two-node setup reduced peak CPU 
loads per server to approximately 45–50%, effectively 
halving the processing burden on each machine. Median 
response times dropped significantly by over 50% in some 
endpoints and overall throughput more than doubled, 
showcasing linear or near-linear scalability within the 
constraints of the testbed. Despite these gains, several 
limitations emerged. The project operated under strict 
hardware constraints, with only two physical machines 
available for deployment. This prevented the 
implementation of a more advanced Stage 3 architecture, 
which would have introduced a dedicated load balancer 
node capable of supporting adaptive algorithms such as 
least-connections, IP-hash, or weighted round-robin. These 
strategies could not be fully explored, as true comparative 
analysis of load balancing algorithms typically requires a 
larger server pool to distribute traffic across diverse 
backend conditions. A more intelligent, feedback-aware 
load balancer could mitigate such issues, but its 
implementation was beyond the resource scope of this 
project.  

V. CONCLUSION 

In conclusion, this work validates the hypothesis that a 
lightweight, locally-hosted web server cluster with NGINX 
load balancing significantly enhances performance in 
resource-constrained environments. The two-node 
deployment achieved near-linear scalability, doubling 
throughput while reducing individual server load. Future 
work should explore scaling beyond two nodes, 
incorporating dynamic load balancing algorithms, and 
monitoring with more granular observability tools to refine 
traffic distribution decisions to provide a practical, low-cost 
model for small-scale environments such as university labs, 
classrooms, or lightweight training platforms. 
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Abstract— Current cloud gaming platforms force a trade-off between streaming performance and 
integrated social features, typically requiring resource-intensive dedicated clients. This paper presents an 
architecture that eliminates this compromise through a Hybrid Overlay engine. Built with vanilla 
TypeScript/HTML5 and decoupled from the WebRTC video pipeline, the engine renders social overlays (chat, 
friend lists) directly onto the game canvas, avoiding DOM overhead. A Rust/Actix-web backend ensures low-
latency streaming. The system was validated through comprehensive testing. Performance and security 
tests confirmed: automatic streamer binary compilation, successful WebRTC stream initiation, automated 
SSL generation, and strict HTTPS enforcement. Functional tests demonstrated robust authentication 
(registration, session persistence), real-time message synchronization (<200ms), and correct social 
workflows. Crucially, the input sandbox isolated chat keystrokes from the game stream, and Firebase RBAC 
rules blocked all unauthorized data writes. By unifying high-fidelity streaming with lightweight, native social 
integration, this work provides a performant, zero-install platform that makes social cloud gaming accessible 
on low-end devices, establishing a new model for architecting these services. 

 
Keywords— Cloud Gaming, WebRTC, Low-Latency Streaming, TypeScript, Performance Optimization. 

 

I. INTRODUCTION 
The gaming industry has evolved into a dominant 

segment of the technology landscape, motivated by 
advancements in internet infrastructure. This evolution has 
given rise to cloud-based gaming platforms, which enable 
users to stream games remotely from high-performance 
servers, thereby offloading intensive computational tasks 
such as physics processing and graphical rendering [1]. As 
cloud gaming technology has matured offering improved 
accessibility and performance, its market is projected to 
exceed $21.4 billion by 2028 [2]. Yet, despite its potential, 
mainstream cloud gaming has yet to fully realize its promise 
as a unified social experience. Current platforms frequently 
lack deeply integrated social functionalities, rely on 
resource-heavy dedicated applications, and often employ 
subscription models or hardware constraints. These 
shortcomings fragment the user experience, forcing players 
to depend on third-party applications for communication 
and coordination, which introduces complexity and 
overhead particularly on low-end devices. Figure 1 shows an 
online cloud gaming structure as described by [3]. 

The social dimension of gaming is not peripheral; it is 
central. A 2023 global survey indicated that 46% of gamers 
play weekly to connect with friends [4], underscoring the 

role of games as platforms for community and collaboration. 
For such experiences to be viable in the cloud, minimizing 
end-to-end latency is paramount to preserve interactivity 
and the sense of shared presence. This work therefore 
addresses the need for a cloud gaming architecture 
designed from the ground up to integrate social features 
natively while employing technologies suited for low-
latency delivery, all within an accessible, browser-based 
interface. This paper presents the design, implementation, 
and evaluation of a lightweight, browser-native cloud 
gaming platform built to address this gap. The core 
contribution is a Hybrid Overlay architecture that decouples 
social features including real-time chat, friend management, 
and community hubs from the game streaming pipeline. The 
frontend is implemented in vanilla TypeScript and HTML5, 
rendering interactive overlays directly onto the video canvas 
to avoid Document Object Model (DOM) overhead. The 
backend uses the Rust programming language with the 
Actix-web framework to manage signalling and WebRTC 
peer connections, ensuring low-latency media delivery. User 
state and real-time data are synchronized via Firebase Cloud 
Services, providing scalable authentication and data 
persistence. 

 

https://doi.org/10.31436/ijpcc.v12i1.678
mailto:zainab_senan@iium.edu.my


International Journal on Perceptive and Cognitive Computing (IJPCC)  Vol 12, Issue 1 (2026) 
https://doi.org/10.31436/ijpcc.v12i1.678  

 

138 

 

 

Fig. 1  Online and Cloud Gaming structures [3] 

The remainder of this paper is organized as follows: 
Section 2 reviews related work in cloud gaming 
architectures and social feature integration. Section 3 
details the system design and implementation, including the 
Hybrid Overlay architecture and the full technology stack. 
Section 4 presents the results of functional, performance, 
and security testing. Finally, Section 6 concludes the paper 
with a discussion of the findings, acknowledges limitations, 
and suggests directions for future work. 

II. RELATED WORKS 

This section reviews the architectural approaches and 
limitations of existing commercial platforms, followed by an 
analysis of key technical research that informs the design of 
efficient, socially integrated systems. 

A. Commercial Platforms and Their Limitations 

Leading services such as NVIDIA GeForce NOW, Xbox Cloud 
Gaming, Boosteroid, and Shadow PC demonstrate the 

current state of the industry, yet each exhibits significant 
trade-offs in accessibility, social integration, and cost (see 
Table 1). NVIDIA GeForce NOW provides broad game library 
support and basic voice chat but requires a desktop client 
for optimal performance and lacks built-in community 
features [5]. Xbox Cloud Gaming uses Microsoft’s 
ecosystem but is restricted to a subscription model and 
depends on external Xbox Live services for social interaction 
[6]. Boosteroid offers browser-based access, improving 
platform agnosticism, but provides no free tier or native 
social capabilities. Shadow PC delivers full desktop 
virtualization, offering maximum flexibility at the cost of 
high pricing, a mandatory client application, and no 
integrated social tools [7]. A consistent pattern across these 
platforms is the reliance on third-party applications for 
communication and community functions, which fragments 
the user experience and introduces additional overhead, 
particularly on low-end devices. 
 

TABLE I 
FEATURE COMPARISON OF MAJOR CLOUD GAMING PLATFORMS 

Feature NVIDIA GeForce NOW Xbox Cloud Gaming Boosteroid Shadow PC 

Primary Access Client & limited browser Client & mobile browser Web browser Desktop client 

Free Tier Limited No No No 

Built-in Voice Chat Yes No No No 

Integrated Community Hub No Via Xbox Live No No 

Social Dependency High (3rd party) High (Xbox app) High (3rd party) High (3rd party) 
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B. Technical Foundations and Research 

Early research established the fundamental shift from 
traditional online gaming to a cloud-based model, 
highlighting the critical role of network quality and server-
side processing [8]. Studies have extensively analyzed the 
impact of latency, jitter, and packet loss on Quality of 
Experience (QoE), leading to adaptive streaming techniques 
that adjust video parameters in response to network 
conditions [9], [10]. Further research into traffic 
characterization of services like OnLive has informed 
protocol design and server optimization for real-time 
streaming [11]. 

The emergence of Web Real-Time Communication 
(WebRTC) has been essential for browser-based streaming. 
It provides a standardized API for peer-to-peer, low-latency 
media delivery directly within browsers, eliminating the 
need for plugins [12]. Projects like moonlight-web-stream 
demonstrate a practical bridge between high-performance 
streaming hosts (e.g., Sunshine) and web clients using a 
Rust-based WebRTC pipeline, proving the viability of a 
browser-native approach [13]. Concurrently, research into 
real-time communication via JavaScript has addressed 
synchronization challenges critical for implementing 
responsive social features like chat and notifications in a 
browser context. 

C. Identified Gap and Contribution of this Work 

Despite these advances, a significant gap remains:  
commercial platforms prioritize streaming performance but 
treat social features as an external, fragmented layer, while 
technical research often optimizes streaming protocols or 
social features in isolation. Current models that rely on 

separate DOM composition for social overlays or external 
applications incur inherent latency and resource overheads 
that are poorly quantified. This work directly addresses this 
gap by proposing and evaluating the Hybrid Overlay 
architecture. This architecture is designed to enable a 
principled comparison by co-rendering social interfaces 
directly onto the video stream and centralizing input 
management, with the explicit goal of minimizing the 
overhead that current decoupled approaches introduce.  

III. PROPOSED SYSTEM DESIGN 

This section details the architecture, development 
methodology, and core specifications of the proposed cloud 
gaming platform including the system's three primary 
modules: the frontend streaming client, the backend 
signalling server, and the integrated social layer. 

A. Development Requirements 

System requirements were derived from an analysis of 
existing platforms and core objectives. Functional 
requirements include secure user authentication (via 
Firebase), low-latency game streaming using WebRTC, a 
real-time community hub with chat and friend management, 
and robust session handshake handling. Non-functional 
requirements include minimal client resource consumption; 
scalable Firestore database performance, compatibility with 
modern WebRTC-supported browsers, and comprehensive 
security via HTTPS/WSS, DTLS/SRTP, and Firebase Role-
Based Access Control (RBAC) rules. 

B. System Architecture 

The platform's logical flow and component interactions 
are modelled in Figure 2 (System Flowchart). 

 

 
Fig. 2  System Flowchart 
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A user authenticates via Firebase before accessing the 
main dashboard. From there, they may enter the Community 
Hub for social interaction or initiate a game stream. To start 
a stream, the client establishes a WebSocket connection to 
the Rust signalling server, which authorizes the session and 
orchestrates a WebRTC handshake with the remote Game 
Host. Upon successful negotiation, a peer-to-peer media 
channel is established for video/audio streaming and input 
relay. 

The Rust server spawns a dedicated Streamer child 
process, which configures the Game Host's capture 
hardware. The server then mediates the exchange of 
Session Description Protocol (SDP) offers and answers 
between the Streamer Process and the Web Client, followed 
by Interactive Connectivity Establishment (ICE) candidate 
exchange to establish a direct UDP data channel. 

 

D. Data Model 

The system employs a NoSQL data model implemented 
in Firebase Firestore, structured to support real-time social 
features and session management (see Entity Relationship 
Diagram, Figure 3). Core collections include: USERS 
(authentication and profiles); FRIENDS and 
FRIEND_REQUESTS (social graph); MESSAGES and GROUPS 
(communication); and SESSIONS with GAME metadata 
(stream management). 

 

 

Fig. 3 System Flowchart 

 

A multi-layered security design protects data and 
communications: 

1) Transport Security: All signaling traffic (WebSocket, 
HTTP) is encrypted via TLS (HTTPS/WSS). 

2) Media Security: The WebRTC peer-to-peer stream is 
secured using Datagram TLS (DTLS) for key exchange 
and the Secure Real-time Transport Protocol (SRTP) 
for audio/video encryption. 

3) Data Access Control: Firebase Security Rules enforce 
RBAC, isolating user data and ensuring users can only 
modify their own profiles and authorized group 
content. 

The system architecture is modular, comprising a 
signalling backend, a client-side hybrid overlay, and a real-
time social data layer (see Figure 4). 

 

 

Fig. 4 System Flowchart 

The implementation integrates three core technological 
layers: The Signalling & Streaming Layer uses the Sunshine 
encoder on the host side, with orchestration managed by a 
custom Rust signalling server (moonlight-server) 
responsible for WebRTC session negotiation, host selection, 
and spawning subprocesses to handle the raw UDP media 
stream. A key innovation is the client-side Hybrid Overlay 
Architecture (viewer.html, stream.ts), which renders HTML5 
social interfaces directly atop a hardware-accelerated 
WebGL video stream. This architecture employs precise CSS 
z-index stacking to position a DOM-based "Community 
Sidebar" over the video canvas and incorporates an Input 
Isolation Engine that intercepts focus events; when the chat 
sidebar is active, event.stopPropagation() prevents 
keystrokes from being forwarded to the game host, 
enabling seamless simultaneous gameplay and 
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communication. Finally, the Social Engine (Data Layer) is 
powered by a custom module (comm.js) interfacing with 
Firebase Firestore, enables instant messaging through 
onSnapshot listeners, and handles the complete lifecycle of 
friend requests including sending, acceptance, and rejection. 

The backend signalling server was implemented in Rust, 
utilizing the Actix-web framework and Cargo package 
manager. This language was selected for its guaranteed 
memory safety and high-concurrency capabilities, which are 
critical for managing numerous simultaneous WebRTC 
handshakes. The client frontend was built with TypeScript 
and native HTML5 DOM APIs, deliberately avoiding heavier 
frameworks to minimize overhead and ensure responsive 
performance on low-end hardware, with development 
conducted primarily in Visual Studio Code. For data 
persistence and real-time synchronization, Firebase 
Firestore served as the NoSQL backend database.  

During integration, key technical challenges were 
encountered and resolved. Overlay Input Interference, 
where keyboard inputs affected both the game stream and 
chat interface, was solved by implementing a client-side 
Input Isolation Engine that uses event.stopPropagation() to 
contain keystrokes within the focused social overlay. 
Additionally, Z-Index Layering conflicts between the HTML 
DOM and the WebGL video canvas were addressed by 
enforcing a strict CSS stacking context, assigning the canvas 
a z-index of 0 and the overlay a z-index of 10 to ensure 
correct visual compositing. 

Security is enforced through a multi-layered approach. All 
signalling communication between the client and server is 
protected by Transport Layer Security (TLS) via HTTPS and 
WSS connections. The WebRTC media stream itself is 
secured using Datagram TLS (DTLS) for key exchange and 
the Secure Real-time Transport Protocol (SRTP) for 
encrypting the audio and video payloads. Data integrity and 
privacy within the social features are maintained through 
Firebase's Role-Based Access Control (RBAC) with security 
rules restrict database write operations, cryptographically 
scoping them to the authenticated user's session ID 
(request.auth.uid) to prevent unauthorized data 
modification. Finally, the client-side Input Isolation Engine 
functions as a critical security sandbox, ensuring that user 
interactions with the social overlay cannot inadvertently 
leak into the remote desktop control pipeline, thereby 
mitigating a core risk in browser-based remote access 
systems. 

IV. SYSTEM EVALUATION 

This section presents the operational outputs and 
performance evaluation of the deployed platform, covering 
administrative interfaces resource utilization, and the end-
user experience. 

 

A. Administrative Outputs 

System administration is supported via a backend console 
and a cloud dashboard. 
• Rust Signaling Server Console: 

To provide real-time diagnostics. Logs confirm server 
initialization, TLS setup, successful user authentication via 
Firebase, WebSocket session establishment, and the 
lifecycle management of the streaming subprocess (see 
Figures 5-7). 

 

 

Fig. 5 Server Startup Console Output 

 

Fig. 6 Client Connection Handshake Console Output 

 

Fig. 7 Streamer Process Lifecycle Console Output 

• Firebase  Console: 
The GUI manages non-volatile state. The Authentication 

dashboard displays registered users and active sessions, 
while the Firestore inspector shows the data structure for 
users, groups, and messages, confirming proper data 
nesting and access patterns (see Figures 8). 

 

 

Fig. 8 Firestore users database 

B. Testing Plan 

A comprehensive test plan was executed to validate 
functional requirements across all modules: Authentication, 
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Game Streaming, Social Interaction, and Security. The 
methodology included unit and integration testing to verify 
component reliability and end-to-end system behavior. 

 
1. Authentication Module Tests 

This module was tested to verify secure user registration, 
credential validation, and session persistence. 

TABLE III 
REGISTRATION WITH VALID INPUT 

Test Case ID TC_Auth_001 

Related Feature 
ID 

F001 (Authentication) 

Objective Verify successful user registration. 

Coverage Items Req-Auth-01 

Steps Expected 
Result 

Actual 
Result 

Pass/Fail 

1. Navigate to 
"Sign Up" page. 
2. Fill in form 
with valid 
credentials. 
3. Click 
'Register'. 

Account is 
created in 
Firebase; 
User 
redirected to 
Dashboard. 

Registration 
successful; 
Dashboard 
loaded. 

Pass 

 

TABLE IIII 
LOGIN WITH INVALID CREDENTIALS 

Test Case ID TC_Auth_002 

Related Feature 
ID 

F001 (Authentication) 

Objective Verify system rejects incorrect passwords. 

Coverage Items Req-Auth-02 

Steps Expected 
Result 

Actual 
Result 

Pass/Fail 

1. Navigate to 
"Login" page. 
2. Enter valid 
email but 
incorrect 
password. 
3. Click 'Login'. 

System 
displays 
"Invalid 
credentials" 
message. 
Access 
denied. 

Error 
message 
displayed; 
Login 
prevented. 

Pass 

 
2. Game Streaming Module Test Cases 

These tests validated the core streaming functionality, 
automatic system configuration, and the critical input 
isolation mechanism. 

 

TABLE IVII 
STREAMER BINARY AUTO-CONFIGURATION 

Test Case ID TC_Strm_001 

Related Feature 
ID 

F002 (Game Streaming) 

Objective Verify automatic compilation of streamer 
binary when missing. 

Coverage Items Req-Sys-05 

Steps Expected 
Result 

Actual 
Result 

Pass/Fail 

1. Delete 
streamer.exe. 
2. Run web-
server 
executable. 
3. Observe 
console. 

Server 
compiles 
streamer.exe 
and updates  
 
config.json 

Console logs 
showed 
compilation 
and success. 

Pass 

TABLE VV 
START WEBRTC STREAM 

Test Case ID TC_Strm_002 

Related Feature 
ID 

F002 (Game Streaming) 

Objective Verify successful initiation of video stream. 

Coverage Items Req-Strm-01 

Steps Expected 
Result 

Actual Result Pass/Fail 

1. Click "Start 
Stream" on 
host. 
2. Wait for 
connection 
handshake. 

Video overlay 
appears; 
gameplay is 
visible. 

Overlay 
opened, video 
feed visible. 

Pass 

 
3. Security Module Tests 

These tests confirmed the enforcement of transport 
security, access control, and system integrity measures. 

TABLE VIV 
HTTPS ENFORCEMENT 

TC ID TC_Sec_001 TC_Sec_002 TC_Sec_003 

Feature ID F003 (Security) F003 (Security) F003 
(Security) 

Objective Verify 
automated 
generation of 
self-signed 
certificates. 

Verify server 
prevents 
unsecured HTTP 
connections.. 

Verify write 
protection on 
other user's 
data. 

Steps 1.Remove serve
r/certs. 
2. Restart 
server. 

1. Run server 
with SSL 
enabled. 
2. Attempt to 
connect 
via http://. 

1.Authenticate 
as User A. 
2. Attempt 
malicious API 
write to User 
B's profile. 

Expected 
Result 

key.pem and ce
rt.pem created; 
HTTPS enabled. 

Connection 
refused or reset 
(No insecure 
access). 

Firebase 
Error: 
Permission 
Denied. 

Actual 
Result 

Certificates 
regenerated; 
Server starts on 
HTTPS. 

Browser failed 
to connect via 
HTTP (Correct). 

Write 
operation 
rejected by 
database 
rules. 

Status Pass Pass Pass 

The tests provide empirical validation for key 
architectural decisions, most notably the efficacy of the 
Input Isolation Engine in safeguarding the streaming session 
from interface interference. 
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C. System Performance & Resource Utilization 

Resource utilization was profiled to validate the 
offloading architecture. Metrics were captured on both the 
Host (game execution & encoding) and Client (stream 
decoding) devices. 

 
1) Host System: showed high computational load, with 

CPU utilization peaking at ~76% and significant memory 
usage (77%), as expected for simultaneous game 
rendering and video encoding (see Figure 10). 
 

 

Fig. 10 Host System Performance during active game streaming 

2) Client System: Demonstrated efficient low-overhead 
operation, with CPU utilization averaging ~21% and 
stable memory usage (68%). Minimal disk I/O and 
network throughput (~1 Mbps) confirm the client's 
lightweight role (see Figure 11). 
 

 

Fig. 11 Client System Performance during stream reception 

 

This disparity (Host CPU load ~3.6x higher than Client) 
validates the design goal for the intensive processing to be 
offloaded to the server, enabling high-fidelity gaming on 
low-end client hardware. 

V. CONCLUSION 

This research presented the design and evaluation of a 
proof-of-concept, browser-based cloud gaming platform 
that integrates low-latency game streaming with native 
social integration. The study demonstrates that modern 
web technologies specifically WebRTC, Rust, and Firebase 
can be used to implement a functional, interactive gaming 
experience within a single-host architecture. Key 
achievements include the implementation of a Hybrid 
Overlay Architecture, which successfully renders social 
interfaces directly atop hardware-accelerated game streams 
without significant performance degradation, and the 
validation of WebRTC for sub-100ms 1080p/60fps streaming 
under controlled, real-world conditions. The work 

acknowledges that its single-host, proof-of-concept design 
imposes clear limitations on scalability and prevents 
features such as multi-instance support. Future research 
should investigate adaptive bitrate algorithms for variable 
network conditions, dedicated audio-offloading for voice 
chat, and scalable backend designs using containerization to 
enable concurrent user sessions. This study provides a 
foundational implementation model for socially-aware 
cloud gaming and demonstrates that high-performance, 
browser-based streaming is technically feasible, offering a 
pathway toward reducing hardware barriers and improving 
accessibility in future scalable systems. 
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Abstract—This paper presents an unsupervised network-based anomaly detection framework that 
integrates deep autoencoders with the Isolation Forest algorithm. The framework analyzes extracted traffic 
features, including packet length and IP address patterns, to detect deviations from normal behaviour 
without requiring labelled data. Autoencoders reconstruct benign traffic to highlight subtle deviations, while 
Isolation Forest efficiently assigns anomaly scores to identify statistical outliers in large-scale, unlabelled 
datasets. Experimental evaluation shows that the Isolation Forest model achieves a low mean squared error 
(MSE) of 0.0065 with an accuracy of 9.79%, indicating stable anomaly score separation, whereas the 
standalone autoencoder records a substantially higher reconstruction error (MSE = 3.92 × 10¹⁰) and an 
accuracy of 6.09%, reflecting the difficulty of modelling complex and highly variable network traffic patterns. 
By combining both approaches, the proposed framework improves overall detection performance, 
achieving a higher accuracy of 13.55%, and demonstrates enhanced capability in detecting both volumetric 
and stealthy attacks, such as application-layer denial-of-service (DoS) traffic. Visualization of traffic 
behaviour further supports the analysis, revealing clearer separation between normal and anomalous flows 
when both models are integrated. These findings highlight the complementary strengths of statistical outlier 
detection and deep learning-based reconstruction, providing a practical foundation for adaptive and real-
time anomaly monitoring in dynamic network environments. 

 
Keywords— Anomaly Detection, Autoencoder, Isolation Forest, Network Security, Unsupervised Learning. 
 

 

I. INTRODUCTION 
Modern networks tend to face complicated network 

attacks such as Slowloris, IHulk, GoldenEye and so on. Each 
of these are simple DoS attacks that will contest the traffic. 
Slowloris as an example, is a “slow and low” HTTP based 
DoS that holds many different server connections open with 
minimal bandwidth [1]. This is because Slowloris traffic is 
wide and appears specifically benign, so volume-based 
Distributed Denial of Service (DDoS) detectors often fail at 
detecting the attack [1] 

Machine Learning (ML) based anomaly detection has 
recently emerged to identify these types of hidden attacks 
by modeling normal traffic patterns [2][3]. Unsupervised 
methods are especially superior in this case, as they require 
no label attack data and can detect novel threats [3][4]. Two 
common approaches to this are neural-autoencoder models 
and tree-based isolation methods. Autoencoders (AE) learn 
compact representations of normal traffic and flag flows 
with large reconstruction error as anomalous [5][6]. The 
isolation Forest (IF) isolates outliers [2]. 

Recent advances in machine learning enable modeling of 
normal behavior and detection of deviations without 

labelled data. Among unsupervised methods, deep 
autoencoders (AE) and Isolation Forest (IF) are prominent: 
AEs reconstruct benign traffic to expose subtle anomalies, 
while IF efficiently isolates gross outliers via random 
partitioning. This work aims to investigate a hybrid 
framework that integrates AE and IF to leverage their 
complementary strengths. 

II. RELATED WORK 

Recent studies highlight the importance of how deep 
learning has expanded into anomaly detection and 
expanded the capabilities in cybersecurity itself, mainly with 
autoencoders that will adapt to high-dimensional network 
features [10][12]. The application of feature selection before 
autoencoding further improves the precision and 
robustness in network-based intrusion detection systems 
(IDS) [13]. Comparative studies across IoT (Internet of 
Things) network anomaly detection methods consistently 
confirm the reliability of combining tree-based models like 
Isolation Forest with deep models [14]. The integration of 
clustering techniques with Isolation Forest, such as the X-
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means enhancement, has demonstrated success in isolating 
complex attacks in multi-feature datasets [15]. 

Table 1 highlights previous studies that have explored the 
application of various forms of autoencoders for anomaly 
detection in high-dimensional data and system logs. 
Chalapathy and Chawla [16] proposed an unsupervised deep 
learning framework using autoencoders to detect outliers in 
high-dimensional datasets while An and Cho [17] employed 
variational autoencoders to model normal system behavior 
and identify anomalies based on reconstruction 
probabilities. Kim et al. [18] utilized stacked autoencoders by 
integrating network flow statistics to enhance anomaly 
detection capabilities. Additionally, Khan and Mailewa [19] 
compared deep autoencoders with PCA and t-SNE in 
analyzing high-dimensional network features, 
demonstrating the superior performance of deep 
autoencoders in anomaly prediction tasks. Table 1 
summarizes the related methodologies, and their 
corresponding applications employed in anomaly detection. 
The comparison highlights the techniques used and their 
effectiveness in detecting deviations. 
 

TABLE I 
SUMMARY OF RELATED WORKS ON AUTOENCODER AND ISOLATION FOREST-BASED 

ANOMALY DETECTION  

Author(s) Method(s) 
Used 

Application/Contribution  

R. 
Chalapatyh 
and S. 
Chawla 
[16] 

Autoencoder Proposed an 
unsupervised deep 
learning framework to 
find outliers in high 
dimensional data. 

J. An & S. 
Cho [17] 

Variational 
Autoencoder 

Used Variation 
autoencoders to detect 
anomalies in system logs 
by learning normal 
behavior and identifying 
flows with abnormally 
high reconstruction 
probability. 

G. Kim, S. 
LEe, and S. 
Kim [18] 

Stacked 
Autoencoder, 
Network 
Flow 

Integrated network flow 
stats with stacked 
autoencoder for 
detecting intrusions. 
Showcased 
autoencoders ability to 
flag abnormal traffic 
patterns. 

B. Mailewa 
et al. [19] 

Deep 
Autoencoder, 
PCA, t-SNE 

Compared deep 
autoencoders and PCA in 
high dimensional 
network features. It 
showed better 
performance in anomaly 
predictions. 

H. Song et 

al. [20] 
Autoencoder 
(study) 

Architectures/latent 
size/thresholds on NSL-
KDD, IoTID20, N-BaIoT. 

K. 
Shiomoto 
et al. [21] 

Adversarial 
AE 

Competitive F1 with 
<0.1% labels (semi-
supervised). 

 
Across prior studies, deep learning models effectively 

capture the nonlinear structure of network traffic, while 
Isolation Forests provide computationally efficient isolation 
of anomalous patterns at scale. However, relatively few 
works integrate these complementary approaches within a 
unified detection pipeline. This gap motivates our hybrid 
framework, which combines deep reconstruction–based 
learning with statistical isolation to enhance robustness and 
interpretability in unsupervised settings. In particular, the 
study by Sharma and Grover [22] demonstrates the 
effectiveness of both Autoencoders and Isolation Forests 
for cybersecurity anomaly detection, reporting improved 
detection performance and faster response compared to 
traditional methods, with Isolation Forest achieving an 85% 
detection rate within a 2-second response time. 
 Building on these findings, this study proposes a hybrid 
anomaly detection model that integrates deep 
autoencoders and Isolation Forest, leveraging their 
complementary strengths the autoencoder’s ability to learn 
deep data representations and the Isolation Forest’s 

efficiency in isolating outliers.  

III. METHODOLOGY 

 This experiment is structured in multiple phases:  

1. Environment setup: The setup of a virtualized 
network by using Proxmox and Kali linux across 2 
physical machines to simulate both normal and 
abnormal traffic 

2. Data generation and collection: Generation of 
traffic through scripted normal interactions and 
attack patterns. 

3. Data processing and modeling: Implementation of 
both machine and deep learning pipeline for data 
preprocessing, unsupervised learning, anomaly 
detection, and performance evaluation. 

Further elaboration of environmental set up as the main 
source of data collection are discussed as follows; 

A. Data Collection  

IV. To construct a representative dataset of attack and 
normal traffic, we established a secure, isolated testing 
environment via the Proxmox virtualization. There were 
two PCs provided by the university, which were bridged 
together with a TP-Link TL-SG1016DE managed switch, 
having SSH-based communication between them. Both 
PCs had a Kali Linux virtual machine (VM) installed in 
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them, and all attacks were launched from PC1 to PC2. 
Figure 1 illustrated the experimental testbed for data 
collection.  

 

Fig. 1. Setting up of network topology for experimental testbed for 
dataset collection. 

Three types of DoS attack GoldenEye, Slowloris, and iHulk 
on their command-line scripts. GoldenEye and Slowloris 
were continuously executed for 3-5 minutes each for each 
capture, whereas iHulk was executed for less than one 
minute due to its intense traffic load that tended to crash 
the test machine. 

All network activity was monitored by Wireshark on PC2. 
Packet capture (.pcap) files were converted into CSV format 
through the export tool of Wireshark. No additional filtering 
or cleaning was done. All attacks were captured in two 
sessions separately, resulting in six CSV files: slowloris1 (~51 
MB), slowloris2 (~98 MB), goldeneye1 (~93 MB), goldeneye2 
(~132 MB), ihulk1 (~946 MB), and ihulk2 (~1 GB). 

Every row in the CSV files is equal to one packet with the 
following attributes: Packet Number, Timestamp (relative, 
minutes), Source IP, Destination IP, Protocol, and Length. 
The "Info" column was not included for analysis. The shape 
of normal data count is (1458, 7) and the shape of anomaly 
data count (1270198, 7).  

A. Autoencoder 

We implemented a stack feedforward autoencoder 
neural network. The autoencoder’s encoder, compresses 
input feature vectors into a low-dimensional latent space, 
and then the decoder will reconstruct the input. After 
training, each flow’s reconstruction error is used as an 
anomaly score [5] using mean squared error as the below 
equation (1). 

                    L(x, x̂)  =  ||x −  x̂||²                         (1) 
 
Where L is loss function, x is the original input, and x̂ is the 

reconstructed output. 
 

An anomaly threshold τ is set at the 95th percentile of 
validation reconstruction errors. Hyperparameters: hidden 
layers [32,16,8], latent dimension 2, ReLU activations, Adam 
optimizer, 50 epochs, batch size 128. 

Autoencoders are known to learn the normal data 
distribution, causing anomalous flows to have larger 
reconstruction errors [3]. This observation aligns with 
comparative analyses of autoencoder and Isolation Forest 
models in network anomaly detection [7]. Feature selection 
can then enhance this by reducing the noise and 
dimensionality before the training [13]. 

 

Fig. 2 Autoencoder 

Figure 2 highlights how the architecture of the 
autoencoder is used for anomaly detection. The encoder 
compresses high dimensional input into a much smaller 
representation, which is then reconstructed by the decoder. 
Anomalies are then detected when the reconstruction error 
exceeds a certain threshold, indicating that the input 
deviates from the learned normal patterns. 

B.  Isolation Forest 

The Isolation Forest was applied to the same feature set 
in an unsupervised manner. The Isolation Forest has random 
partitioning trees, and at each node, it selects a random 
feature that will be splitting the value to divide the data. 
Points that reside in a small, isolated subspace are deemed 
as anomalous [4]. Extended versions of Isolation Forest 
have demonstrated efficacy in detecting anomalies in high-
dimensional network traffic data [9]. The model can be 
Isolation Forest isolates samples via random partitioning; 
anomalies have shorter expected path lengths. The anomaly 
score is presented in the following equation 2. 

 S (x, n) = 2^(−E(h(x))/c(n))                     (2) 
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Where E(h(x)) is the expected path length, and c(n) is the 
average path length in a binary tree.  

We use 100 trees, subsample size 256, contamination 0.05 
enhanced by combining it with unsupervised clustering such 
as X-means to better isolate the anomalies [15]. 

 
 

Fig. 3. Isolation Forest 

Figure 3 highlights how the Isolation Forest algorithm 
isolates anomalies. Outliers appear in sparse regions of the 
data space, so they are isolated early in fewer splits, making 
them much easier to detect. Normal data points reside in 
dense regions and require more splits to isolate. 

C.  Combined Approach: 

We also experimented with a hybrid pipeline. First by 
using the autoencoder to compress the data, then feeding 
those representations into an Isolation Forest [6]. 

The proposed pipeline first encodes traffic via the 
autoencoder to obtain a latent representation, then applies 
Isolation Forest to score anomalies. This combines nonlinear 
feature learning with efficient statistical isolation, targeting 
both subtle and gross deviations. 

 

V. RESULTS AND DISCUSSION 

This section presents the results obtained from the IHulk 
attack experiment 

Fig. 4. IHulk attack example from wireshark 

Comparison of iHulk attack traffic in figure 4 and normal 
traffic illustrated in figure 5. The iHulk capture shows 
repetitive UDP floods with fixed packet lengths and 
unidirectional bursts, while normal traffic exhibits 
structured TCP handshakes and HTTP communication. 

Fig. 5. Normal networking 

 

Fig. 6. Packet length over time with anomalies 

Figure 6 shows a time-series graph of packet lengths that 
is in bytes, over a 3.5 minute period. The x-axis shows the 
time in minutes, while the y-axis shows the length of each 
packet sent. The blue bars represent the actual packet 
lengths, and the red dots mark the data points detected as 
anomalies using Isolation Forest model (anomaly_score_if). 

Two clear attack periods are visible in the plot. and they 
happened around the 0.3 to 0.6 minute mark and again from 
2.2 to 2.7 minutes. During these times, there is a sudden and 
consistent increase in packet size, with many packets 
ranging between 4,000 and 7,400 bytes. Some even go 
above 15,000 bytes. This behavior is typical of the iHulk DoS 
attack, as it floods the network with repeated large HTTP 
requests to overload the system. 

The red anomaly points are mostly clustered during these 
high-traffic periods. Isolation Forest works by isolating 
unusual data points in the dataset. Since these large packet 
sizes are very different from the normal traffic, the model 
assigns them as high anomaly scores (anomaly_score_if). 
This explains that the model is indeed effective in detecting 

https://doi.org/10.31436/ijpcc.v12i1.680


International Journal on Perceptive and Cognitive Computing (IJPCC)  Vol 12, Issue 1 (2026) 
https://doi.org/10.31436/ijpcc.v12i1.680  

 

149 

 

abnormal traffic patterns during the attacks. Outside the 
attack window, As can be seen between 0.6 and 2.2 minutes, 
and after 2.6 minutes, the packet sizes are much smaller and 
more varied, ranging from only 40 to 2,000 bytes. This 
represents normal traffic. In these parts, only a few 
anomalies are detected, which means the model does not 
raise many false alarms under normal conditions. 

The flat and repeated layers of packet sizes that can be 
seen during the attack times also reflects the artificial nature 
of the iHulk attack. The attack tool sends repeated requests 
with similar sizes, creating visible horizontal lines in the plot. 
When properly observed, this is different from the natural, 
more random traffic patterns. 

In summary, Figure 6 shows that the Isolation Forest 
model (anomaly_score_if) is effective at identifying sudden 
changes in packet length caused by DoS attacks. While 
packet length alone may not detect every type of attack, it 
works well in this case, especially against attacks like iHulk 
that rely on repeated, large packet flows. 

 

Fig. 7. Top sources IPs 

Figure 7 shows the top source IP addresses responsible 
for the network anomalies, ranked by the frequency of 
suspicious activity. The IPv4 address 192.168.10.101 is the 
leading source, generating over 33,000 anomalous events, 
followed by 192.168.10.51 with about 22,000 anomalous 
events. These two IPs are the primary contributors to the 

detected anomalies. 
Several IPv6 addresses also appear, many sharing a 

common prefix (fe80::be24:11ff), suggesting they belong to 
devices within the same local network segment. Their 
frequencies range from around 8,000 to 15,000, indicating 
notable but lower activity compared to the top IPv4 sources. 

The distribution suggests a mix of dominant external 
attacks and multiple internal or localized sources, possibly 
compromised devices or part of a coordinated attack. 
Identifying these key IPs is essential for focusing security 
efforts on mitigating the most impactful threats. 

Figure 8 shows the feature correlation heatmap, which 
reveals significant positive correlations among key traffic 

features such as “packets_per_sec”, “unique_sources”, and 
“burst_rate”, with coefficients of 0.94, 0.93, and 0.74 

respectively. These strong associations indicate that high 
packet rates and increased source diversity are 
characteristics of DoS attack behavior. 

 

Fig. 8. Heatmap 

The Autoencoder-based anomaly score 
(anomaly_score_ae) demonstrates strong positive 
correlations between these features, most notably with 
“unique_sources” (0.96) and “burst_rate” (0.90) 
suggesting that the model effectively captures the 
underlying structure of attack traffic. In contrast, the 
Isolation Forest anomaly score (anomaly_score_if) shows 
moderate correlation with “burst_rate” (0.39) and weaker 
associations with other traffic features, indicating a differing 
detection mechanism that may rely less on direct traffic 
volume indicators. The length feature displays negligible or 
negative correlations across the board, including a mild 
inverse relationship with “anomaly_score_if” (-0.13), 
implying limited utility for distinguishing anomalous 
behavior in this dataset. 

TABLE II  
MODEL PERFORMANCE METRICS. 

Model MSE Accuracy 

Isolation Forest 0.0065 9.79% 

Autoencoder 39220288057.1852 6.09% 

Combined Model - 13.55% 

 

Table 2 presents the model performance metrics, results 
highlight the effectiveness of each individual model as well 
as the improvement achieved through their integration. The 
Isolation Forest achieved a mean squared error (MSE) of 
0.0065 with an accuracy of 9.79%, demonstrating its 
capability to isolate anomalies efficiently through tree-
based partitioning. The Autoencoder, while producing a 
substantially higher reconstruction error (MSE ≈ 3.92 × 10¹⁰), 
attained an accuracy of 6.09%, reflecting its ability to capture 
nonlinear feature representations for anomaly detection. 
When the outputs of both models were combined, the 
overall detection accuracy increased to 13.55%, indicating a 
complementary effect. This improvement suggests that the 
hybrid approach successfully leverages the statistical 
isolation strength of the Isolation Forest and the deep 
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feature learning capacity of the Autoencoder to enhance 
anomaly detection performance in complex network traffic. 

  

 

Fig. 9. Anomaly score distributions from Isolation Forest (left) and 
Autoencoder (right). The histograms illustrate the frequency of anomaly 

scores, highlighting the separation between normal and anomalous traffic 
in both models. 

 Figure 9 presents the statistical distribution of anomaly 
scores derived from two distinct detection algorithms, 
Isolation Forest (IF) and Autoencoder (AE). These scores 
provide quantitative measures for distinguishing between 
normal and malicious network flows. In the case of IF (left), 
scores are based on the average path length required to 
isolate each data point through random partitioning. 
Normal flows cluster near –0.40, indicating greater difficulty 
in isolation, whereas attack flows extend toward –0.75, 
reflecting their relative ease of isolation. For the AE (right), 
scores correspond to reconstruction errors produced by a 
neural network trained on normal traffic. Normal flows yield 
low reconstruction errors (~1 × 10⁹), while attack flows 
generate substantially higher errors (~5 × 10⁹), resulting in a 
clear bimodal distribution.  

 This separation highlights the model’s ability to capture 
complex traffic features and differentiate anomalies in an 
unsupervised setting, consistent with trends reported in 
prior studies comparing isolation-based and neural 
network–based approaches [14]. The traffic analyzed in 
these experiments included both benign web flows and 
multiple types of denial-of-service (DoS) attacks collected 
under controlled conditions. Each flow was characterized by 
features such as packet length, total bytes, flow duration, 
and directional packet counts. To support analysis and 
visualization, packet length distributions over time were 
plotted (Fig. 6), top source IP addresses were ranked to 
identify attack origins (Fig. 7), and feature correlations were 
examined using heatmaps (Fig. 8). 
 The experimental results demonstrate that 
unsupervised deep learning and tree-based models can 
effectively detect diverse application-layer denial-of-service 
attacks, including Slowloris, GoldenEye, and IHulk. The 
autoencoder successfully modelled normal traffic patterns 
and identified attack flows through elevated reconstruction 
errors while the Isolation Forest isolated anomalous flows 
by leveraging random partitioning without the need for 
labeled data The integration of both approaches enhanced 

detection robustness, particularly in feature-rich 
environments and produced distinct score distributions that 
strengthened anomaly discrimination.  
 The hybrid framework shed lights the importance of 
combining statistical and deep learning methods for 
anomaly detection. Autoencoders are particularly effective 
at capturing nonlinear dependencies in high-dimensional 
traffic, thereby detecting subtle deviations, whereas 
Isolation Forest provides computational efficiency and rapid 
identification of gross outliers in real-time scenarios. The 
bimodal anomaly score distributions presented in table 2 
further confirm the ability of both models to distinguish 
normal and malicious traffic in an unsupervised manner, a 
critical capability for practical intrusion detection systems. 
 In addition, visualization tools such as correlation 
heatmaps, top IP rankings, and packet-length time series 
plots provide valuable support for forensic analysis, 
improving interpretability for network analysts. While the 
detection accuracies of individual models remain modest, 
the improvements observed through their combination 
validate the hybrid approach.  

VI. CONCLUSION 

 This paper presented an unsupervised network anomaly 
detection framework that integrates autoencoders with 
Isolation Forests to identify application-layer DoS attacks, 
including Slowloris, IHulk, and GoldenEye. Trained 
exclusively on normal traffic, the framework assigns 
anomaly scores to unseen flows and effectively 
distinguishes malicious patterns without the need for 
labeled datasets. The results confirm that Isolation Forest 
excels in rapidly detecting gross outliers, while 
autoencoders provide robust feature learning and 
reconstruction-based detection of subtle anomalies. When 
combined, the two methods achieve higher overall 
accuracy, demonstrating that hybrid models can 
complement each other’s limitations and deliver more 
robust and reliable intrusion detection. Future work will 
focus on improving the model accuracy by fine-turning 
model and model optimization, once the model meet the 
optimum accuracy then deploying this hybrid framework in 
live network environments to further enhance 
responsiveness, precision, and adaptability against evolving 

attack vectors. 
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