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Abstract— Cybersecurity risk assessment is crucial for organisations since cyber threats are becoming 
increasingly sophisticated and dynamic. This study investigates how organisations identify potential cyber-
attacks within an event-based risk assessment context. Using a qualitative approach, semi-structured 
interviews were conducted with ten cybersecurity experts from diverse organisations. The experts possess 
extensive strategic, technical, and advisory expertise in the field. Thematic analysis of the data revealed four 
key practices: (i)collaborative brainstorming involving diverse stakeholders, (ii)referring to historical data 
and past incident logs, (iii)staying updated on current cyber-attacks trends, and (iv)using established 
frameworks such as ISO/IEC 27005 supplemented with dynamic resources. These findings underscore the 
importance of integrating diverse methods and perspectives into event-based cybersecurity risk 
assessments to address evolving threats. The study contributes to theory and practice by offering actionable 
insights for organisations to identify potential cyber-attacks within an event-based cybersecurity risk 
assessment framework. Limitations are acknowledged, including reliance on self-reported data and a small 
sample size, with recommendations provided for future research.  
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I. INTRODUCTION 

In an increasingly digital world, the complexity and 
frequency of cyber-attacks continue to grow rapidly. This 
phenomenon poses critical challenges to organisations 
globally. The stakes are particularly high for public and 
private sector organisations, where the impact of a 
successful cyber-attacks can lead to severe financial, 
operational, and reputational losses. As organisations 
modernise, their computing systems become increasingly 
vulnerable, with even minor weaknesses potentially being 
exploited [1]. Consequently, digital transformation has not 
only accelerated innovation but also heightened 
organisational exposure to cyber risks [2].  

Cybersecurity risk management encompasses a 
comprehensive process to protect organisations from cyber 
risks [3], [4], [5]. At the heart of this process lies the 
cybersecurity risk assessment, a fundamental exercise to 
identify and assess potential cyber threats [6], [7]. An event-
based cybersecurity risk assessment focuses on identifying 
potential cyber-attacks or events that may compromise an 
organisation’s systems [6], [7]. This approach emphasises 
the identification of potential cyber-attacks or possible 
events and their impact, enabling organisations to prepare 
for and mitigate risks properly [7].  

Despite the increasing sophistication of cyber-attacks, 
there is a lack of clarity on how organisations systematically 
identify these threats. This gap is due to the existing 
cybersecurity framework that lacks comprehensive 

guidance on identifying potential cyber-attacks and 
response mechanisms [8]. Furthermore, many organisations 
still struggle with situational awareness regarding the threat 
landscape, which is crucial for risk assessment [9].  

This study aims to address this gap by examining how 
organisations identify potential cyber-attacks or events in 
the context of event-based cybersecurity risk assessment. 
The qualitative data was collected through interviews with 
ten well-qualified cybersecurity experts across diverse 
organisations. The study employs thematic analysis based 
on [10], [11], and [12]. The findings provide valuable insights 
into organisational approaches to identifying potential 
cyber-attacks. These findings contribute to the 
development of event-based cybersecurity risk assessment 
strategies. By focusing on the identification of potential 
cyber-attacks, this study offers practical recommendations 
and theoretical contributions to enhance the efficacy of 
event-based cybersecurity risk assessments.  

II. LITERATURE REVIEW 

This section presents the reviews of academic literature 
to understand event-based cybersecurity risk assessment, 
including the definitions, key elements and its focus on 
identifying potential cyber-attacks or events. 

Cybersecurity risk assessment is a critical component of 
organisational risk management, focusing on safeguarding 
operations, assets, reputation, and national security. It plays 
a central role in managing risks at multiple levels [13]. It as 
an integrated approach that combines identification, 
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analysis, and assessment into a unified strategy for 
simplifying and managing cybersecurity risks [14]. There are 
two main approaches for risk assessment: an event-based 
approach and an asset-based approach [7]. In an event-
based approach, the underlying concept is that risks can be 
identified and assessed through an evaluation of events and 
consequences [7].  

An event-based approach can establish high-level or 
strategic scenarios without spending a considerable amount 
of time on the identification of assets on a detailed level [7]. 
This allows the organisation to focus its risk treatment 
efforts on the critical risks. The key elements in event-based 
cybersecurity risk assessment encompass three (3) primary 
processes: risk identification, analysis and evaluation [6], [7], 
[14]. An event-based approach to cybersecurity risk 
assessment focuses on identifying potential cyberattack 
scenarios by considering risk sources and their impact on 
organisations [6], [7].  It specifically recommends referring 
to examples and typical attack methods, such as those 
summarised in Table 1, to assist organisations in 
systematically identifying potential cyber-attacks [7]. This 
structured approach supports organisations in recognising 
vulnerabilities and preparing for possible attack scenarios. 

 
TABLE 1:  

THE EXAMPLES AND USUAL METHODS OF ATTACK [7] 

Risk Source Examples and Usual Method of Attacks 

State-
related 

States, intelligence agencies 

Method: Attacks generally conducted by professionals, 
working under a calendar and a method of attack that 
are predefined. This attacker profile is characterized by 
its ability to carry out an offensive operation over a 
long period of time (stable resources, procedures) and 
to adapt its tools and methods to the topology of the 
target. By extension, these actors have the means of 
purchasing or discovering 0-Day vulnerabilities and 
some are able to infiltrate isolated networks and to 
conduct successive attacks in order to reach a target or 
targets (e.g. by means of an attack aimed at the supply 
chain). 

Organized 
crime 

Cybercriminal organizations (mafias, gangs, criminal 
outfits) 

Method: Online scams or in person, ransom request or 
attack via ransomware, use of bot-nets, etc. Due in 
particular to the proliferation of attack kits that are 
readily available online, cybercriminals are conducting 
increasingly sophisticated and organized operations 
for lucrative or fraudulent purposes. Some have the 
means of purchasing or discovering 0-Day 
vulnerabilities. 

Terrorist Cyber-terrorists, cyber-militias 

Method: Attacks that are usually not very sophisticated 
but which are conducted with determination for the 
purposes of destabilization and destruction: denial of 
service (aimed for example at making the emergency 
services of a hospital centre unavailable, untimely 
shutdowns of an energy production industrial system), 

Risk Source Examples and Usual Method of Attacks 
exploitation of vulnerabilities of Internet sites and 
defacement. 

Ideological 
activist 

Cyber-hacktivists, interest groups 

Method: The methods of attack and sophistication of 
the attacks are relatively similar to those of cyber-
terrorists but are motivated by less destructive 
intentions. Some actors conduct these attacks in order 
to convey an ideology, a message (e.g. massive use of 
social networks as a sounding board). 

Specialized 
outfits 

“Cyber-mercenary” profile with IT capacities that are 
generally high from a technical standpoint. Because of 
this, it should be distinguished from script-kiddies with 
whom it shares however the spirit of a challenge and 
search for recognition but with a lucrative objective. 
Such groups can be organized as specialized outfits 
that propose veritable hacking services. 

Method: This type of experienced hacker is often at the 
origin of the designing and creating of attack kits and 
tools that are available online (possibly for a fee) which 
can then be used “turnkey” by other groups of 
attackers. There are no particular motivations other 
than financial gain. 

Amateur Profile of the script-kiddies hacker or who has good IT 
knowledge; motivated by the quest for social 
recognition, fun, challenge. 

Method: Basic attacks but with the capacity of use the 
attack kits that are available 

Avenger The motivations of this attacker profile are guided by a 
spirit of acute vengeance or a feeling of injustice (e.g. 
employee dismissed for serious fault, discontented 
service provider following a contract that was not 
renewed, etc.). 

Method: This attacker profile is characterized by its 
determination and its internal knowledge of the 
systems and organizational processes. This can make it 
formidable and provide it with substantial power to do 
harm. 

Pathological 
attacker 

The motivations of this attacker profile are of a 
pathological or opportunistic nature and are 
sometimes guided by the motive for a gain (e.g. unfair 
competitor, dishonest client, scammer, and fraudster). 

Method: Here, either attackers have a knowledge base 
in computing that leads them to attempt to 
compromise the IS of their target, or they use the 
attack kits available online, or decide to subcontract 
the IT attack by calling upon a specialized outfit. In 
certain cases, attackers can direct their attention to an 
internal source (discontented employee, unscrupulous 
service provider) and attempt to corrupt the latter. 

 
The potential for cyber-attacks is based on a variety 

of factors, including the capabilities and intentions of the 
attacker [15]. Besides that, risk identification can also involve 
historical data, theoretical analysis, informed and expert 
opinions, and interested parties’ needs [7]. 

Organisations are suggested to determine which type 
of potential cyber-attacks or events to consider during risk 
assessments [6]. The level of detail needed to describe such 
events. Descriptions of potential cyber-attacks can be 
expressed in highly general terms, in more descriptive terms 
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using tactics, techniques, and procedures, or in highly 
specific terms [6]. 

Therefore, it is important to understand risk and 
threat sources to recognise potential cyber-attacks [6], [7]. 
It is recommended to use examples and typical attack 
methods to guide organisations in systematically identifying 
threats [7]. It also incorporates historical data, expert 
opinions, and stakeholder needs. It is also suggested to vary 
levels of detail in describing potential attacks, from general 
overviews to specific tactics and techniques [6].  

III. METHODOLOGY 

This research adopts a qualitative approach to explore 
how organisations identify potential cyber-attacks within 
the context of event-based cybersecurity risk assessment. A 
qualitative methodology was considered appropriate for 
this study as it enables a rich and in-depth exploration of 
expert perspectives and practices, particularly valuable in a 
rapidly evolving field like cybersecurity. In an 
interdisciplinary domain such as cybersecurity, qualitative 
approaches are essential for capturing the diversity of 
knowledge, experiences, and contextual insights that may 
not be evident through quantitative methods alone [16]. 
Moreover, qualitative research allows for a deeper 
understanding of complex, real-world issues by examining 
how participants interpret them within their organisational 
contexts [17]. 

Research Design: The study is focused on uncovering 
the strategies and methods organisations use to identify 
potential cyber-attacks within the event-based 
cybersecurity risk assessment framework. Data were 
collected through semi-structured interviews with 
cybersecurity experts, allowing flexibility to probe deeper 
into participants' insights while maintaining a structured 
alignment with the research objectives and questions. 

Participants: Participants are experts who were 
selected using purposive sampling based on predefined 
criteria: at least 10 years of experience, involvement in 
organisational-level cybersecurity, and decision-making 
roles. Expert interviews are a widely used qualitative 
interview method, often aiming at gaining information 
about or exploring a specific field of action [18]. The 
sampling strategy was guided by the principle of 
information power, which posits that the more relevant and 
information-rich the participants are in relation to the study 
objectives, the fewer participants are required to generate 
meaningful data[19]. The selected participants, outlined in 
Table 2, were recruited via professional networks and 
referrals to ensure their relevance and expertise in the field. 
 
 
 

 

TABLE II  
IDENTIFIED PARTICIPANTS 

Participants Organisation 
Specialisation 

Gender Portfolio Total 
Years of 
Service 

Participant 1 Specializes in 
national 
cybersecurity 
policies, 
strategies, and 
incident 
management 

Female Officer, 
Expert, 
Consultant 

20 

Participant 2 Focuses on 
construction, 
public works, 
and 
infrastructure 
development 

Male Officer, 
Expert 

17 

Participant 3 Responsible for 
coordinating 
national 
policies, 
strategic 
planning, and 
high-level 
governance 

Female Officer, 
Expert 

15 

Participant 4 Specializes in 
public sector 
training and 
professional 
development 

Female Officer, 
Expert, 
Consultant 

16 

Participant 5 Oversees 
human 
resources, 
policies, and 
operations for 
the Malaysian 
civil service 

Male Officer, 
Expert, 
Consultant 

17 

Participant 6 Manages cross-
ministerial 
coordination, 
national 
projects, and 
strategic 
initiatives 

Male Officer, 
Expert, 
Consultant 

21 

Participant 7 Focuses on 
immigration 
management, 
passport 
services, and 
border control. 

Female Officer, 
Expert 

15 

Participant 8 Responsible for 
driving national 
digitalization 
and ICT 
development 

Female Officer, 
Expert, 
Consultant 

24 

Participant 9 Manages 
national 
finances, 
budgeting, and 
economic 
policy 

Female Officer, 
Expert, 
Consultant 

21 

Participant 
10 

Oversees 
national 
security, law 

Female Officer, 
Expert 

18 
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Participants Organisation 
Specialisation 

Gender Portfolio Total 
Years of 
Service 

enforcement, 
and internal 
affairs. 

The participants represent a mix of strategic, technical, and 
advisory roles. These criteria make them ideal contributors 
to understanding how organisations identify potential 
cyber-attacks within the event-based cybersecurity risk 
assessment framework. Their responsibilities include 
shaping, supporting, and implementing cybersecurity risks 
in their respective organisations.  
Data Collection: The primary method of data collection was 
semi-structured interviews conducted with the selected 
experts. Each interview was guided by open-ended 
questions designed to explore their approaches, 
experiences, and challenges in identifying potential cyber-
attacks or events. The interviews were audio-recorded, 
transcribed verbatim, and anonymised to ensure participant 
confidentiality. Follow-up questions were asked where 
necessary to gain further clarification or depth in responses. 
Data Analysis: Thematic analysis was employed to analyse 
the interview data. This method was chosen for its ability to 
systematically identify, organise, and interpret patterns 
(themes) within qualitative data. The data in this study were 
analysed using the following steps [10], [11], [12]: 

i. Preparing the transcriptions 
ii. Reading, understanding and translating the transcripts 
iii. Highlighting the key statements that are relevant to 

the research objectives 
iv. Grouping and coding the key statements  
v. Deriving the themes and sub-themes 
vi. Finalising and writing the results 

The themes and sub-themes were directly aligned with the 
research objective and question. It provides a structured 
and meaningful interpretation of the data. 
Trustworthiness: To ensure the trustworthiness of the 
study, a credibility strategy is employed. Credibility refers to 
confidence in the truth of the findings. One effective 
method to enhance credibility is through data triangulation 
[16]. Data triangulation was achieved by including diverse 
participants from different organisations and roles. By 
including diverse participants from various organisations 
and roles, researchers can obtain a more comprehensive 
understanding of the phenomenon under study [16], [20]. 
This approach helps to mitigate biases that may arise from 
relying on a single source of data.  
Ethical Considerations: Ethical approval was obtained 
before data collection to ensure the study adhered to ethical 
research principles. All participants were provided with 
detailed information about the study and signed an 
informed consent form before participating. Confidentiality 
and anonymity were strictly maintained throughout the 

research process. This practice aligns with the ethical 
principle of confidentiality, which mandates that 
researchers safeguard participants' private information [21]. 

IV. FINDINGS 

This section presents the findings of this study, which 
explores how organisations identify potential cyber-attacks 
in the context of event-based cybersecurity risk assessment. 
Thematic analysis of the data collected from ten expert 
participants yielded four primary themes: (i)brainstorming 
and collaboration, (ii)referring to past incidents and logs, 
(iii)staying updated on current trends and (iv)using ISO/IEC 
27005 and other relevant references.  
1. Collaborative Brainstorming 
A collaborative brainstorming approach to identify potential 
cyber-attacks is essential. 6 out of 10 participants explicitly 
agreed that brainstorming sessions involving multiple 
stakeholders help provide a well-rounded perspective on 
cybersecurity risks. Participant 1 emphasised the importance 
of cross-department collaboration: "Brainstorming with all 
the officers involved, including top management. Each person 
has their views and experiences, so there needs to be 
collaboration in this process". Different departments may 
face unique cybersecurity risks, making their input valuable. 
Participant 5 reinforced this point: "Through collaborative 
brainstorming sessions involving officers at all levels, each 
department can contribute unique perspectives on the 
specific threats they encounter". Additionally, Participant 9 
suggested including specialised cybersecurity personnel to 
provide technical insights: "Brainstorming sessions should 
involve all relevant stakeholders, including the IT team, 
cybersecurity experts, and even top management". By 
fostering brainstorming and collaboration, organisations 
can have a comprehensive understanding of potential 
cyberattack scenarios, ensuring no critical threats are 
overlooked. 
2. Referring to Past Incidents and Logs 
Analysing historical cybersecurity incidents provides 
valuable insights into recurring attack patterns and 
vulnerabilities. 9 out of 10 participants agreed that analysing 
historical cybersecurity incidents provides valuable insights 
into recurring attack patterns and vulnerabilities. Participant 
1 stressed the need for historical data review: "Refer to the 
history of past events. Look back at the records of previous 
cyber-attacks and check the log records". Similarly, 
Participant 2 emphasised leveraging previously documented 
incidents to improve threat detection: "Organisations can 
also refer to past incidents. Look at past attack records or log 
records for attempted attacks". Beyond internal records, 
organisations should also study global cybersecurity 
incidents and emerging threat trends. Participant 9 
recommended expanding the scope of reference: 
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"Organisations should always refer to past incidents, both 
locally and internationally, and keep an eye on the latest 
cyberattack trends". By analysing past incidents, 
organisations can better understand the evolving threat 
landscape, allowing them to strengthen defences against 
future attacks. 
3. Staying Updated on Current Trends 
The cybersecurity landscape evolves rapidly, with new 
threats emerging daily. 9 out of 10 participants agreed on 
the necessity of staying informed about current attack 
trends at both domestic and international levels. Participant 
1 highlighted the importance of cybersecurity awareness: 
"We must stay alert to current issues, both domestically and 
internationally. Cyber-attacks are constantly evolving, so we 
need to stay up-to-date". Similarly, Participant 5 reinforced 
the need for continuous monitoring: "We also need to stay 
aware of current issues, both locally and internationally, 
because cyber threats evolve rapidly". To support real-time 
threat identification, organisations should integrate threat 
intelligence feeds, advisories, and cybersecurity reports into 
their risk assessment processes. Participant 6 emphasised 
the importance of using threat intelligence: "It’s important 
to incorporate threat intelligence into this process to ensure 
we stay updated on the latest threats". By staying informed 
on evolving cyber threats, organisations can identify 
vulnerabilities early and implement proactive event-based 
cybersecurity risk assessment. 
4. Using Usual Methods of Attack by ISO/IEC 27005 and 

Other Relevant Sources as References 
All participants acknowledged the examples and commonly 
used attack methods outlined in ISO/IEC 27005 (as 
presented in Table 1) as a valuable reference for identifying 
typical cyberattack techniques. However, 7 out of 10 
participants also stressed the importance of supplementing 
it with additional resources to keep up with dynamic and 
emerging threats. Participant 5 pointed out that ISO/IEC 
27005 alone is insufficient: "ISO/IEC 27005 is a good reference, 
but we need to combine it with up-to-date information from 
other sources as well". To enhance cyberattack identification, 
participants recommended integrating MITRE ATT&CK and 
other intelligence platforms for a more comprehensive 
approach. Participant 6 supported this view: "ISO/IEC 27005 
is a good reference, but we also need to refer to other sources, 
such as the MITRE ATT&CK matrix. Combining references can 
provide a more complete picture of the potential threats". 
Similarly, Participant 9 reinforced the need for multiple 
sources to improve cybersecurity risk assessments: "ISO/IEC 
27005 is a good reference, but agencies should also refer to 
platforms like MITRE ATT&CK or other intelligence sources". 
By referring to multiple sources of threat intelligence, 
agencies can implement a risk identification that stays 
aligned with evolving cyber risks. 

V. DISCUSSION OF FINDINGS 

This section presents the discussion of this study, which 
explored how organisations identify potential cyber-attacks 
within an event-based cybersecurity risk assessment 
framework. Our findings highlighted a multifaceted 
approach encompassing brainstorming and collaboration, 
historical data analysis, staying updated on current trends, 
and using established frameworks. 

According to our findings, a collaborative approach is 
useful for identifying potential cyber-attacks. Based on the 
majority of the participants’ feedback, brainstorming 
sessions involving multiple stakeholders, including technical 
teams and top management, offer diverse perspectives that 
contribute to a more accurate and comprehensive 
understanding of risk. This aligned with [22] and [23], which 
encourages consultation with both senior management and 
process owners to help identify relevant threat events and 
consequences. 

Our findings show that analysing historical 
cybersecurity incidents is a valuable practice. Based on the 
majority of the participants’ feedback, reviewing past 
incidents provides critical insight into recurring attack 
patterns, vulnerabilities, and organisational weaknesses. We 
found that it allows organisations to better anticipate and 
address similar threats in the future. This aligned with [24], 
[25], [26] and [27], who argue that the evolving nature of 
cyber threats demands a historical understanding of 
incidents to effectively categorise and mitigate risks. 

Our findings also emphasise the importance of staying 
current with emerging cybersecurity threat trends. Based on 
the majority of the participants’ feedback, organisations 
should actively monitor the threat landscape to ensure their 
defences and response strategies remain effective. This 
aligned with [22], [28] and [29], who argue that by 
understanding these trends, organisations can adopt a 
forward-thinking and innovative approach to cybersecurity 
that strengthens long-term resilience. Our findings also align 
with [30], who reinforces advocating cyber threat 
intelligence for automated threat analysis across all levels of 
an organisation to combat increasingly sophisticated cyber 
threats. However, while participants emphasised the value 
of real-time cyber threat intelligence, implementation may 
be hindered by cost, staffing, or technological readiness, 
especially in resource-constrained organisations [31]. 

Based on our findings, the ISO/IEC 27005 standard was 
acknowledged as a valuable reference for identifying 
common cyberattack methods (as shown in Table 1). 
However, our findings also stressed the importance of 
supplementing this with dynamic and up-to-date sources 
such as the MITRE ATT&CK framework. We found that the 
MITRE ATT&CK framework is a globally accessible 
knowledge base of adversary tactics and techniques based 
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on real-world observations. This aligned with [32], [33] and 
[34], who highlight the role of MITRE ATT&CK in helping 
organisations assess risks and understand adversarial 
behaviour. Combining multiple references fosters a 
collaborative, informed, and adaptive approach that allows 
organisations to strengthen their cybersecurity posture.  

We found that identifying potential cyber-attacks 
requires a multidimensional approach. While established 
frameworks offer structured guidance, proactive practices 
such as collaborative brainstorming, historical incident 
analysis, and monitoring emerging threat trends are equally 
vital to effective cybersecurity risk assessment. 
Contribution to Theory: This study contributes to the body 
of knowledge on event-based cybersecurity risk assessment. 
It identifies practical strategies that organisations can 
employ to identify potential cyber-attacks. It bridges the gap 
between theoretical frameworks and practical 
implementation, offering a roadmap for organisations to 
enhance their event-based risk assessment practices. 
Practical Implications: The study provides actionable 
recommendations for organisations to improve their event-
based cybersecurity risk assessments: 
i. Regularly conduct brainstorming sessions involving 

diverse stakeholders. 
ii. Develop and maintain comprehensive logs of past 

incidents and use them to anticipate future threats. 
iii. Keeping up with emerging cyber threats and, if 

possible, investing in real-time threat intelligence tools 
to stay updated on emerging trends. 

iv. Combine established frameworks with dynamic 
resources to ensure a robust and adaptive approach to 
risk assessment. 

By adopting these practices, organisations can enhance 
their ability to identify potential cyber-attacks proactively 
within event-based cybersecurity risk assessment. This 
study highlights the importance of integrating collaboration, 
historical insights, current trends, and authoritative 
references into event-based cybersecurity risk assessments, 
providing a comprehensive and adaptive approach for 
mitigating evolving cyber threats. 

VI. LIMITATIONS 

This study is subject to several limitations. First, it employed 
a qualitative research design, relying on semi-structured 
interviews with ten cybersecurity experts. Although the 
participants were carefully selected for their expertise and 
experience, the relatively small sample size may constrain 
the generalisability of the findings to the broader 
organisational context. Second, the study's reliance on self-
reported data introduces the potential for biases, such as 
recall bias and social desirability bias, which could influence 
the accuracy of the responses. 

Future research could expand the sample size to include 
a broader and more diverse range of stakeholders across 
multiple organisations. In addition, incorporating 
quantitative methods or a mixed-methods approach could 
offer more robust validation and enable better triangulation 
of data. To address potential biases in self-reported data, 
future research could incorporate direct observations, 
document analysis or simulation-based assessments to 
complement interview findings. 

VII. CONCLUSION 

This study explored how organisations identify potential 
cyber-attacks within an event-based cybersecurity risk 
assessment framework. Through qualitative analysis of 
interviews with ten cybersecurity experts, key practices and 
considerations were uncovered. The findings reveal that 
organisations rely on a combination of brainstorming and 
collaboration, leveraging historical data, staying updated on 
current trends, and using established frameworks such as 
ISO/IEC 27005, supplemented with dynamic threat 
intelligence platforms like MITRE ATT&CK. These practices 
highlight the importance of a multifaceted and proactive 
approach to managing cybersecurity risks. 

The study contributes to both theory and practice by 
addressing the gap in understanding how organisations 
identify cyber threats within an event-based risk assessment 
context. It emphasises the value of integrating static and 
dynamic resources, fostering cross-departmental 
collaboration, and maintaining a forward-looking approach 
to mitigate evolving cyber threats. These insights provide a 
practical roadmap for organisations aiming to enhance their 
cybersecurity risk assessment strategies and align them with 
the demands of an ever-changing threat landscape. 
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