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Terrorism Industry:  
Digital Data Coloniality in Southeast Asia 

Mohammed Ilyas*

Abstract: The decolonisation of academia has become a popular topic 
among scholars, students, and activists in both Western and non-Western 
contexts. This movement has sparked numerous publications and initiatives 
advocating for decolonisation, yet the focus has been predominantly on 
social sciences. In contrast, the phenomenon of digital data colonialism has 
received comparatively little attention, particularly within non-Western 
countries. Digital data colonialism merges the extractive practices of historical 
colonialism with the computational capabilities of modern technologies, 
allowing for the quantification and commodification of online activities. 
The main agents perpetuating this form of colonialism are large technology 
corporations and intelligence agencies from powerful Western nations. These 
tech companies gather massive amounts of digital data, subsequently selling 
it to businesses and governmental agencies. The latter utilises the data in the 
name of national security and the global fight against extremism and terrorism, 
a practice that impacts both Western and non-Western populations. This 
paper explores the digital data colonisation of non-Western nations, focusing 
particularly on Muslim-majority countries in Southeast Asia and the role of 
Western intelligence agencies and technology companies in this process.

Keywords: Data Colonialism, Coloniality, West, Non-West, securitisation, 
intelligence gathering.

Abstrak: Dekolonisasi akademia telah menjadi topik popular di kalangan 
sarjana, pelajar dan aktivis dalam konteks Barat dan bukan Barat. Pergerakan 
ini telah mencetuskan banyak penerbitan dan inisiatif yang menyokong 
dekolonisasi, namun tumpuannya telah tertumpu kepada sains sosial. 
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Sebaliknya, fenomena kolonialisme data digital telah mendapat perhatian 
yang agak sedikit, terutamanya dalam negara bukan Barat. Kolonialisme 
data digital menggabungkan amalan ekstraktif kolonialisme sejarah dengan 
keupayaan pengiraan teknologi moden, membolehkan pengiraan dan 
komodifikasi aktiviti dalam talian. Agen utama yang mengekalkan bentuk 
penjajahan ini ialah syarikat teknologi besar dan agensi perisikan dari negara 
Barat yang kuat. Syarikat teknologi ini mengumpulkan sejumlah besar data 
digital, kemudian menjualnya kepada perniagaan dan agensi kerajaan. Agensi 
perisikan dan sekuriti kerajaan menggunakan data atas nama keselamatan 
negara dan perjuangan global menentang ekstremisme dan keganasan, satu 
amalan yang memberi kesan kepada penduduk Barat dan bukan Barat. Kertas 
kerja ini meneroka penjajahan data digital negara bukan Barat, memfokuskan 
terutamanya kepada negara majoriti Islam di Asia Tenggara dan peranan agensi 
perisikan Barat dan syarikat teknologi dalam proses ini.

Kata kunci: Kolonialisme data, Kolonialiti, Barat, Bukan Barat, pensekuritian, 
pengumpulan risikan.

Introduction 

In recent decades, the discourse surrounding colonialism, decolonisation, 
and coloniality has garnered significant attention among scholars and 
students in both Western and non-Western contexts (Said, 1979; Connell, 
2007; Alatas, 2000; Grosfoguel, 2013; Mignolo, 2011; Mwambari, 
2020; Kwet, 2019; Steinmetz, 2017). This growing interest has led to 
two key outcomes. First, there have been calls to decolonise the social 
sciences in countries such as South Africa, the United Kingdom, and the 
United States (Bhambra et al., 2018). Second, scholars like Tuck and 
Yang (2012) have advocated for radical decolonisation, emphasising the 
need for “practical decolonisation” and cautioning against what they 
term “moves to innocence” — superficial gestures that fail to address 
structural inequalities.

However, discussions concerning digital data colonialism, 
particularly by Western technology corporations and intelligence 
agencies in non-Western countries, such as the Muslim-majority nations 
of Southeast Asia, remain limited. While some scholarship has explored 
issues related to internet ownership, access, infrastructure, and the 
exploitation of user data by Western technology giants such as Facebook, 
Google, Apple, and Amazon (Zuboff, 2019; Mejias and Couldry, 2020, 
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2024; Jim et al., 2016; Kwet, 2019; Coleman, 2019; Pinto, 2018; Youn, 
2019; Monique and Angela, 2019; Notias, 2020), broader critiques of 
digital data colonialism, especially Artificial Intelligence (AI) as a tool 
for radicalisation (Nelu, 2024, Burton, 2023) and a form of counter-
terrorism and predictive policing have yet to be fully integrated into 
decolonial frameworks. Although the use of AI has been lauded ‘as a 
magic bullet’ to predict extremists, but there are many problems with 
such technology, ranging from racial bias to misuse by governments 
(Voronkov and Marie De Meo, (2021). Therefore, interrogation on how 
AI is/will be used by governments of powerful Global North countries 
at home and abroad, especially in the Muslim majority contexts, like 
Southeast Asia Muslim- is imperative to guard against perpetuating the 
colonialities.

The 2013 Snowden revelations sparked conversations about 
the extensive data-gathering practices of intelligence agencies from 
powerful Western nations and their allies, such as the Five Eyes alliance, 
SIGINT Senior Europe, and SIGINT Senior Pacific. These agencies 
collect vast amounts of digital data through various means, including 
internet surveillance, biometric systems, geospatial technologies, and 
drones. The data gathered enables these Western powers to exert control 
over global populations, particularly in the realm of securitisation, thus 
reinforcing their political and economic dominance over rival nations 
(The Intercept, 2018; Dorling, 2014; UNHCR, 2015; Thoma, 2018; 
Kaurin, 2019; Jacobson, 2017; Mejias and Couldry, 2020; Babuta et al., 
2020). Despite these significant discussions, they have not been framed 
explicitly through a decolonial lens, leaving a gap in critical engagement 
with the colonial dimensions of digital data practices in Southeast Asian 
Muslim-majority countries.

This situation has also contributed to what Byler and Boe (2019) 
refer to as “terror capitalism,” a phenomenon rooted in the global “War 
on Terror” that raises significant concerns regarding human rights. 
The war has justified the widespread development and deployment of 
digital data-gathering and surveillance technologies in counterterrorism 
initiatives, often at the expense of fundamental human rights. One 
illustrative example is Faception, an Israeli company that uses machine 
learning to analyse facial images and purportedly infer individuals’ 
personalities in real time (Faception, 2020). Israel has deployed this 
type of technology against Palestinians, and in Berlin, the German 
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government has used similar technology, though it has raised serious 
ethical and human rights concerns, as documented in reports by Amnesty 
International (Baz, 2019; Huggler 2017, Amnesty International, 2023).

Another prominent case is the Israeli company NSO Group 
Technologies, which develops sophisticated spyware that is sold to 
various governments to surveil individuals deemed to be a “threat” to 
national security (Marczak et al., 2018). Similarly, Chinese companies 
like Yitu have collaborated with the Malaysian government to develop 
artificial intelligence (AI) software, including facial recognition 
technologies, to assist police forces in identifying criminals (Tao, 
2018). The application of these technologies, particularly in the context 
of digital data surveillance, raises profound ethical issues, including 
concerns about extrajudicial killings and the deployment of racially 
biased algorithms. For example, the “Future Dangerousness” program, 
used in U.S. courts, has been criticised for its reliance on such algorithms 
(O’Neil, 2016).

Although digital data colonialism grants Western nations significant 
economic and political advantages, it has also faced considerable 
critique. Western civil rights organisations have raised serious concerns 
about data privacy and the ethical consequences associated with these 
technologies (Mejias and Couldry, 2020). However, these criticisms are 
predominantly centred on the impact of data practices within Western 
contexts. In contrast, the broader implications of digital data colonialism 
in non-Western regions, particularly in Southeast Asian Muslim-
majority countries, remain largely neglected. This oversight highlights 
a significant gap in the academic discourse concerning the global 
scope and ethical ramifications of digital surveillance technologies, 
particularly in relation to their uneven and often detrimental impact on 
non-Western societies.

This paper builds upon and extends the definition of the “terrorism 
industry” as conceptualised by Herman and O’Sullivan (1989: 55-213). 
For the purposes of this study, the terrorism industry encompasses a 
range of actors, including the intelligence agencies of powerful Western 
countries and their allies, think tanks, lobbying organisations, research 
centres, security firms, scholars, media corporations, private military 
companies, technology firms, and non-governmental organisations 
(NGOs). The most influential entities within this industry are primarily 
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situated in Western nations or allied states. Emerging as an extension of 
counterinsurgency studies in the 1970s, the terrorism industry originally 
developed in response to the perceived threat posed by the Soviet Union 
to Western powers. However, it was not until the events of September 11, 
2001, that the terrorism industry—along with its academic counterpart, 
terrorism studies—gained significant relevance due to the proliferation 
of technology and knowledge it generated (Stampnitzky, 2014).

Historically, during the colonial era, counterinsurgency efforts 
were instrumental in undermining independence movements, such as 
those in Malaysia (French, 2011; Hack, 1999, 2009). The success of 
counterinsurgency campaigns has long relied on the effective collection 
of intelligence regarding movements or groups perceived as threats to 
national interests (Komer, 1972; Yazid, 2019; Comber, 2008; Karari, 
2018; Balce, 2016). In contemporary times, the intelligence-gathering 
arm of the terrorism industry continues to collect both traditional and 
digital data on populations, movements, and groups that nations such 
as the United States and the United Kingdom consider risks to their 
geopolitical and national interests. This shift to digital surveillance 
marks an evolution in how intelligence is gathered and utilised in the 
modern era of counterterrorism.

This paper seeks to initiate a critical examination of the relationship 
between the terrorism industry and digital data colonialism in 
Southeast Asian Muslim-majority countries. The scope of this study 
is intentionally focused, centring on the role of intelligence agencies 
from powerful Western nations and their allied networks, such as the 
Five Eyes, SIGINT partners, and SIGINT Pacific. These agencies play 
a pivotal role in perpetuating colonialities by operating within the 
broader framework of the terrorism industry. Through the collection 
and analysis of data, these intelligence agencies produce the knowledge 
necessary to devise strategies and programs that sustain and reproduce 
colonial power dynamics in the digital age. This paper has a modest 
remit and aims to start a discussion on the relationship between the 
terrorism industry and digital data colonialism and the continuity 
of colonialities of non-Western countries. The paper focuses on the 
intelligence agencies of powerful Western countries and their allies 
(Five Eyes, SIGINT partners and SIGINT Pacific) because they are part 
of the terrorism industry and play a vital role in coloniality non-Western 
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countries. The intelligence-gathering agencies provide the data and 
knowledge to develop strategies and programs that enable non-Western 
countries to reproduce colonialities. 

The paper is organised into three main sections. The first section 
introduces the decolonial theoretical framework that underpins the 
analysis. The second section explores the collaboration between 
intelligence agencies from powerful Western nations and Western 
technology companies, illustrating how these entities work in concert 
to perpetuate coloniality. The third section provides an in-depth 
examination of the digital data colonisation of Southeast Asian Muslim-
majority countries by Western powers. In conclusion, the paper calls 
upon scholars from Southeast Asian Muslim-majority countries to take 
two critical steps. First, they should adopt a decolonial perspective to 
analyse how the terrorism industry engages in digital data colonialism, 
thereby reinforcing coloniality within their national contexts. Second, 
scholars invested in the decolonisation of Southeast Asian Muslim-
majority countries must seek practical methods to implement Tuck and 
Yang’s (2012) recommendations for dismantling coloniality in their 
respective nations.

Decolonial Concepts

Digital data colonialism, however, is not solely driven by Western 
technology companies but also by the intelligence agencies of powerful 
Western nations and their non-Western allies. This form of colonialism 
leverages advanced surveillance and data extraction technologies for 
the purpose of digital intelligence gathering. While profit generation can 
be a byproduct of these activities, the primary motivation for powerful 
Western states is the acquisition of economic and political advantages 
over global competitors. This strategy often involves the securitisation 
of resource-rich non-Western countries deemed as threats to national 
interests, such as the Muslim-majority countries in Southeast Asia. 
The revelations from the Snowden NSA leaks exposed the extent of 
digital data colonialism conducted by intelligence agencies, particularly 
in the United States and the United Kingdom. These disclosures 
unveiled the vast scope of surveillance operations targeting billions of 
social media users and the widespread espionage on both allied and 
adversarial governments, underscoring the pervasive nature of digital 
data colonialism undertaken by these nations.
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One way to conceptualise the power conferred by digital data 
colonialism to Western nations and their allies is through the metaphor 
of a ‘God-Eye view,’ wherein these actors gain the capacity to see and 
know everything. Simultaneously, this power entails omnipresence—
being everywhere at all times—achieved through the use of advanced 
surveillance technologies. This ‘God-Eye view’ represents a continuation 
of the epistemic dominance that originated with the genocides and 
epistemicides of the 16th century, which laid the groundwork for 
Descartes’ famous dictum, Cogito, ergo sum (“I think, therefore I am”) 
(Grosfoguel, 2013). In this context, the “I” refers exclusively to the 
white Western male, whose culture and epistemologies were deemed 
superior, granting him the unique capacity for thought, knowledge 
production, and agency (Grosfoguel, 2013). In contrast, as Maldonado-
Torres (2014) observes, the implicit counterpart to this statement is “I do 
not think, therefore I am not,” which relegates non-Western, non-white 
individuals and their cultures to an inferior status, devoid of intellectual 
agency (Quijano, 2007).

In contemporary terms, Descartes’ “I” can be interpreted as 
representing powerful Western countries and their allies. Digital data 
colonialism grants them unprecedented control over both the present 
and future. This control enables them to shape, direct, manage, and 
dominate the futures of non-Western nations, extending their hegemonic 
influence through the collection, quantification, and commodification of 
digital data.

The second key concept is coloniality, which Mignolo (2011) 
refers to as the “dark side” of modernity. For Mignolo, modernity and 
coloniality are inextricably linked, with colonialities representing the 
hidden underside of modernity’s progress. This interconnected power 
dynamic has come to shape all aspects of life, including culture, 
education, politics, and the production of knowledge (Maldonado-
Torres, 2007; Grosfoguel, 2006). Coloniality can be understood through 
three distinct dimensions: the coloniality of power, the coloniality of 
knowledge, and the coloniality of being. Each of these dimensions 
explains different facets of the overarching structure of coloniality 
(Ndlovu-Gatsheni, 2013).

The coloniality of power refers to the persistence of colonial 
systems of domination, primarily structured around race and racism, 
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which intersect with other categories of social stratification, such 
as gender and class. This system forms the organising principle 
underpinning global capitalism hierarchies, including labour, economic 
exploitation, and gender inequalities (Grosfoguel, 2011). The 
coloniality of power is evident at the institutional level, manifesting in 
the operations of international financial and political organisations such 
as the International Monetary Fund (IMF), the World Bank, NATO, 
the European Union (EU), and the United Nations (UN), as well as the 
intelligence agencies of powerful Western nations (Ndlovu-Gatsheni, 
2013; Grosfoguel, 2006).

The coloniality of knowledge pertains to the displacement of local 
epistemologies and worldviews by Eurocentric forms of knowledge, 
which claim scientific legitimacy and universality. This epistemic 
domination results from what scholars like Quijano (2007) have termed 
the “epistemicide” of non-Western knowledge and belief systems. As 
a result, intellectual imperialism is perpetuated, creating a situation 
in which non-Western scholars often seek validation from Western 
academic frameworks due to the dominance of Western epistemologies, 
which assert objectivity and universal applicability (Bolivar, 2010; 
Alatas, 2000; Santander, 2010; Grosfoguel, 2006; Santos, 2014, 2018).

In the context of digital data colonialism, Western technology 
companies and intelligence agencies maintain the coloniality of 
knowledge. Through the extraction, quantification, and commodification 
of digital data, these entities continue to reinforce the coloniality of non-
Western nations, such as the Muslim-majority countries of Southeast 
Asia. Digital data is used to further economic, political, and security 
policy objectives, thereby perpetuating the structures of domination and 
control that are characteristic of coloniality.

The third dimension of coloniality is the coloniality of being, which 
establishes a binary distinction wherein the West is constructed as 
the “zone of being,” while the non-West is relegated to the “zone of 
non-being.” This dichotomy is rooted in Descartes’ famous assertion, 
cogito ergo sum (“I think, therefore I am”), implying that only Western, 
white men possess the capacity for thought and thus the full quality 
of existence, while the non-Western “Other” is denied this ontological 
status (Maldonado-Torres, 2007; Grosfoguel, 2016). The coloniality of 
being is the culmination of the coloniality of power and knowledge, 
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functioning as a mechanism for the dehumanisation and subjugation of 
those positioned below the “abyssal line.” Decolonial scholars use the 
concept of the abyssal line to delineate the profound economic, social, 
cultural, political, and linguistic divisions that exist between the West 
and the non-West. This divide operates as a tool of oppression and 
marginalisation, creating hierarchical relations that privilege Western 
modes of being and knowing. A prominent example of the abyssal line 
in operation is the “War on Terror and conflicts of self-determination,” 
which has reinforced a new line of demarcation between Muslims 
and non-Muslims, particularly in Western countries, settler-colonial 
states, and Muslim-majority nations targeted during the war. In these 
contexts, Muslims are positioned below the abyssal line, making them 
subjects of heightened surveillance, data collection on their religious 
and political affiliations, and state-sanctioned violence in the form of 
drone strikes, extrajudicial killings, and torture (Raphael et al., 2016; 
Gordon, 2016; Gallagher, 2015; Fisher, 2013). This violence reflects 
the broader workings of the coloniality of being, wherein non-Western 
populations are systematically dehumanised and subjected to colonial 
forms of control and exploitation.

Intelligence Agencies of Powerful Western countries and 
Coloniality

As previously noted, the terrorism industry encompasses a diverse array 
of actors, including Western technology companies and the intelligence 
agencies of powerful Western nations. This section examines how these 
intelligence agencies, often in collaboration with Western technology 
corporations, play a critical role in sustaining the coloniality of non-
Western nations through digital data colonialism.Prior to the revelations 
brought to light by Edward Snowden, little was known about the extent 
to which intelligence agencies from dominant Western states engaged 
in digital data colonialism. The Snowden disclosures revealed that 
agencies such as the United States National Security Agency (NSA) 
and the United Kingdom’s Government Communications Headquarters 
(GCHQ), with the cooperation of allied nations and Western technology 
firms, had extensively tapped into global submarine communication 
cables. Through this method, they effectively colonised internet data 
from foreign states and their own populations (MacAskill et al., 2013; 
Davenport, 2015; Ball, 2013).
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This clandestine data interception represents a form of digital 
colonisation, whereby Western powers, through technological 
dominance, gain disproportionate control over global information 
flows. By harvesting and surveilling digital data from a wide array of 
countries, including non-Western nations, these intelligence agencies 
reinforce existing power asymmetries and perpetuate colonial structures 
of domination and control.

The Snowden leaks revealed the extent to which the intelligence 
agencies of powerful Western nations and allied states participate in 
a long-standing network that engages in digital data colonialism. The 
most prominent and influential of these networks is the “Five Eyes” 
alliance, a successor to the Signals Intelligence Cooperation (SIGINT) 
established during the Second World War by the United States, the 
United Kingdom, and Australia (O’Neil, 2017). Following the war, 
the U.S. and U.K. formalised the Five Eyes network by incorporating 
three additional English-speaking countries—Canada, Australia, and 
New Zealand—all of which, apart from the U.K., are former British 
colonies and now settler states. These nations share mutual interests in 
maintaining the alliance, each contributing unique capabilities, such as 
technological advancements and strategic geographic positioning.

The Five Eyes alliance has been heavily dependent on technology 
since its inception. With the advent of satellite technology, the network 
developed a sophisticated data surveillance program known as 
Echelon. This program enabled the network to monitor and intercept 
communications from both private and public sector organisations 
across the globe (O’Neil, 2017).

“The United States is responsible for SIGINT in Latin 
America, most of Asia, Russia, and northern China. At the 
same time, Australia is responsible for its neighbours (such 
as Indonesia), China, and Indo-China nations. Britain is 
responsible for Africa and the former Soviet Union, West of 
the Urals. Russia’s polar regions are Canada’s responsibility, 
and New Zealand’s area of responsibility is the Western 
Pacific.” (Richelson, 2012: 349).

Through Echelon and other intelligence programs, the Five Eyes network 
colonised digital data from numerous countries not only for security 
and surveillance purposes but also to secure economic and political 
advantages. This practice underscores the broader framework of digital 
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data colonialism, wherein the extraction and control of information 
perpetuate the colonial power structures and global dominance of 
Western states.

The Five Eyes alliance’s mandate is notably broad. Its primary 
objective appears to be the acquisition of comprehensive intelligence 
on global events and their underlying causes, spanning areas such 
as security, political developments, and economic affairs. This vast 
scope underscores the network’s strategic aim of achieving extensive 
informational dominance to maintain geopolitical leverage.

In 1982, the United States established an additional intelligence 
network, SIGINT Seniors Europe, which was primarily oriented toward 
monitoring the Soviet Union during the Cold War. This network’s 
founding and principal members were the same nations involved in the 
Five Eyes alliance, illustrating the continuity and expansion of Western 
intelligence cooperation. This period also coincided with a surge in 
scholarly and policy-oriented discourse produced by the terrorism 
industry, much of which was focused on framing the Soviet Union as 
a primary threat (Stampnitzky, 2014). This synchronicity suggests a 
close relationship between intelligence networks and the production 
of strategic narratives, as both served to legitimise and reinforce the 
counterintelligence efforts aimed at containing perceived adversaries 
during the Cold War era.

The shift in focus for the Five Eyes and SIGINT Seniors Europe 
towards counterterrorism did not occur until the aftermath of the 9/11 
attacks (Solon, 2017; The Intercept, 2018). By 2013, the Five Eyes alliance 
expanded into the “Fourteen Eyes,” incorporating Belgium, Denmark, 
France, Germany, Italy, the Netherlands, Norway, Spain, and Sweden 
(Gallagher, 2018). This expansion reflects the growing transnational 
collaboration in intelligence gathering. The terms “Fourteen Eyes” and 
“SIGINT Seniors Europe” are often used interchangeably, despite the 
conceptual distinction between the networks, leading to some confusion, 
as both alliances include the same member states (Gallagher, 2018).

In addition to forming the Fourteen Eyes and SIGINT Seniors 
Europe, the United States established another intelligence division in 
2005, SIGINT Seniors Pacific. This Pacific division comprises members 
of the Five Eyes alliance, alongside South Korea, Singapore, Thailand, 
France, and India, and is primarily focused on intelligence monitoring 
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in the Asia-Pacific region, with an emphasis on counterterrorism 
efforts (Snowden, 2007; Gallagher, 2018). This expansion reflects the 
increasing geopolitical significance of the Asia-Pacific region and the 
growing emphasis on intelligence-driven counterterrorism initiatives.

The SIGINT network is an expansive intelligence-gathering 
framework that involves numerous Western and non-Western nations. 
Within this network, certain countries, particularly the United States and 
the United Kingdom, occupy dominant leadership positions, while others 
function primarily as data providers. The most significant relationship 
within the SIGINT architecture is the bilateral cooperation between the 
United States and the “Second Party” members of the Five Eyes alliance, 
with the United Kingdom serving as a key partner (Greenwald, 2014). 
In contrast, the relationships between the United States and the “Third 
Party” countries, which include nations such as Algeria, Singapore, 
Israel, and the United Arab Emirates, are comparatively less central. 
Nevertheless, the U.S. maintains bilateral security agreements with 
several of these Third Party members, enhancing their strategic value.

Despite their secondary status relative to the Second Party members, 
Third Party nations play a critical role within the SIGINT network by 
providing intelligence that is essential for the U.S. and other Five Eyes 
members. This intelligence is instrumental in sustaining the ongoing 
structures of coloniality that impact non-Western countries. Beyond the 
Five Eyes alliance, the United States also maintains robust intelligence 
partnerships with members of SIGINT Seniors Pacific (SSPAC), 
SIGINT Seniors Europe (SSEUR), NATO, and Israel (Greenwald, 
2014; Giosue, 2019). These alliances underscore the transnational 
and hierarchical nature of the SIGINT network, which perpetuates 
geopolitical dominance through the extraction and utilisation of global 
intelligence resources.

Integrating all SIGINT partners into a single, extensive network 
significantly enhances the intelligence-gathering capabilities of the 
United States and other Five Eyes members, enabling them to expand 
their reach in colonising digital data across a broader range of countries. 
This networked approach increases the efficiency and scope of 
intelligence operations. For instance, including France allows for more 
effective data collection from regions such as Africa, South America, 
and Russia, capitalising on France’s strategic presence and capabilities 
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in these areas (Pfluke, 2019). Similarly, the involvement of nations like 
South Korea and Germany strengthens the network’s ability to closely 
monitor geopolitical developments in North Korea (Pfluke, 2019). This 
expanded partnership facilitates the surveillance of a wider range of 
global regions, further consolidating the geopolitical and economic 
dominance of the Five Eyes members.

Before the Snowden leaks, there was limited public knowledge 
regarding the extent to which intelligence agencies from powerful 
Western nations engaged in digital data colonialism. Key members 
of intelligence networks, such as the United States and the United 
Kingdom, exploited submarine communication cables to gain access to 
vast amounts of internet and telecommunications data. These agencies 
also deployed advanced surveillance technologies to eavesdrop on global 
leaders, including leaders from allied countries within their networks, 
such as former German Chancellor Angela Merkel. The U.S. National 
Security Agency (NSA) referred to its data surveillance program as 
PRISM, while the UK’s Government Communications Headquarters 
(GCHQ) named its equivalent program Tempora (MacAskill et al., 
2013; Greenwald and MacAskill, 2013). Both programs specifically 
targeted internet data by tapping into submarine cables, which form the 
backbone of global internet infrastructure (Digital Methods Initiative, 
2020). This allowed intelligence agencies to extract and colonise vast 
amounts of data from both Western and non-Western internet users, 
further entrenching the asymmetrical power dynamics inherent in 
digital data colonialism.

Submarine cables form a critical component of global communication 
infrastructure, connecting numerous countries through landing stations, 
each of which may host one or several such stations. Some of these 
landing stations are strategically utilised as intelligence-gathering hubs, 
such as those in Oman, which the United Kingdom’s intelligence agency 
uses to collect data from the Middle East and surrounding regions 
(Wright et al., 2013). Ownership of these cables is often divided among 
private companies or consortiums, with prominent Western technology 
corporations, such as Facebook, Google, Microsoft, and Amazon, being 
key stakeholders. According to media reports, these companies have 
been implicated in assisting intelligence agencies such as the NSA and 
GCHQ in tapping into submarine cables (Zimmer, 2018; Gallagher and 
June, 2018; Greenwald, 2014).
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Gallagher and June (2018) note that a significant proportion of 
global internet traffic passes through the United States, primarily due 
to two factors: the geographical position of the U.S. between Europe, 
the Middle East, and Asia, and the dominance of U.S.-based technology 
companies in the global internet services sector (The Intercept, 2018). 
This positioning provides the NSA with substantial opportunities to 
engage in digital data colonialism, as the majority of internet traffic 
is routed through U.S. infrastructure. Furthermore, this surveillance is 
facilitated by the Foreign Intelligence Surveillance Act (FISA), which 
grants U.S. intelligence agencies the legal authority to collect foreign 
intelligence through electronic surveillance (Congressional Research 
Service, 2020). This legal framework, coupled with the control over 
global data flows, underscores the asymmetry of power in digital data 
colonialism, enabling the U.S. to maintain and extend its geopolitical 
influence through data extraction.

Intelligence Agencies and Coloniality in Southeast Asian Muslim-
majority Countries 

Most discussions surrounding digital data colonialism have focused on 
the activities of the United States and the United Kingdom. However, 
the Snowden leaks also provided insight into how the Five Eyes and 
SIGINT Senior Pacific networks operate within the Asia-Pacific region 
(Snowden, 2007). According to reports from The Sydney Morning 
Herald based on the Snowden disclosures, Singapore, a member of the 
SIGINT Senior Pacific network, collaborated with the United States and 
Australia to conduct surveillance on neighbouring countries, including 
Malaysia and Indonesia (Dorling, 2013, 2014). These revelations not 
only heightened tensions between Southeast Asian neighbours but 
also strained relations between Malaysia, Indonesia, and Australia 
(ABC, 2013). Additionally, the leaks exposed that Indonesia had been 
a long-term target of Australia’s intelligence agency, which used its 
diplomatic posts across Asia to intercept phone communications and 
data as part of the broader Five Eyes network’s digital data colonialism 
efforts (MacAskill and Taylor, 2013; Dorling, 2013; Walsh et al., 
2015). Australia’s intelligence agency reportedly infiltrated Indonesian 
telecommunications networks, including Indosat and Telkomsel, and 
monitored Indonesian politicians to assist other Five Eyes members, 
such as the United States and New Zealand (Dorling, 2014; Beckford, 
2015).
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These revelations highlight the transnational and expansive scope 
of digital data colonialism, where intelligence agencies from powerful 
Western nations, often working in collaboration with regional allies, 
systematically exploit digital infrastructures to extend their geopolitical 
influence across both neighbouring and distant countries.

In the case of the United States, Australia’s Signals Directorate 
intercepted communications between Indonesia and the U.S.-based 
law firm representing Indonesia in trade disputes with the United 
States (The New York Times, 2014). Similarly, New Zealand’s 
Government Communications Security Bureau (GCSB) leveraged the 
XKEYSCORE Internet surveillance system, which was accessible 
due to New Zealand’s membership in the Five Eyes alliance, to gather 
intelligence on the World Trade Organization (WTO) director-general 
candidates. New Zealand’s objective was to support its own candidate, 
Trade Minister Tim Groser, in his bid for the position. Among those 
targeted by GCSB was Mari Elka Pangestu, Indonesia’s candidate for 
the WTO director-generalship, as New Zealand sought to prevent her 
appointment (Gallagher and Hager, 2015).

Beyond Pangestu case, the surveillance extended to other non-
Western candidates, including Alan Kyerematen (Ghana), Amina 
Mohamed (Kenya), Anabel González (Costa Rica), Herminio Blanco 
(Mexico), Taeho Bark (South Korea), Ahmad Thougan Hindawi 
(Jordan), and Roberto Carvalho de Azevêdo (Brazil) (Gallagher and 
Hager, 2015). This pattern of targeting exclusively non-Western 
candidates underscores the underlying power asymmetries in digital 
data colonialism, where Western intelligence agencies manipulate 
global digital infrastructures to preserve their geopolitical and economic 
dominance. The selective surveillance of these individuals, particularly 
Mari Elka Pangestu, reflects the broader dynamics of exclusion and 
control inherent in the practices of digital data colonialism.

Southeast Asian Muslim-majority countries are particularly 
vulnerable to digital data colonialism due to their reliance on critical 
communication infrastructures, such as the SEA-ME-WE 3 submarine 
cable (Dorling, 2013). This cable, which extends from Perth, Australia, 
and passes through key Southeast Asian nations, including Indonesia, 
Malaysia, Singapore, and Oman, connects thirty-nine countries, thirty-
three of which host landing stations. Spanning four continents, it remains 
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one of the longest submarine cables in existence (Submarine Networks, 
2020). The cable is owned by a consortium of telecommunications 
corporations, including Singapore’s SingTel Optus, British Telecom, 
and Australia’s Telstra, granting these entities access to the data 
transmitted through the cable (SEA-ME-WE 3, 2020; Dorling, 2013).
However, the ability to tap into these cables and extract digital data is 
not uniformly distributed among all countries. For instance, Pakistan’s 
intelligence agency, ISI, attempted to intercept data at two of the three 
landing stations near Karachi but lacked the technological capability 
to do so (Guardian, 2015). In contrast, Singapore, as noted by Dorling 
(2013), possesses the most advanced signals intelligence capabilities in 
Southeast Asia and has facilitated Australia’s access to data transmitted 
through the SEA-ME-WE 3 cable.

Tapping into submarine cables allows intelligence agencies from 
powerful Western countries to capture vast amounts of digital data as 
it travels between sender and receiver. This interception enables these 
agencies to utilise the data to further their economic and political 
agendas, exemplified by the intelligence activities of countries such as 
the United States, the United Kingdom, Australia, and New Zealand. 
Through such practices, Western powers continue to assert dominance 
in the digital domain, reinforcing the asymmetrical power relations that 
characterise digital data colonialism.

Conclusion

This paper has undertaken the task of examining how the intelligence 
agencies of powerful Western nations, in collaboration with their allies, 
engage in digital data colonialism as a means of perpetuating coloniality. 
Digital data colonialism refers to the exploitation of submarine cables 
that span the globe, transmitting vast amounts of data from the Internet 
and other communication channels. Access to this data provides 
Western nations with the capacity to securitise non-Western countries 
and assert political and economic dominance over them. This system 
not only reinforces coloniality but also grants Western powers a form of 
omnipresence akin to the “God-Eye view,” contributing to a potentially 
dystopian global order.

This scenario raises critical questions for scholars researching the 
coloniality of non-Western nations and offers pathways for addressing 
these issues. First, scholars must investigate whether Western technology 
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companies are sharing the digital data they extract from non-Western 
countries and with whom this data is being shared. This inquiry leads 
to two further questions: (1) Are Western tech companies providing this 
data to powerful Western governments or non-Western regimes? (2) If 
so, how is this data being utilised by these governments and agencies?

Second, scholars need to explore the motivations behind the 
digital data colonialism conducted by Western intelligence agencies. 
Specifically, they should ask: (1) How do these agencies engage in 
the process of digital data colonialism? (2) Is the primary objective 
of this data collection to advance the political and economic interests 
of Western nations in non-Western countries, such as Indonesia? 
Third, scholars should examine the concept of “terror capitalism” and 
assess whether the intelligence agencies of powerful Western nations, 
alongside Western tech companies, are utilising the colonised digital 
data to create profiles and develop predictive technologies aimed at 
identifying potential extremists or terrorists. This mirrors the practices of 
companies like Faception, which claims to offer predictive capabilities 
based on facial recognition technology. Fourth, scholars must develop 
tools and strategies to raise awareness among non-Western populations 
about the practices of digital data colonialism carried out by Western 
tech companies and intelligence agencies. Fifth, they should advocate 
for non-Western governments to implement stringent data protection 
regulations to safeguard against digital data colonialism. Finally, 
scholars should encourage non-Western governments to be more vigilant 
in monitoring Western nations’ activities, particularly their exploitation 
of submarine cables and their data interception and hacking practices.

By addressing these key questions, scholars can contribute to a 
broader understanding of digital data colonialism and its implications 
for non-Western nations, while also advancing strategies to counter its 
perpetuation.
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