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ABSTRACT: The Internet of Medical Things (IoMT) has revolutionized modern healthcare 

by enabling the collection and analysis of real-time data. However, this interconnected 

ecosystem also introduces significant security risks, particularly malware attacks that 

compromise patient safety and data privacy. Traditional security measures are often 

insufficient because of resource constraints and the real-time operational demands of IoMT 

devices. This research proposes an optimized hybrid machine learning framework that 

integrates convolutional neural networks (CNN), long short-term memory (LSTM), random 

forest (RF), and principal component analysis (PCA) to enhance malware detection in IoMT 

environments. The proposed method includes an adaptive feature selection mechanism, a 

resource-efficient architecture, and an ensemble learning model with machine learning 

capabilities. Validation through experimentation using the CIC-MalMem-2022 dataset, which 

comprises labeled memory dumps from benign and various malware processes, demonstrated 

that the proposed framework outperformed current hybrid models while reducing 

computational costs, achieving a detection accuracy of 99.59%. This study presents a scalable 

and efficient security solution designed to address the constraints of IoMT devices, addressing 

critical challenges in healthcare cybersecurity. 

ABSTRAK: Internet Benda Medikal (IoMT) telah merevolusikan penjagaan kesihatan moden 

dengan membolehkan pengumpulan dan analisis data masa nyata. Walau bagaimanapun, 

ekosistem saling berkaitan ini juga memperkenalkan risiko keselamatan yang ketara, 

terutamanya serangan perisian hasad yang menjejaskan keselamatan pesakit dan privasi data. 

Langkah keselamatan tradisional selalunya tidak mencukupi kerana kekangan sumber dan 

permintaan operasi masa nyata peranti IoMT. Penyelidikan ini mencadangkan rangka kerja 

pembelajaran mesin hibrid yang dioptimumkan dengan menyepadu Rangkaian Konvolusi 

Neural (CNN), Memori Jangka Panjang Pendek (LSTM), Rawak Forest (RF) dan Analisis 

Komponen Prinsipal (PCA) bagi meningkatkan pengesanan perisian Malware dalam 

persekitaran IoMT. Kaedah yang dicadangkan ini termasuk mekanisme pemilihan ciri 

penyesuaian, seni bina cekap sumber dan keupayaan pembelajaran mesin bersama model 

pembelajaran ansembel. Ujian melalui eksperimen menggunakan dataset CIC-MalMem-

2022, yang terdiri dari pelupusan memori berlabel daripada proses tidak merbahaya dan 

pelbagai Malware, menunjukkan bahawa kajian yang dicadangkan mengatasi model Hibrid 

semasa, juga menurunkan kos pengiraan, mencapai ketepatan pengesanan 99.59%. Kajian ini 

menyumbang kepada penyelesaian keselamatan berskala dan cekap yang disesuaikan dengan 

kekurangan peranti IoMT, menangani cabaran kritikal dalam keselamatan siber penjagaan 

kesihatan. 

KEYWORDS: IoMT, Malware Detection, Machine Learning, Cybersecurity, Healthcare 

Security 
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1. INTRODUCTION  

Digital transformation in the healthcare sector by implementing the Internet of Medical 

Things (IoMT) has created a global market estimated to reach USD 500 billion by 2030, with 

an annual growth of 25.9% from 2024 [1]. IoMT enables the connectivity of medical devices, 

sensors, and applications over the Internet, thereby supporting the real-time collection and 

analysis of medical data. However, the increased adoption of such technology presents an 

urgent security challenge. According to the 2024 Cybersecurity and Infrastructure Security 

Agency (CISA) report, 82% of healthcare facilities have experienced IoMT-related security 

incidents, reflecting a significant increase and the urgent need for better security systems. 

The healthcare sector faces a critical security challenge as malware threatens patient safety 

and medical data privacy. These sophisticated attacks can severely disrupt essential medical 

services while exposing sensitive patient information, creating dual risks to healthcare 

institutions and their patients. The potential consequences include compromised medical 

device functionality and unauthorized access to confidential medical records. Traditional 

security approaches are often inadequate for addressing the unique challenges that IoMT 

devices face, including resource constraints, the need for real-time operations, and the diversity 

of existing devices and systems [2]. Significant research gaps have been identified, particularly 

in their ability to detect and adapt to limited operational conditions. Many previous studies 

have focused on traditional machine learning methods that have not achieved high-accuracy 

detection of new threats and high false positive rates [3]. This study aimed to develop a 

malware detection model that is effective in the context of IoMT and efficient in terms of the 

use of resources, with a detection accuracy target of greater than 99% [4, 5]. According to the 

CrowdStrike report, interactive intrusion attempts increased by 60% year-over-year, indicating 

a worrying growth in advanced persistent threats in several industries. While the technology 

industry has been the primary target, comparable attack vectors are starting to target medical 

networks, making the healthcare sector, especially IoMT systems, face increasing threats. This 

highlights the need for stronger cybersecurity solutions tailored to IoMT that can identify and 

neutralize these dynamic threats [6]. In addition, the latest cybersecurity report revealed 

alarming trends in attacks targeting healthcare services, where 82% of healthcare facilities 

reported IoMT-related security incidents by 2024 [7]. This figure highlights the urgent need 

for robust malware detection systems for IoMT environments. Traditional security approaches 

often fail to address the unique challenges of IoMT devices, including resource constraints such 

as limited processing power and memory, real-time operation requirements, device 

heterogeneity, and continuous data-streaming requirements. 

Previous research has explored different approaches to IoMT security [7], including the 

one-class support vector engine (OCSVM), which achieves 99.3% accuracy [8], the 

SEResNet50 and BiLSTM, a mindfulness framework, which achieves 97.18% accuracy [5], 

and immersive features with RF combination, which achieves 99.06% accuracy [9]. However, 

significant gaps exist, such as the limited ability to detect new malware variants, high 

computing overhead during training, lack of real-time detection capabilities, and inadequate 

adaptation to IoMT resource constraints. Therefore, this study seeks to address these gaps by 

developing a hybrid machine learning architecture that combines a convolutional neural 

network (CNN), long short-term memory (LSTM), random forest (RF), and principal 

component analysis (PCA). The goal is to optimize model training efficiency while maintaining 

high detection accuracy, enabling the detection of previously unknown malware variants, and 

validating the approach using real-world IoMT malware datasets. In parallel, CNN and LSTM 

architectures automatically extract features from the input data.  
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CNN and LSTM methods extract both spatial and temporal, as well as sequential, features. 

The features extracted from the CNN and LSTM were combined into a single feature vector. 

The combined feature vector is then dimensionally reduced by PCA to enhance computational 

efficiency and eliminate redundancy. The dimensionally reduced feature vector is input to a 

random forest classifier to predict whether the sample is malware. The prediction results 

obtained using the random forest algorithm are the final outputs of the system that classify the 

samples as benign or infected with malware. By combining machine learning approaches and 

dimensionality reduction, the proposed system attempts to achieve high malware detection 

accuracy while maintaining low computational complexity; thus, it is suitable for 

implementation on IoMT devices with limited resources. This study makes a significant 

contribution by developing a hybrid architecture that integrates CNN, LSTM, RF, and PCA for 

malware detection, as well as adaptive feature extraction methods to detect new malware 

variants. In addition, the evaluation framework in this study used a real-world IoMT malware 

dataset to validate the empirical and Friedman test statistics.  

The remainder of this paper is organized as follows: Section 2 reviews related research on 

IoMT security and malware detection. Section 3 describes the methodology and architecture 

of the proposed system. Section 4 presents the experimental settings and results, discussing the 

findings and their implications. Finally, Section 5 presents conclusions and suggestions for 

future research. 

2. RELATED WORKS 

Recent studies have explored machine learning approaches for malware detection in IoMT 

environments. Although existing hybrid models have shown promise, they have specific 

limitations in the context of the IoMT. Despite their incredible accuracy, CNN-LSTM models, 

as have been reported in some studies [10, 11], demand a large amount of processing power, 

unsuitable for IoMT devices. In real-world deployments, deep learning techniques in research 

by [12] demonstrate susceptibility to adversarial attacks. Previous research has shown that PCA 

and RF combinations are effective at extracting features [13, 14]; however, they lack temporal 

pattern recognition, crucial for identifying evolving malware. Our proposed architecture 

addresses these limitations through the integration of resource-optimized CNN-LSTM, 

designed for IoMT constraints, and PCA-based reduction that maintains detection accuracy 

while reducing computation. Additionally, RF classification is employed to improve resilience 

against adversarial attacks common in IoMT environments. 

2.1. Network-based detection systems  

Almutairi et al. [15] developed a deep-trust network framework with 98.5% accuracy for 

detecting network intrusions. The proposed method incorporates real-time traffic analysis 

using principles of federated learning. Similarly, Manimurugan et al. [16] proposed a 

lightweight authentication protocol designed explicitly for resource-constrained IoMT devices 

using physical unclonable functions (PUF) for device identification. Xu et al. [17] proposed a 

feature extraction method that combines static and dynamic analyses, achieving a detection 

accuracy of 97.8%. Their work emphasizes the importance of selecting relevant features while 

maintaining computational efficiency. Joshi et al. [18] improved this approach by 

implementing sensor-based health monitoring with embedded security features. Tahir et al. 

[19] proposed a hybrid CNN-LSTM architecture that achieved 98.7% accuracy in malware 

classification. The proposed model demonstrated superior performance in detecting zero-day 

attacks compared to traditional machine-learning approaches. Building on this, Gull et al. [20] 
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developed a reversible data-hiding technique incorporating deep learning for IoMT data 

encryption.  

2.2. Ensemble Methods 

Egala et al. [21] combined multiple machine learning algorithms with blockchain 

technology to create a robust framework for device authentication and patient record 

anonymity. Karmakar et al. [22] enhanced this approach by implementing virtual network 

functions with integrated security components. Ding et al. [23] developed a cycle-GAN-based 

encryption network for medical image protection, and Hossen et al. [24] demonstrated the 

effectiveness of FLE in maintaining data privacy during analysis. Azeem et al. [25] proposed 

secure message aggregation algorithms for mobile nodes and fog computing environments. 

Malware in an IoMT environment poses a serious threat that can compromise patient safety 

and medical data privacy. Table 1 lists the types of malware problems in IoMT. 

Table 1. Malware Types Threatening IoMT 

Author Types of Malware Threat 

Rajkumar et al. [26]. Ransomware  
Encrypting critical medical data and demanding a ransom 

to unlock access 

Shao Feng et al. [27]. Trojan horse 
Impersonation of legitimate software, stealing sensitive 

medical data, and opening the back door for further attacks. 

Abdulraheem et al. [28].  Spy software 

Spying on the activities of IoMT devices, illegally 

collecting patient data, and stealing confidential 

information 

Sri Priyanka et al. [29]. Bot network 

Spying on the activities of IoMT devices, illegally 

collecting patient data, and stealing confidential 

information 

 

Malware attacks affect healthcare facilities in various ways. In clinical settings, such 

attacks can disrupt critical medical services, cause data misreading, and damage medical 

equipment. Impacts on data collection include patient information leakage, medical record 

manipulation, and loss of vital historical records. The financial consequences include costly 

recovery systems, operational losses, and regulatory fines. Security challenges arise from 

resource limitations, including processing power constraints, memory restrictions, and battery 

life limitations. Legacy systems present additional vulnerabilities due to outdated devices 

without security updates, obsolete communication protocols, and a lack of modern security 

features. Integration complexity compounds these issues due to multiple vendor systems, 

diverse communication protocols, and challenges in interoperability between different 

platforms. 

AI-powered malware has emerged as a sophisticated adversary in the evolving landscape 

of cyber threats. These advanced threats use machine learning algorithms to continuously adapt 

their attack patterns, which makes them particularly challenging to detect and counter. The 

malware can analyze defence mechanisms in real time and modify its behaviour to bypass 

security controls to create highly targeted and effective infection strategies. In addition to AI-

based threats, zero-day exploits continue to pose significant risks. These attacks target 

previously unknown vulnerabilities in systems and software, leaving organizations particularly 

vulnerable because no patches or fixes are available during the attack. The success rate of zero-

day exploits remains high due to the inherent advantage of attacking undiscovered weaknesses. 
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Organizations implement multilayered defense strategies to combat these evolving threats, 

including technical controls, machine learning detection, and policy controls.  

2.3. Technical Controls  

IoMT-specific firewalls provide specialized protection for medical devices, network 

segmentation isolates critical systems to contain potential breaches, and regular security 

updates close known vulnerabilities and strengthen system defences through machine learning 

detection. Real-time anomaly detection identifies unusual patterns and possible threats. 

Behavioral analysis tracks and flags suspicious system activities, and predictive defence 

capabilities anticipate and prevent emerging attack vectors. Policy control and comprehensive 

security frameworks establish standardized protection measures, control access management 

systems, and monitor system usage and incident response planning to ensure quick and 

effective reactions to security breaches. This combination of technical, analytical, and policy 

measures creates a robust defence against AI-powered malware and zero-day exploits; 

however, continuous adaptation remains essential as threats evolve. 

Several critical problems can be identified from the table. These include dataset 

limitations, feature extraction inconsistency, resource optimization, the compromise between 

accuracy and efficiency, the lack of IoMT specificity, and a critical analysis of IoMT security 

challenges. A comprehensive analysis identified five fundamental problems that significantly 

impact the effectiveness of IoMT security research and implementation. These challenges 

underscore the disparity between theoretical studies and practical applications in healthcare 

environments. The dataset limitations and the present status of research on IoMT security suffer 

significant shortcomings regarding dataset quality and relevance. Most previous studies relied 

on custom datasets that were either general or too narrow to reflect the distinctive features of 

IoMT situations. This limitation creates a gap between research models and real-world 

applications. The absence of comprehensive IoMT-specific datasets means that many security 

solutions are developed and tested using data that do not adequately represent the actual threats 

and operational patterns found in medical device networks. This misalignment leads to 

solutions that perform well in laboratory settings but may fail to provide adequate protection 

in real healthcare environments. 

2.4. Feature extraction inconsistency  

A critical weakness of current research approaches lies in the inconsistent application of 

feature extraction methodologies. Many studies either overlook this crucial step or implement 

it inadequately, resulting in suboptimal model performance. The lack of standardization in 

feature extraction processes creates challenges when comparing solutions and establishing best 

practices. This inconsistency affects the reliability of research findings and the practical 

effectiveness of security solutions in real-world deployments.  

2.5. Resource optimization challenges  

The complexity of current security models poses significant implementation challenges 

for IoMT devices. Many proposed solutions require computational resources that exceed those 

of typical medical devices. The mismatch between model requirements and device limitations 

creates a substantial barrier to practical implementation, hence the need for optimized models, 

especially for IoMT devices with limited resources. 
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2.6. Accuracy Efficiency  

A persistent dilemma exists in balancing detection accuracy with operational efficiency. 

High-accuracy models often require substantial computational resources, making them 

impractical for real-time threat detection in IoMT environments. The compromise between 

accuracy and efficiency presents a significant challenge when developing solutions that provide 

reliable protection and practical functionality. Finding the right balance in IoMT security 

research remains a considerable challenge. The security models for IoMT currently in use often 

adopt a comprehensive approach, but fail to address the unique characteristics and requirements 

of IoMT environments. This lack of specificity results in solutions that may not effectively 

protect against IoMT-specific threats. The absence of focus on the unique characteristics of 

IoMT malware and attack patterns leaves healthcare networks vulnerable to specialized threats. 

There is an urgent need for security solutions that address the unique challenges and threat 

landscape of medical device networks. 

These problems underscore the need for more focused and practical research on IoMT 

security. Future research efforts must address these fundamental challenges to develop valuable 

and implementable solutions in healthcare environments. The evolution of IoMT security 

depends on bridging the gap between theoretical research and practical application while 

maintaining high protection standards for critical medical infrastructure. This study addresses 

several key research questions based on the proposed problem formulation. First, we examined 

how to develop an optimal malware detection model for IoMT contexts that efficiently uses 

resources while adapting to new threats. Second, we investigated whether our proposed 

algorithm combination improved detection accuracy, reduced false positives, and maintained 

real-time performance. Finally, we explored methods to optimize feature extraction, enhancing 

detection effectiveness, reducing computational overhead, and preserving critical malware 

characteristics for analysis. 

3. RESEARCH METHODS 

This section explains the stages of the research, including the introduction, data collection, 

feature extraction, dimensionality reduction, malware classification, model evaluation, and 

conclusion and recommendations. 

 

 

Figure 1. Research Methodology 

Figure 1 illustrates the development of a malware detection model for the IoMT. The 

process began by highlighting the importance of security in IoMT, identifying the growing 
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malware threats, and pinpointing research gaps related to malware detection. CNN-based 

models, LSTM, PCA, and RF models were developed to address this issue. The next step was 

data collection using the CIC-MalMem-2022 dataset, which included malware type 

identification, dataset extraction for machine learning processing, and data normalization using 

a synthetic minority over-sampling technique (SMOTE). Following this, feature extraction was 

performed using a CNN to identify spatial features from the memory dump and an LSTM to 

capture temporal or sequential features. Then, these two types of features were combined to 

improve the detection accuracy. The PCA was applied to reduce the dimensionality of the 

features, which helped visualize various kinds of malware and improved the model's efficiency. 

After the features were processed and simplified, the data were input into the RF Classifier to 

determine whether the sample fell into the benign or malware category. The model was 

evaluated by measuring performance using accuracy, precision, recall, and F1-score metrics. 

Additionally, the model results were compared with those of other methods to assess the 

superiority of the proposed approach. 

This study used a statistical test approach (t-test) to test the machine learning model. The 

aim was to evaluate the superiority of the developed model to ensure that the malware detection 

machine learning model was developed more optimally. The t-test was conducted using 

Equation 1. 

 𝑇 =
𝑚𝑒𝑎𝑛1−𝑚𝑒𝑎𝑛2

𝑠(𝑑𝑖𝑓𝑓)

√𝑛

 (1) 

where 𝑚𝑒𝑎𝑛1 and 𝑚𝑒𝑎𝑛2 are the average values of each sample dataset, 𝑠(𝑑𝑖𝑓𝑓) is the 

standard deviation of the paired data value differences, n is the sample size (number of paired 

differences), and 𝑛 − 1 is the degree of freedom. The t-test results conducted in this study also 

used the Friedman test approach. This test evaluates whether the developed model exhibits 

significant differences, as expressed in Equation 2. 

 𝜒2 = [
12

𝑁⋅𝐾⋅(𝐾+1)
] ⋅ [∑𝑅𝑗

2 − 3 ⋅ 𝑁 ⋅ (𝑘 + 1)] (2) 

where N is the number of subjects or blocks, 𝑘 is the number of treatments or conditions, and 

𝑅ⱼ is the sum of the rankings for each treatment. 𝑗 and χ²ᵣ are test statistics that follow a chi-

square distribution with 𝑑𝑓 = 𝑘1. 

3.1. Malware Dataset Preprocessing  

Figure 2 shows the preprocessing for the dataset to be managed, and the stages of the 

malware dataset preprocessing, and displays the steps in processing the CIC-MalMem-2022 

dataset [30]. Using this data, attempts are made to categorize malware that is not already 

categorized, and this study filtered the data to exclude items that were not in use or duplicated 

from the dataset. After completing this stage, the data was collected in a CSV file for further 

analysis. 

The CIC-MalMem-2022 dataset, developed by the Canadian Institute for Cybersecurity, 

provides a comprehensive collection of memory dumps from benign and malicious processes. 

The dataset contains 58,596 records, balanced between benign (29,298) and malicious (29,298) 

samples. Malicious samples represent three main categories of malware, including Trojan 

Horse variants: Zeus (195 samples), Emotet (196 samples), Refroso (200 samples), Scar (200 

samples), and Reconyc (157 samples); Spyware variants: 180 Solutions (200 samples), 

CoolWebSearch (200 samples), Gator (200 samples), Transponder (241 samples), TIBS (141 

samples); and Ransomware variants: Conti (200 samples), MAZE (195 samples), Pysa (171 

samples), Ako (200 samples), and Shade (220 samples). This dataset was particularly valuable 
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in our research because it represents real-world malware scenarios and includes hidden 

malware samples; thus, it is ideal for testing detection systems under realistic conditions. 

 

Figure 2. Dataset Preprocessing of Malware 

To ensure robust model training and evaluation, we first performed preprocessing, 

including handling class imbalance using the applied SMOTE for underrepresented malware 

variants. Then, we used random undersampling for the majority class and maintained a 

stratified distribution during the train-test split. To limit the simulated resources by reducing 

the sampling of memory dumps to match the capabilities of devices, artificial network latency 

and packet loss were introduced to reflect real-world IoMT conditions. Furthermore, data 

augmentation techniques were applied to account for device heterogeneity. Data cleaning and 

normalization can remove corrupted memory dumps and incomplete samples, standard feature 

scaling using min-max normalization, and feature selection based on the resource constraints 

of IoMT devices. 

3.2. Framework of Proposed Method 

The proposed hybrid architecture comprises four main components that operate in 

sequence: a feature extraction layer, a temporal analysis layer, a feature reduction layer, and a 

classification layer. The CNN architecture was carefully selected after experimental evaluation 

of multiple configurations, and the three-layer design (32/64/128 filters) proved optimal for 

IoMT malware detection based on empirical testing, in which single/dual layers showed 

insufficient feature extraction capability, with an accuracy of 85-90%. Four or more layers 

increased computational overhead without significant accuracy gains. The selected filter 

progression (32→64→128) provided the best balance between feature extraction and resource. 

Each convolution was followed by MaxPooling (2x2) and Dropout (0.25), which were chosen 

through cross-validation testing that showed a 20% reduction in overfitting compared to 

alternatives, the temporal Analysis Layer. 
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The bidirectional LSTM architecture was selected after comparing various temporal 

analysis approaches, with a unidirectional LSTM accuracy of 95.8% but lacking the ability to 

capture reverse sequence patterns. The gated recurrent unit (GRU) showed similar accuracy 

but a 15% higher computational cost than a bidirectional LSTM with 99.3% accuracy, with 

only 8% computational overhead. The 128 LSTM units were determined by grid search 

optimization, which balanced the memory requirements while achieving high detection 

accuracy. The dropout rate (0.3) was empirically determined to provide optimal regularization 

without degrading temporal pattern recognition. The feature reduction layer, PCA, reduced 

dimensionality while preserving information, reducing 256 features to 64 principal 

components, maintaining 95% of the original variance, and improving computational 

efficiency. The random forest classifier, with 100 estimators, processed the reduced feature set, 

outputting binary classification (benign or malicious), and included probability scores for 

detection confidence. 

 

Figure 3. Hybrid Machine Learning Architecture for IoMT Malware Detection 

From the malware dataset in the first phase, the CNN and LSTM algorithms were 

processed to obtain an accuracy of over 10 epochs during testing. After the model became 

smarter, we attempted to add an RF algorithm and PCA, which were used to determine which 

malware was not included in the decision-making in the model evaluation. The PCA was used 

to analyze the spread of malware on IoMT devices; thus, the distribution could be properly 

visualized. The PCA is a crucial dimensionality reduction technique in the proposed 

framework. 

Implementing PCA in our architecture had several key purposes: dimensionality reduction 

and computational efficiency. Dimensionality reduction reduced the high-dimensional feature 

space of memory dump data, transformed correlated variables into uncorrelated principal 

components, and maintained 95% of the variance while reducing the feature dimensions from 

256 to 64. Computational efficiency reduced the training time by approximately 30%, reduced 

the memory requirements of IoMT devices, and optimized real-time detection capabilities and 

feature selection. 
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4. RESULTS AND DISCUSSION 

This research demonstrates a significant breakthrough in IoMT malware detection through 

an innovative hybrid approach. By combining sophisticated memory dump analysis with 

dynamic behavioural feature extraction, we achieved an exceptional accuracy rate of 99.59% 

on the CICAndMal dataset. This remarkable performance can be attributed to three key 

technological innovations. First, this study implemented a multimodal feature extraction 

system with comprehensive threat detection capability. Specifically, we considered the 

following aspects. At its core, the proposed system employed a CNN-based deep feature 

learning to analyze memory dump patterns, which allowed the detection of subtle malware that 

might escape traditional analysis methods. LSTM networks processed runtime behaviour, 

including the detailed monitoring of API call sequences, system call patterns, and network 

traffic flows. This was further enhanced by tracking resource utilization metrics, which 

provided insight into suspicious patterns in CPU usage, memory allocation, and I/O operations. 

Second, we developed a novel fusion architecture that intelligently combined and processed 

these diverse data streams. The PCA is a foundation for identifying and prioritizing the most 

discriminative features for each analysis modality. We improved PCA with a custom attention 

mechanism that dynamically adjusted feature weights based on their demonstrated reliability 

in threat detection. Architecture culminates in a unique ensemble approach that seamlessly 

integrates features with traditional machine learning techniques, creating robust and adaptable 

detection systems. Third, careful optimization addresses the critical challenge of resource 

constraints in IoMT devices. Our system was implemented with incremental learning 

capabilities, enabling it to adapt to new malware variants while minimizing the computational 

overhead of retraining. 

The proposed model compression techniques reduced the memory footprint without 

sacrificing detection accuracy. In addition, selective feature computation was implemented to 

dynamically adjust the analysis depth according to the available device resources. The 

effectiveness of the multimodal approach was particularly evident compared with that of 

single-modality methods. Pure memory analysis alone achieved 99.59% accuracy, whereas 

isolated behavioural analysis achieved 99.38%. The proposed hybrid approach significantly 

outperformed both approaches by capturing complementary malware characteristics across 

different analyses. This superior detection capability was achieved while maintaining real-time 

performance on resource-constrained IoMT devices, making it a practical solution for 

healthcare environments. 

4.1. Result of Malware Detection Model 

The X- and Y-axes represent the two main components of PCA dimensional reduction. 

The red dot in the sample indicates malware, while the blue dot indicates benign (non-malware) 

content, and the spread data show a clear clustering pattern. There is an overlap between 

malware and benign samples around the point of origin. The malware samples exhibited greater 

variation (spread more widely). Some malware samples were outliers (away from the leading 

group). Benign samples tended to cluster more tightly in confined areas. These findings suggest 

potential avenues for further development, including the use of more varied ensemble 

techniques to enhance accuracy, adaptive thresholding techniques tailored to data clusters, and 

the selection of nonlinear models to manage overlapping regions better. 

Although these improvements were not included in the current model proposal, they are 

noted as possible directions for further research. Overlapping regions require special handling, 

malware outliers must be investigated further, and attention should be paid to selecting features 

to improve segregation. PCA visualization offers crucial insights into the data characteristics 
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and key areas to consider when developing malware detection models. Although good 

separation was observed, there were challenges in handling cases in the overlapping and outlier 

areas (Figure 4). 

 

Figure 4. PCA Malware analysis 

As shown in Figure 4, a two-sample t-test was performed to ensure statistical significance, 

ruling out the possibility that the results were due to chance. The results of the comparison 

between the proposed model and other malware detection methods (one-class SVM and 

VGG19) demonstrated a p< 0.05, indicating a statistically significant difference in accuracy 

between the proposed model and the different models. Table 3 presents the significance of the 

test results obtained from the malware detection models. In a comparative analysis, the 

proposed model outperformed several existing approaches. For example, the one-class SVM 

achieved an accuracy of 99.30%, while the VGG19 achieved 99.06%. Previous research has 

shown that hybrid approaches are often more effective than traditional methods. The accuracy 

of several malware detection techniques used in earlier research is summarized in Table 2 for 

comparison. 

4.2. Comparison of Research on Detection of Malware 

This study builds upon earlier research on machine learning-based malware to ensure that 

our findings can be applied to the developed model, thereby enhancing malware detection on 

IoMT devices. The experimental results demonstrated that the proposed malware detection 

model achieved an accuracy of 99.59% on the CICAndMal dataset. These results indicate that 

the proposed system can detect almost all malware variants tested with a very low error rate. 

The results of this study have several practical implications for malware detection in the IoMT 

environment. With high detection accuracy, this system can significantly improve the security 

of health data collected by IoMT devices, which is critical for protecting patient privacy.  

 

Table 2. Comparison of the Accuracy of Results of Various Methods 

Author Algorithm Machine Learning Dataset Accuracy (%) 

Alazzam et al. [8] One-Class SVM Customize 99.30 
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Shaukat et al.[9] VGG19, VGG16, and ResNet5 Malimg 99.06 

Shaukat et al. [9] RF, DT CICAndMal 99.00 

Vinayakumar et al. [31] NB, DT, CNN Malimg 98.80 

Bansal et al. [32] VGG19: NB, DT, RF Caltech-101 93.73 

Marastoni et al. [33] LSTM, CNN Microsoft 98.50 

Cui et al. [34] CNN Malimg 94.50 

Jian et al. [35] ResNet50 Microsoft 98.31 

Bouchaib et al. [36] VGG16 Microsoft 98.00 

Soni et al. [37] LSTM, One-class SVM Customize 97.20 

Binbusayyis et al. [38] Autoencoder, One-class SVM NSL-KDD 97.11 

Kim et al. [39] Autoencoder Drebin 97.01 

Shaukat et al. [30] 
RegNetY320, PCA, one-class 

SVM 

Malimg, Virus 

Share 
99.30 

Proposed Model CNN, LSTM, RF, and PCA CICAndMal 99.59 

 

Thus, the proposed method can be implemented in devices with low processing power 

without sacrificing performance. Security Policy Development: These findings can help 

healthcare institutions develop better security policies by integrating more effective malware 

detection solutions. The results demonstrate that the proposed approach effectively detects 

malware with high accuracy and offers potential for practical application in an IoMT 

environment. This study significantly contributes to cybersecurity in the healthcare industry 

using a comprehensive analysis and rigorous significance test. 

4.3. The Friedman test 

Statistical analysis was conducted to evaluate and compare the performance of four models 

(RF, CNN, LSTM, and hybrid CNN-LSTM-RF). The goal was to determine whether the 

observed differences in performance metrics were statistically significant. The findings of the 

Friedman test are shown in Figure 5. The RF, CNN, and LSTM, as well as the suggested hybrid 

CNN-LSTM-RF, were the models that were compared using the Friedman test. The results 

showed a Chi-square value of 14.0400 and a significant p-value of 0.002. This indicates that, 

according to the assessed metric, such as accuracy, at least one set of models performs 

differently statistically significantly. 

A paired two-sample t-test was performed utilizing the accuracy results of the baseline 

models and the suggested hybrid model to validate these changes further. The findings indicate 

that the performance differences are statistically significant, with a p-value below the 0.05 

cutoff. This corroborates the finding that the suggested hybrid model performs noticeably better 

than the baseline models. The t-test and the Friedman test support the proposed approach's 

improved performance. Using the Nemenyi post-hoc test (Figure 5), further analysis produced 

pairwise p-values. The Nemenyi post-hoc test, used for pairwise comparisons, revealed a 

statistically significant performance disparity between the RF and LSTM models, with a p-

value of 0.0014 (below the 0.05 cutoff). This indicates that, in the context of the assessed 

metric, RF performs noticeably better than LSTM.  Other pairwise comparisons, including RF 

vs. CNN (p = 0.61), Hybrid (p = 0.61) vs. CNN, and LSTM vs. Hybrid (p = 0.61), did not, 

however, show statistically significant differences because their p-values were greater than 

0.05. These results suggest that, despite the Friedman test indicating high overall diversity 

among models, paired evaluations reveal statistically equivalent individual performances. The 

fact that no single model performed noticeably better than the others suggests that more 

comparison studies using other measures or datasets are required to determine any clear 

performance benefits among these modelling techniques. 
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Figure 5. Result of the Friedman Test 

5. CONCLUSION 

As cyber threats targeting healthcare systems continue to evolve, securing the IoMT has 

become increasingly critical. This study proposes a hybrid machine learning-based malware 

detection model that effectively addresses the unique constraints of IoMT environments. The 

proposed framework employs hybrid methods, including CNN, LSTM, RF, and PCA, 

significantly enhancing detection accuracy. The empirical results on the CIC-MalMem-2022 

dataset demonstrate a superior detection rate of 99.59%, outperforming traditional machine 

learning approaches. In addition, the resource-aware architecture enables real-time malware 

detection on constrained IoMT devices. The key contributions of this research include an 

adaptive feature extraction technique for identifying emerging malware variants, a hybrid 

architecture that balances detection performance with efficiency, and a validated model 

suitable for real-world healthcare applications. The comparison of test results obtained using 

several developed models yields significant findings. Future research should explore federated 

learning approaches to improve data privacy and investigate adversarial resilience mechanisms 

to counter sophisticated cyber threats. By advancing IoMT security solutions, this research 

enhances the protection of critical healthcare infrastructures, ensuring patient data 

confidentiality and the reliability of medical devices. 
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